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Advanced model checking

The importance of nondeterminism

e Concurrency — scheduling of parallel components

— inrandomised distributed algorithms several components interact asynchronously

e Abstraction

— partition state space of a Markov chain in similar (but not identical) states

e Unknown environments

— do not stipulate how the environment will behave, security: unknown adversary

“There is nothing mysterious about nondeterminism, it arises from

the deliberated decision to ignore the factors which influence the selection”
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Markov decision process

e Markov decision processes

— extension of Markov chains which allow nondeterministic choice
— in fact, a combination of Markov chains and labeled transition systems

e Like Markov chains:

— discrete set of states representing the possible system configurations
— transitions between states occur in discrete time-steps

e Probabilities and nondeterminism

in each state, a nondeterministic choice between several
probability distributions over successor states
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Markov decision process
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Markov decision process
An MDP M = (S, Act, P, v, AP, L) where

e S Is a finite set of states

e Actis a finite set of actions and AP a set of atomic propositions

e P: S xAct x §— |0,1], transition probability function such that:

forall s € S and a € Act : Z P(s,a,s) € {0,1}
s'esS

e 1 € Distr(S), initial state distribution

o L :S — 277 labeling function of the states
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Markov decision process

e Initial distribution: ¢init(s) = 1 and ¢init(t) = tinit(w) = tint(w) = 0
e Set of enabled actions in state s is Act(s) = { «, 8 } where
— P(s,,8) = %, P(s,a,t) =0and P(s, o, u) = P(s, v, v) = 1
— P(s,8,8) =P(s,3,v) =0,and P(s, 3,t) = P(s, 8, u) = 3

o Act(t) = { o } with P(¢, e, s) = P(¢, @, u) = 5 and 0 otherwise
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Intuitive operational behaviour of MDPs

e Initial state is determined randomly according to ¢

e On entering state s, choose an enabled action nondeterministically

— letAct(s) = {«a|3ds’ € S.P(s,a,s’) > 0} the enabled actions in s
— the probability of selcting @ € Act(s) is unknown

e After selecting o € Act(s), next state is ¢ with probability P(s, o, t)

e Note: an MDP for which |Act(s)| = 1 for each s is a Markov chain
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(Discrete-time) Markov chain

a Markov chain is an MDP in which each state has a single enabled action
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Paths in an MDP

e An MDP is finite if the state space S, Act, and AP are finite

e The state graph of MDP M is the digraph G = (V, F)

— V = S are the states of M, and (s,t) € Eiff P(s, «, t) > 0 for some «

e Paths in an MDP are alternating sequences of states and actions

(84 (84 (84
T = 8) — 8] —=23 S9 — ...

such that P(Si, Q4 1, 87;_|_1) > Oforallz >0

e Paths represent possible behaviours of an MDP
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Example paths
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Probability measure for MDPs?

nondeterministically chosing between a fair and unfair coin
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Policies
e To consider the probability of a path of an MDP

— first need to resolve the nondeterministic choices
— ... which results in a Markov chain
— ... for which a probability measure over infinite paths was defined

e A policy resolves nondeterministic choices in an MDP

— alternative terminology: adversary, scheduler, tactic, strategy, . . .
e Formally: & : ST — Act is a policy with

S(sos1---5,) € {a|3ds€ S P(sy,a,8) >0}

history Act\(fs n)

note: actions are not part of the history since ;11 = S(sg . . . s;)

© JPK

11



Advanced model checking

Another simple MDP

— after one step, process starts trying to send a message

— then, a nondeterministic choice between: (a) waiting a step
because the channel is unready; (b) sending the message

— 1if the latter, with probability 0.99 send successfully and stop
— and with probability 0.01, message sending fails, restart

restart
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Example policies
PathA(s) < Path(s)

— (infinite) paths from s where nondeterminism resolved by A
— 1.e. paths s (agy, Hy)s,(@,,H,)s,. ..
— for which A(sy(ag,1g)s,---5,) = (@,,1,,)

- Adversary A,
— (picks action c the first time)
— Path®'(sg) = 15055, 505;55* }

- Adversary A,
— (picks action b the first time, then )
— Path?2(sg) =1 505:505152%, S051505153% S051515,%, S0515153* }

© JPK

13



Advanced model checking

Applying a policy: induced Markov chain
e Policy & for MDP M induces an infinite-state MC Mg

e Unfold MDP M, resolving all nondeterminism according to &

e This yields the infinite Markov chain Mg = (Sg, Ps, tinit, L) With:

— Sg = ST, nonempty state sequences in MDP M
— Pg(m, ™ — s) = P(last(mw), &(m), s) and 0 otherwise
— L(last(mw)) = L(m)

e 1-to-1 correspondence between Paths®(s) and paths in Mg

e This gives us a probability measure Pr™*'s over Paths®(s)

— from probability measure over infinite paths of MC Mg
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Markov decision process
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Applying a policy
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Reachability probabilities in MDPs
e Reachability probability of set B C S from state s:

Pro(s = ©B) = Pry®{r € Paths(s) | 7 |= 0B}

— w-regular properties (and many more) are also measurable
— V&.Pro(s = ¢B) < eimpliesVS. Pré(s =0-B) > 1 — ¢
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Reachability probabilities in MDPs
e Reachability probability of set B C S from state s:

Pro(s = ©B) = Pre{r e Paths(s) | 7 = OB}
— V&.Pro(s = ¢B) < eimplies VS. Pré(s =0-B) > 1 — ¢
e Analysis focuses on obtaining lower- and upperbounds, e.g.,

Pr™(s = ©B) = infgPro(s = ©B) and
Pr™®(s = OB) = supg Pro(s = ©B)

note: G ranges over all, potentially infinitely many, policies

e And on determining policies for these bounds
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Example reachability probabilities

ProbAl(s,, F tails) = 0.5
ProbA?%(s,, F tails) = 0.5
— (where A. picks b i-1 times then ¢)

Pmax(So» F tails) = 0.5
Pmin(Sos F tails) = 0

ProbA1(s,, F tails) = 0.5

ProbA2(s,, F tails)
= 0.3+0.7-0.5 = 0.65

Prob”3(s,, F tails)
=0.3+0.7-0.3+0.7-0.7-0.5 = 0.755

pmax(so, F tails) =]
Pmin(Sos F tails) = 0.5
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Classes of policies

e Memoryless policy: always pick the same action in a given state

— for state sequences s1...s,, and ty...t, with s,,, = t,:
6(81 “ o Sm) = G(tl e tn>
— selection is based on given state only; induces a finite-state MC

e Finite-memory policy: selection is modeled by a DFA

— selection is based on current state of MDP and current state of DFA

e Counting policy:

— selection is based on number of visits to states so far
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Optimality for maximum reachability
Let M be a finite MDP with state space S, s Sand BC S

The values xz, = Pr'"**(s = ©B) are the unique solution of:
o If s € B, then x, = 1.
o If s £ 4O B, then x4 = 0.

e If s¢ Bands = dOB, then

Ts = max{ Z P(s,a,t) - z; | a € Act(s) }
tes

this is an instance of the Bellman equation for dynamic programming
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Optimality for minimum reachability
Let M be a finite MDP with state space S, s Sand BC S

The values z, = Pr™"(s = ©B) are the unique solution of:
o If s € B, then x, = 1.
o If s VOB, then z, = 0.

e If s¢ Band s = VOB, then

Ty = mm{ Y P(s,a,t) @ | o€ Act(s) }
tesS

this is an instance of the Bellman equation for dynamic programming
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Example (max)

equation system for reachability objective &{ w }is:

r,=land x, =0

— 1 1 1 1 1 1 1
Ls = maX{ Exs + Zaju + Zaj’u) §$u —|_ 53% } and Tt = 5{83 —I— §ij
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Existence of optimal memoryless policy

There exists a memoryless scheduler G such that forany s € S

Pro(s = ©B) = Pr™(s |= ¢B)

© JPK
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Proof
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Value iteration (max)

Calculate values =, = Pr'**(s = <& B) by successive approximation
For the states s € Pre”(B) \ B we have

s = lim z(™
n—0oo

where

=0 and z»tY) = max{ Z P(s,a,t) -:cft’”) | a € Act(s) }
tesS

for minimal probabilities, a similar strategy works
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Value iteration: example

Minimum/maximum probability of reaching an a-state
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Value iteration: example

0.1
1 1
0.5 1
Di=aOl)
0.25_ 2%
A Smin=0

Compute: p,,i,(s;, F a)
Sat(a) = {52}1 Smin=0 :{53}; S? = {SO’ S]}

[ Xo™,%,™,%,™, x,® ]
0: [0,0,1,0]
- [min(1-0, 0.25-0+0.25-0+0.5-1),
0.1-0+0.5-0+0.4-1, 1, 0]
=[0,0.4,1,0]

n

n=2: |
min(1-0.4,0.25-0+0.25-0+0.5-1),

0.1-0+0.5-0.4+0.4-1, 1, 0]
=[ 0.4, 0.6, 1, 0]
n=3:
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Value iteration: example

[ Xo(n),X]("),Xz(n),Xg(n) ]

[ 0.000000, 0.000000, 1, 0]
[ 0.000000, 0.400000, 1, 0]
[ 0.400000, 0.600000, 1, 0]
[ 0.600000, 0.740000, 1, 0]
[ 0.650000, 0.830000, 1, 0]
[ 0.662500, 0.880000, 1, 0]
[ 0.665625, 0.906250, 1, 0]
[ 0.666406, 0.919688, 1, 0]
[ 0.666602, 0.926484, 1, 0]

- w D o |=| ﬁ |3| - =
00 N O v A W NN = O

n=20: [0.666667,0.933332,1,0]
= n=21: [0.666667,0.933332,1,0]
[2/3,14/15,1,0] ~[2/3,14/15,1,0]
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Generating an optimal policy

Min adversary A, [ Xo™, %, ™, %, x,® ]

{a} Sat(a) n=20" [0.666667, 0.933332,1,0]
a > n=21" [0.666667, 0.933332,1,0]
| ~[2/3,14/15,1,0]
]
] S, - min(1-14/15, 0.5-1+0.5-0+0.25-2/3)
I’G;Z) =min(14/15, 2/3)

Snﬂn=0
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Maximal reach probabilities as a linear program

Consider a finite MDP with state space S,and B C S

The values z; = Pr"**(s |= © B) are the unique solution of the linear program:

e Ifs € B,thenxz, = 1.
o If s = 3O B,thenz, = 0.
e Ifs¢ Bands = 30B,then0 < =, < 1 and for all actions o € Act(s):

Ty = Z P(S,Oé,t) © It

where > x, is minimal
s€sS

solution techniques e.g., Simplex, ellepsoid techniques, . . .
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Minimal reach probabilities as a linear program

Consider a finite MDP with state space S, and B C S

The values z, = Pr'""(s |= ¢ B) are the unique solution of the linear program:

o Ifs e B,thenz, = 1.
o If s VOB, thenz, = 0.
e Ifs¢ Bands = VOB, then0 < z, < 1 and for all actions o € Act(s):

Ts < Z P(S,Oé,t) © It

where > x, is maximal
seS

solution techniques e.qg., Simplex, ellepsoid techniques, . . .
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Example linear optimisation (min)

. {a} Sat(@) Letx;= p.,i,(S; Fa)

s\0A4L > Sat(a): x,=1, Smin=0: x =0
] For S7 = {s,, s,}:
1 0] 1 Maximise X,+X, subject to constraints:
0.5 ’(:Z)l X, < X,
So S3
0.25 ; Xg = 0.25-%x5 + 0.5
0.25 SMin=0 X; = 0.1-%X5 + 0.5-x;, + 0.4
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Example linear optimisation (min)

{a} Sat(a) LetXx; = p,,in(S; F a)

Sat(a): x,=1, Smin=0: x,=0
> S
] For S7 = {s,, s;}:
1 Maximise X,+x, subject to constraints:
. >] Xy < X,
: X, < 2/3
Srnm:o OX‘I < O.Z'XO + 0.8
Xy Xy
] L +
0.8
| x,=2/3 | x, =0.2-x,
' +0.8
0 > X 0 : > X 0 > X
0 Y 0 23 1 0 0 O
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Example linear optimisation (min)
0.5

{a} Sat(a) Letx; = p,i(S;, Fa)

: Sat(a): x,=1, Smin=0: x.=0
> S>
] For S7 = {s,, s;}:
1 Maximise x,+x, subject to constraints:
: >‘ Xy < X,
>3
Xo = 2/3
0.25 Smin=0 Xy = 0.2'X0 + 0.8
Xy
] -~
Bmin(F @) 0.81 — Solution:

= . m§>/’ (Xg, X;)

[2/3,14/15,1,0] . -
(2/3,14/15)

0 2/3 1
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Example linear optimisation (min)
0.5

{a} Sat(a) LetX;= p.,i,(S; Fa)

, Sat(a): x,=1, Smn=0: x.=0
] For S7 = {s,, s} :
1 Maximise x,+X, subject to constraints:
*GEZ)I Xy < X,
Xog = 2/3
0.25 Srnin:o oX] S O.Z'XO + 0.8
X
11 2
" os
X; < 0.2:X, + 0.8 . may'
Two simple
/ adversaries
Xy = X,
xosz/3/’//: — L x,
0 2/3 1
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Value iteration vs. LP

[ XO(n)!X] (n),X2(n),X3(n) ]

X, n=0: [ 0.000000, 0.000000, 1, 0]

1 4 n=1: [ 0.000000, 0.400000, 1, 0]
n=2: [ 0.400000, 0.600000, 1, 0]

i n=3: [ 0.600000, 0.740000, 1, 0]
n=4: [ 0.650000, 0.830000, 1, 0]

] n=>5: [ 0.662500, 0.880000, 1, 0]

i n=6: [ 0.665625, 0.906250, 1, 0]
n=7: [ 0.666406, 0.919688, 1, 0]

i n=_8: [ 0.666602, 0.926484, 1, 0]
0 T T T : » n=20 [ 0.666667, 0.933332,1,0]

0 2/3 Xo  n=21: [0.666667,0.933332,1,0]
~[2/3,14/15,1,0]
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Example linear optimisation (max)
— fa} Sat(a) LetX; = P, .(S;s F )

> Sat(a): x,=1, SMmax=0 = J
] For S7 = {s,, 5,,55}:

Minimise X,+X,+X; subject to constraints:

] .Xo > X] . X3 > X2
e Xg=2/3 o X3 = X3

0 25 .X] Z O.2'X0 + 0.8
Xy Xy X1 x,>20.2-%x,+0.8
S F 3 F ] O
1 1 1
0.81
Xo =|2/3
Xo = X,
0 > Xy 0 T > X 0 > X
0 . 0 0
0 1 0 2/3 1 0 1
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Example linear optimisation (max)

- fa} Sat(a) LetX; = P,a(S;, Fa)
> Sat(a): x,=1, Smax=0 = (J
1

For S7 = {s,, $;,53}:

Minimise X,+X,+X; subject to constraints:
] .XO > X.I . X3 > X2
e Xog=2/3 o X3 = X3

025 oX] Z 0.2‘)(0 + 0.8

0.8'/7 ~— (only feasible)

mi:/ solution:

(Xg, Xq,X5)

Xy 0 b x, 1,1,1)

© JPK 39



Advanced model checking

Example linear optimisation (max)

Max adversary A,

0.5 Sat(a)

)

Let Xi = pmax(si’ F a)

Sat(a): x,=1, Smax=0 = (J

For S7 = {s,, S;,55}:

Minimise X,+X,+X; subject to constraints:

Xy = X, o X3 = X,
Xog=2/3 o X3 = X3
Xy = 0.2-X, + 0.8

Solution:

O(XOs X],XZ) - (]’ ]’ ])
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