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Advanced model checking

Discrete-time Markov chains

A DTMC M is a tuple (S,P, ιinit, AP,L) with:

• S is a countable nonempty set of states

• P : S × S → [0, 1], transition probability function s.t.
∑

s′ P(s, s′) = 1

– P(s, s′) is the probability to jump from s to s′ in one step
– s is absorbing if P(s, s) = 1

• ιinit : S → [0, 1], the initial distribution with
∑
s∈S

ιinit(s) = 1

– ιinit(s) is the probability that system starts in state s

– state s for which ιinit(s) > 0 is an initial state

• L : S → 2AP , the labelling function
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Advanced model checking

Probabilistic CTL

• Temporal logic for describing properties of MCs

• Extension of the temporal logic CTL

– key addition is the probabilistic operator P

– which “replaces” CTL’s universal and existential path quantification

• Example:

– P�0.001]
`
��500 bad

´

– “with probability at least 10−3 a bad-state is reached within 500 steps”
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Advanced model checking

PCTL syntax

• For a ∈ AP, J ⊆ [0, 1] an interval with rational bounds, and natural n:

Φ ::= true
∣∣ a

∣∣ Φ ∧ Φ
∣∣ ¬Φ

∣∣ PJ(ϕ)

ϕ ::= ©Φ
∣∣ Φ1 UΦ2

∣∣ Φ1 U�n Φ2

• s0s1s2 . . . |= Φ U�n Ψ if Φ holds until Ψ holds within n steps

• s |= PJ(ϕ) if probability that paths starting in s fulfill ϕ lies in J

abbreviate P[0,0.5](ϕ) by P�0.5(ϕ) and P]0,1](ϕ) by P>0(ϕ)
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Advanced model checking

Derived operators

�Φ = true UΦ

��nΦ = true U �nΦ

P�p(�Φ) = P�1−p(�¬Φ)

P]p,q](��nΦ) = P[1−q,1−p[(��n¬Φ)

operators like weak until W or release R can be derived analogously
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Advanced model checking

Example properties

• With probability � 0.92, a goal state is reached legally:

P� 0.92 (¬ illegal U goal)

• . . . in maximally 137 steps: P� 0.92

(¬ illegal U� 137 goal
)

• . . . once there, remain there almost surely for the next 31 steps:

P� 0.92

(
¬ illegal U � 137

P=1(�[0,31] goal)
)
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Advanced model checking

PCTL semantics (1)

M, s |= Φ if and only if formula Φ holds in state s of DTMC M

s |= a iff a ∈ L(s)

s |= ¬Φ iff not (s |= Φ)

s |= Φ∧Ψ iff (s |= Φ) and (s |= Ψ)

s |= PJ(ϕ) iff Pr(s |= ϕ) ∈ J

where Pr(s |= ϕ) = Prs{π ∈ Paths(s) | π |= ϕ}
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Advanced model checking

PCTL semantics (2)

A path in M is an infinite sequence s0 s1 s2 . . . with P(si, si+1) > 0

Semantics of path-formulas is defined as in CTL:

π |= ©Φ iff s1 |= Φ

π |= Φ UΨ iff ∃n � 0.( sn |= Ψ ∧ ∀0 � i < n. si |= Φ )

π |= Φ U�n Ψ iff ∃k � 0.( k � n ∧ sk |= Ψ∧
∀0 � i < k. si |= Φ )
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Advanced model checking

Measurability

For any PCTL path formula ϕ and state s of DTMC M
the set {π ∈ Paths(s) | π |= ϕ} is measurable

Three cases:

• ©Φ:
– cylinder sets constructed from paths of length one

• Φ U�n Ψ:
– (finite number of) cylinder sets from paths of length at most n

• Φ U Ψ:
– countable union of paths satisfying Φ U�n Ψ for all n � 0
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Advanced model checking

Semantics of P-operator
• s |= PJ(ϕ) if:

– the probability that a path starting in s fulfills ϕ lies in J

• Formally:

– s |= PJ(ϕ) iff Prs{π ∈ Paths(s) | π |= ϕ} ∈ J
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Advanced model checking

PCTL model checking

• Check whether state s in a DTMC satisfies a PCTL formula:

– compute recursively the set Sat(Φ) of states that satisfy Φ
– check whether state s belongs to Sat(Φ)
⇒ bottom-up traversal of the parse tree of Φ (like for CTL)

• For the propositional fragment: as for CTL

• How to compute Sat(Φ) for the probabilistic operators?
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Advanced model checking

Bottom-up computation
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Advanced model checking

Next formulas

• Alternative formulation: s |= PJ(©Φ) if and only if Prob(s,©Φ) ∈ J

• Next: Prob(s,©Φ) equals
∑

s′∈Sat(Φ) P(s, s′)

• Matrix-vector multiplication:

(
Prob(s,©Φ)

)
s∈S

= P · ιΦ

where ιΦ is the characteristic vector of Sat(Φ), i.e.,
ιΦ(s) = 1 if and only if s ∈ Sat(Φ)
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Example
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Advanced model checking

Bounded until

• s |= PJ(Φ U �h Ψ) if and only if Prob(s,Φ U �h Ψ) ∈ J

• Prob(s,Φ U �h Ψ) is the least solution of: (Hansson & Jonsson, 1990)

– 1 if s |= Ψ

– for h > 0 and s |= Φ∧¬Ψ:

X

s′∈S

P(s, s′) · Prob(s′, Φ U �h−1 Ψ)

– 0 otherwise

• Standard reachability for P>0(Φ U �h Ψ) and P�1(Φ U �h Ψ)

– for efficiency reasons (avoiding solving system of linear equations)
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Bounded until
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Bounded until
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Bounded until
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Bounded until
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Until
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Until
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Until
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Advanced model checking

Until
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Advanced model checking

Reduction to transient analysis

• Make all Ψ- and all ¬ (Φ ∨ Ψ)-states absorbing in M

• Check �=h Ψ in the obtained DTMC M′

• This is a standard transient analysis in M′:
X

s′|=Ψ

Pr
s
{π ∈ Paths(s) | σ[h] = s

′}

– compute by (P′)h·ιΨ where ιΨ is the characteristic vector of Sat(Ψ)

⇒ Matrix-vector multiplication
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Advanced model checking

Time complexity

For finite DTMC M and PCTL formula Φ, M |= Φ can be solved in time

O(
poly(size(M)) · nmax · |Φ| )

• nmax = max{n | Ψ1 U �nΨ2 occurs in Φ }
• and nmax = 1 if Φ does not contain the bounded until-operator
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Verification times
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Crowds protocol (DTMC)

Randomised mutex (DTMC)

Workstation cluster (CTMC)

Tandem queue (CTMC)

verification time (in ms)

state space size

command-line tool MRMC ran on a Pentium 4, 2.66 GHz, 1 GB RAM laptop
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The qualitative fragment of PCTL

• For a ∈ AP and natural n:

Φ ::= true
∣∣ a

∣∣ Φ ∧ Φ
∣∣ ¬Φ

∣∣ P>0(ϕ)
∣∣ P=1(ϕ)

ϕ ::= ©Φ
∣∣ Φ1 UΦ2

• The probability bounds = 0 and < 1 can be derived:

P=0(ϕ) ≡ ¬P>0(ϕ) and P<1(ϕ) ≡ ¬P=1(ϕ)

• No bounded until, and only > 0, = 0, > 1 and = 1 intervals

so: P=1(�P>0(©a)) and P<1(P>0(�a) U b) are qualitative PCTL formulas
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Advanced model checking

P=1 versus ∀ and P>0 versus ∃

• PCTL-formula Φ is equivalent to CTL-formula Ψ:

– Φ ≡ Ψ if and only if SatM(Φ) = SatTS(M)(Ψ) for each DTMC M

• ∃ϕ requires ϕ on some paths, P>0(ϕ) with positive probability

– P>0(©a) ≡ ∃ © a and P>0(�a) ≡ ∃�a

– and P>0(a U b) ≡ ∃a U b

– but: P>0(�a) �≡ ∃�a

• ∀ϕ requires ϕ to hold for all paths, P=1(ϕ) for almost all

– P=1(©a) ≡ ∀ © a and P=1(�a) ≡ ∀�a

– but: P=1(�a) �≡ ∀�a whereas s |= ∀�a implies s |= P=1(�a)

– and P=1(a U b) �≡ ∀a U b
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Advanced model checking

Qualitative PCTL versus CTL

• There is no CTL-formula that is equivalent to P=1(�a)

• There is no CTL-formula that is equivalent to P>0(�a)

• There is no qualitative PCTL-formula that is equivalent to ∀�a

• There is no qualitative PCTL-formula that is equivalent to ∃�a

PCTL with ∀ϕ and ∃ϕ is more expressive than PCTL
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Proofs
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Almost sure repeated reachability

Let M be a finite Markov chain and s a state of M. Then:

s |= P=1

(
� P=1(�a)

)
iff Pr

s
{π ∈ Paths(s) | π |= ��a } = 1

this resembles s |= ∀�∀�a iff for all paths π: π |= ��a
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Repeated reachability probabilities

For finite Markov chain, s a state of M and interval J ⊆ [0, 1]:

s |= PJ(�P=1(�P=1(�a))︸ ︷︷ ︸
=PJ(��a)

iff Pr(s |= ��a) ∈ J

the probabilities for ��a agree with the probability to reach

a BSCC that contains at least one a-state
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Persistence probabilities

For finite Markov chain, s a state of M and interval J ⊆ [0, 1]:

s |= PJ(�P=1(�a)) iff Pr(s |= ��a) ∈ J
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