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Advanced model checking

Discrete-time Markov chains
A DTMC M is atuple (S, P, t;ni, AP, L) with:
e S IS a countable nonempty set of states

e P:S5 xS —|0,1], transition probability function s.t. >, P(s,s’) =1
— P(s, s) is the probability to jump from s to s’ in one step

— s is absorbingif P(s,s) =1

® Ly : S — [0, 1], the initial distribution with >~ ¢;,::(s) = 1
seS

— Linit(8) is the probability that system starts in state s
— state s for which ¢;,;:(s) > 0 is an initial state

e L:S — 247 the labelling function
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Advanced model checking

Probabilistic CTL

e Temporal logic for describing properties of MCs

e Extension of the temporal logic CTL

— key addition is the probabilistic operator P
— which “replaces” CTLs universal and existential path quantification

e Example:

— Pgo.g()l] (<><500 bad)
— “with probability at least 10~ a bad-state is reached within 500 steps”

© JPK



Advanced model checking

PCTL syntax

e Fora € AP, J C |0, 1] an interval with rational bounds, and natural n:

¢ = true] a ’CID/\CI) ‘ - ‘ P(e)

p = OP | ®1UD, | &1 US" Oy

® 505182... = ®US" W if ® holds until ¥ holds within n steps

e s =P ;(yp) if probability that paths starting in s fulfill © liesin J

abbreviate Py o.5(¢) by P<o.5(e) and Pjg 11(¢) by P~o(p)
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Advanced model checking

Derived operators

P = truelU ¢
OSM® = true U S"d
Pep(OP) = Po1p(O®)

P]p,Q](Dgn(b) — IP)[1—(1,1—'19[(<><nﬁ(1))

operators like weak until W or release R can be derived analogously
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Advanced model checking

Example properties

e With probability > 0.92, a goal state is reached legally:

IP)> 0.92 (_I |||ega| U goal)

e ...in maximally 137 steps: P .92 (—illegal US'37 goal)

e ... o0nce there, remain there almost surely for the next 31 steps:

P- .92 (ﬁ illegal USY7p_,(0l31 goal))
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Advanced model checking

PCTL semantics (1)

M, s = @ if and only if formula ® holds in state s of DTMC M

s Ea iff ae L(s)

sE Iff not (s = @)
sEPAY iff (s =®)and (s = V)
sEP;(p) Iff Pr(skEy)eJ

where Pr(s = ¢) = Pry{m € Paths(s) | 7 = ¢}
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Advanced model checking

PCTL semantics (2)

A path in M is an infinite sequence sg s1 ss . .. With P(s;,s;11) > 0

Semantics of path-formulas is defined as in CTL:

T = Od iff s, =@
rEOUT  iff In>0(s, EV AVOLi<n.s; =)

TEOUST iff FE>0(k<n AspETA
VO <i < k.s; = D)
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Advanced model checking

Measurability

For any PCTL path formula ¢ and state s of DTMC M

the set {w € Paths(s) | m = ¢} is measurable

Three cases:

o OH:

— cylinder sets constructed from paths of length one
o dUS" .

— (finite number of) cylinder sets from paths of length at most n
o U V:

— countable union of paths satisfying ® US™ W for all n > 0
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Advanced model checking

Semantics of P-operator

o s =Pjy(p)if:
— the probability that a path starting in s fulfills ¢ liesin J

e Formally:

— s EPs(p)iff Prg{m € Paths(s) | # = ¢} € J

.....

..... P Prob(s, @) ~ p ?
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Advanced model checking

PCTL model checking

e Check whether state s in a DTMC satisfies a PCTL formula:

— compute recursively the set Sat(®) of states that satisfy ®
— check whether state s belongs to Sat(®)
= bottom-up traversal of the parse tree of ¢ (like for CTL)

e For the propositional fragment: as for CTL

e How to compute Sat(®) for the probabilistic operators?
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Advanced model checking

Bottom-up computation

+ Basic algorithm proceeds by induction on parse tree of ¢
— example: ¢ = (—fail A try) = P_, 45 [ —fail U succ]

+ For the non-probabilistic operators:
— Sat(true) = S
— Sat(@) ={seS|aeclL(s)}

— Sat(—d) = S\ Sat(d) / \

— Sat(p, A §,) = Sat(Pp,) N Sat(p,) A Poos[-U-1]

- For the P_, [ @ ] operator - @ B @

— need to compute the

probabilities Prob(s, W) O ©
for all states s € S fail fail
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Advanced model checking

Next formulas

e Alternative formulation: s = P;((O®) if and only if Prob(s, O®) € J
o Next: Prob(s, O®) equals ) g, (a) P(s, )
e Matrix-vector multiplication:

(Prob(s,@q)))ses = P19

where 4 is the characteristic vector of Sat(®), i.e.,
tp(s) = Llifand only if s € Sat(P)
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Advanced model checking

Example

Model check: P_,4 [ X (—try Vv succ) ]

— Sat (—=try Vv succ) = (S \ Sat(try)) U Sat(succ)
= ({50,51,52,53} \ {S]}) U {53} = {Sos52s53}

— Prob(X (—try Vv succ)) = P - (=try Vv succ) = ...

0 1 0 0 M1 T o7
|0 0.01 0.01 0.98] 0| [0.99
110 o o |1 1

o o o 1|1 |1

Results:
— Prob(X (—try Vv succ)) = [0, 0.99, 1, 1]
— Sat(P_, o [ X (—=try v succ) ]) = {s,, s,, S3}
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Advanced model checking

Bounded until
o s =P;(®US"W)ifand only if Prob(s,®US" W) € J
o Prob(s,®US"W) is the least solution of: (Hansson & Jonsson, 1990)
~ 1lifs =W
— forh >0and s = & A VU

Z P(s,s) - Prob(s’,®US""1 o)
s'eS

— 0 otherwise

e Standard reachability for P~ (® U <" ¥) and P~ (® U " )

— for efficiency reasons (avoiding solving system of linear equations)
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Advanced model checking

Bounded until
- Computation of probabilities for PCTL U=k operator

— Sat(P_,[ &, Usk @, ]) ={s €S | Prob(s, ¢, U=k §,) ~p }
— need to compute Prob(s, ¢, U=k ¢,) forall s € S

. First identify (some) states where probability is trivially 1/0

— Sves = Sat(d,)
AR\

— Sno =S\ (Sat(d,) U Sat(d,))
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Advanced model checking

— Sves = Sat(d,)

Bounded until

— Sno = S\ (Sat(d)]) U Sat(d)z)) S

- And let:
— ST =5\ (Sves U

- Compute solutio

Prob(s,, U* d,) = ;

Sno)

n of recursive equations:

( 1
0

0
> P(ss")-Prob(s; ¢, U*" d,)
. s'eS

Y

ifseS™
ifseS™
ifseS andk =0

ifseS andk >0
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Advanced model checking

Bounded until
. Simultaneous computation of vector Prob(¢, U=k ¢,)

— i.e. probabilities Prob(s, ¢, U=k ¢,) for all s € S

Iteratively define in terms of matrices and vectors

— define matrix P’ as follows: P’(s,s’) = P(s,s’) if s € &,
P'(s,s’) = 1if s € Syes and s=s’, P’(s,s’) = 0 otherwise

— Prob(d, U=0 ¢,) = ¢,
— Prob(¢, U=k ¢,) = P’ - Prob(¢, U=k"T ¢,)
— requires k matrix-vector multiplications

Note that we could express this in terms of matrix powers
— Prob(¢, U=k ¢,) = (P’)k - &, and compute (P’ )k in log,k steps
— but this is actually inefficient: (P’)k is much less sparse than P’
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Advanced model checking

Bounded until

- Model check: P.,q5 [ F5? succ ] = P_ 45 [ true U=2 succ ]
— Sat (true) = S = {s,,5,,5,,53}, Sat(succ) = {s;}
— Sves ={s.}, Sro=(J, S'={s,s,,s,}, PP =P
— Prob(true U=0 succ) = succ = [0, 0, O, 1]

0 1 0 o ][o] [ O ]
) 0O 0.01 0.01 0.98|]|0 0.98
Prob(true U™ succ) = P'-Prob(true U™ succ) 4 =
1 0 0 0 0 0
o o o 1 {1 ]
0 1 0 O 1] O [ 0.98 ]
) ) 0O 0.01 0.01 0.98|(0.98 0.9898
Prob(true U* succ) = P'-Prob(true U¥ succ) = : -
1 0 0 0 0 0
o o o 1|1 1

— Sat(P_, 45 [ F=2 succ ]) = {s,, s5}
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Advanced model checking

Until

- Computation of probabilities Prob(s, ¢, U &,) forall s € S
First, identify all states where the probability is 1 or 0
— Sves = Sat(P_, [, U, ])
— Smo = Sat(P_,[ b, Ud, ]
+ Then solve linear equation system for remaining states

Running example:

Pogl-aUb]
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Advanced model checking

Until

- We refer to the first phase (identifying sets S¥¢s and S"°) as
“precomputation”

— two algorithms: ProbO (for Sn°) and Prob1 (for Sves)
— algorithms work on underlying graph (probabilities irrelevant)

Important for several reasons
— ensures unique solution to linear equation system

— reduces the set of states for which probabilities must be
computed numerically

— gives exact results for the states in Sves and S"° (no round-off)

— for model checking of qualitative properties (P_,[-] where p is
0 or 1), no further computation required
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Advanced model checking

Until

- Probabilities Prob(s, ¢, U &,) can now be obtained as the
unique solution of the following set of linear equations:

1 if s e S
Prob(s, o, Ud,) = | 0 if s S
> P(s,s")-Prob(s’, ¢, Ud,) otherwise
. s'eS

+ Can be reduced to a system in |S?| unknowns instead of |S|
where S? = S\ (Sves U Sno)
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Advanced model checking

Until

Example: P.,g["a Ub]

Sno —

Let x, = Prob(s, -aUb)  SatP,[-aUbJ

1 0.3

-y

X; =X%X3=0
X, = Xs = |
X, = 0.1X%,+0.1x3+0.3%x;+0.5x, = 8/9
X, = 0.1%x,+0.9x, = 0.8
Prob(-aUb)=x=1[0.8,0,8/9,0,1, 1]
Sat(P_,g["aUb]) =1{s,,5,,5}

Sves —

Sat(P., [-aUDb])
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Advanced model checking

Reduction to transient analysis

e Make all ¥- and all - (® Vv W)-states absorbing in M

e Check =" ¥ in the obtained DTMC M/’

e This is a standard transient analysis in M’:

> Pr{m € Paths(s) | o[h] = s’}

s'=v
— compute by (P)"..qy where vy is the characteristic vector of Sat(¥)

=- Matrix-vector multiplication
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Advanced model checking

Time complexity

For finite DTMC M and PCTL formula ®, M = ® can be solved in time
O( poly(size(M)) - nmax - |®|)

® Ny = max{n | ¥, US"¥,occursin ® }
e and n.x = 1 if ® does not contain the bounded until-operator
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Advanced model checking Mm

Verification times

verification time (in ms)
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command-line tool MRMC ran on a Pentium 4, 2.66 GHz, 1 GB RAM laptop
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Advanced model checking

The qualitative fragment of PCTL

e For a € AP and natural n:

O = true\ a ’CI)/\CI) ‘ - ‘ P>0(90)’ P_1(p)

o = O ’ ;U Py

e The probability bounds = 0 and < 1 can be derived:

P_o(p) = "Pso(p) and Poi(p) = —P-i(p)

e No bounded until, and only > 0, =0, > 1 and = 1 intervals

S0: P_1(CP<o(Oa)) and P41 (P~o(<a) Ub) are qualitative PCTL formulas
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Advanced model checking

P_, versus V and P-, versus 4

e PCTL-formula ¢ is equivalent to CTL-formula V:

— ® = Vifand only if Saty(P) = Satrg g (V) for each DTMC M

e Jp requires ¢ on some paths, P () with positive probability

— Poo(Oa) =3I O aand Po(Ca) = ICa
— and P-o(aUb) = JaUb
— but: P~o(0a) # J0a

e Y requires ¢ to hold for all paths, P_,(¢) for almost all

— P_1(Oa)=VOaand P_1(da) = VOa
— but: P_;(¢a) Z V<Oa whereas s = V<Oa implies s = P_1(<Ca)
—andP_i(aUb) # VaUb
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Advanced model checking

Qualitative PCTL versus CTL

e There is no CTL-formula that is equivalent to P_;(<a)
e There is no CTL-formula that is equivalent to P~ ¢(Ca)
e There is no qualitative PCTL-formula that is equivalent to V<a

e There is no qualitative PCTL-formula that is equivalent to 40a

PCTL with V¢ and J¢ is more expressive than PCTL
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Advanced model checking

Proofs

© JPK
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Advanced model checking

Almost sure repeated reachability

Let M be a finite Markov chain and s a state of M. Then:

s EP_1(O0P-1(¢a)) iff Pr{mePaths(s) | nE00Ca} =1

this resembles s = VOV <a iff for all paths 7: 7 |= O0<Ca
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Advanced model checking

Repeated reachability probabilities

For finite Markov chain, s a state of M and interval J C [0, 1]:

s =P (OP-1(OP=1(Ca)) iff Pr(s = 0Ca)eJ
=P ;(D%a)

the probabilities for O0<$a agree with the probability to reach

a BSCC that contains at least one a-state
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Advanced model checking

Persistence probabilities

For finite Markov chain, s a state of M and interval J C [0, 1]:

s EP;(CP—-1(0a)) iff Pr(spE <oOa) € J
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