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Abstract
In this thesis we present a technique to compute high-level counterexamples for
probabilistic systems as described in [Wimmer et al., 2013]. High-level counterex-
amples operate on the description of probabilistic automata in a guarded com-
mand language inspired by the input language of the probabilistic model checker
PRISM [Kwiatkowska et al., 2011]. While minimal high-level counterexamples
provide valuable feedback for debugging a probabilistic model, their computation
is computationally hard. Hence, we aim at deriving such counterexamples on an
abstraction of the model. Following the ideas of [Wachter et al., 2007], we show
how to apply the well-known paradigm of counterexample guided abstraction re-
finement to probabilistic systems in a way that enables us to derive a high-level
counterexample for the concrete model on a potentially coarse abstraction with-
out having to build an explicit representation of the full system. We show the
correctness of the approach and present experimental results showing the possible
speed-up obtained in practice.
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1. Introduction
Formal verification of computer systems becomes more and more important as
computer systems are used in important parts of our lives. Today, nearly all of
our communication infrastructure, transportation infrastructure and medical tech-
nology heavily rely on computer systems. Failure or malfunctions of these systems
can have severe consequences. Thus it is crucial to verify the algorithms used in
these systems. To ensure the correctness of computer systems model checking is
one common formal method.
Most of these systems exhibit certain unpredictable behaviors due to unreliable

hardware or unpredictable environmental influences. Hence, we cannot assume
them to be 100% reliable. However, the probability of random events often can be
quantified. Other systems explicitly use random influences, such as randomized
algorithms. In this case the probabilities are also known.
For these probabilistic systems we can apply probabilistic model checking. In

probabilistic model checking the systems may exhibit probabilistic behaviors and
properties may contain probabilities. In case a certain property is violated by the
system we are interested in counterexamples hinting at the erroneous part of the
system to track down the error and correct it.
High-level counterexamples are counterexamples that operate on the level of

symbolic representation of probabilistic systems as probabilistic programs. In this
thesis we present a new approach to speed up the computation of high-level coun-
terexamples.

1.1. Probabilistic Model Checking
Systems that exhibit probabilistic as well as nondeterministic behaviors can be
modeled as probabilistic automata or Markov decision processes. For these sys-
tems there exist well known techniques such as value iteration or policy itera-
tion [Bellman, 1957] [Puterman, 1994] to check probabilistic properties. These
systems are often described in a high-level formal language. In this thesis we
will use PRISM’s [Kwiatkowska et al., 2011] probabilistic guarded command lan-
guage to describe probabilistic automata. The program written in the probabilistic
guarded command language and a set of properties are passed to a model checking
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1. Introduction

tool which then checks satisfaction of the properties. In case a property is violated
a counterexample is generated.

1.2. Scope
Wimmer et al. described a novel approach to counterexamples for probabilistic
systems [Wimmer et al., 2013]. They introduced high-level counterexamples for
probabilistic systems that operate on the level of the description in a guarded
command language. They showed how to obtain a smallest set of commands of a
probabilistic program, that induce an erroneous system, using mixed integer lin-
ear programming. However their approach requires solving an NP-Hard problem.
Their experiments showed that this leads to problems with the computation time,
which often exceeded the used time limit.
Hermanns et al. [2008] described how to apply the well known technique of

counterexample guided abstraction refinement (CEGAR) to probabilistic systems.
CEGAR can be used to save memory and speed up model checking of very large
systems by generating an abstraction that is iteratively refined until the satisfaction
of a property for the original system can be decided.
In this thesis we present an approach to speed up the computation of high-level

counterexamples for probabilistic systems. This approach utilizes CEGAR such
that high-level counterexamples only have to be computed on an abstraction of
the system. We describe the algorithm in detail and show that optimality, i.e.
we compute smallest counterexamples, of the counterexamples is preserved, if the
used algorithm to compute the counterexamples of the abstraction is optimal in
that sense. Finally we evaluate experimental results with a prototypical implemen-
tation of the presented technique. The experiments show that in some cases the
computation time is reduced by multiple orders of magnitude but in other cases
the performance is worse than with the MILP-based approach.

1.3. Structure
In the second chapter we will lay the foundations for the following chapters. We
will formally define probabilistic automata, the guarded command language and
probabilistic reachability properties. We will also provide some additional defini-
tions and state some known theorems about these theories, that are used in the
course of this thesis.
In Chapter 3 we formally define two different types of counterexamples and

briefly sketch how they are computed. In Chapter 4 we will describe counterex-
ample guided abstraction refinement in detail and discuss some properties of the
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algorithm that are used in the following parts. In Chapter 5 at first counterex-
ample guided abstraction refinement for computing high-level counterexamples is
described. After that we show that the algorithm is correct and, given optimality
of the algorithm used for computing high-level counterexamples on the abstrac-
tion, yields smallest counterexamples. Finally we discuss experimental results of
a prototype implementation of the algorithm. In the last Chapter we recap the
presented techniques and summarize the results of this work.
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2. Preliminaries

2.1. Probabilistic Automata
Probabilistic automata are a state based model for probabilistic systems. They
can model systems that exhibit probabilistic as well as nondeterministic behavior.
The following definition is based on the definitions in [Wimmer et al., 2013].

Let S be a finite set. A function µ : S → [0, 1] such that ∑s∈S µ(s) = 1 is called
a probability distribution over S. By Dist(S) we denote the set of all probability
distributions over S.

Definition 1 (Probabilistic Automaton). A probabilistic automaton (PA) is a
tuple A = (S, sinit, Act,P), where S is a finite set of states, sinit ∈ S is the initial
state of A and Act is a finite set of actions. P : S → 2Act×Dist(S), with P(s) finite
for all s ∈ S, is the probabilistic transition relation of the probabilistic automaton.

A probabilistic automaton intuitively works as follows. Initially the PA is in its
initial state sinit. From there an action and a distribution (α, µ), in the course of
this thesis referred to as transition, are chosen nondeterministically from P(sinit).
Then a next state s′ is chosen probabilistically according to µ. In s′ this process
is repeated and yields a next state and so on. We require P(s) 6= ∅ for all states
s ∈ S to prevent deadlocks.

Example Probabilistic automata can be represented as a digraph. Figure 2.1
shows an automaton E = ({0, 1, 2, 3}, 1, {α, β, τ},P). The large circles represent
the states, the initial state is marked with an arrow. The probabilistic transition
relation is represented by the edges of the digraph. Edges that overlap up to a
small black dot are part of the same transition. The label before the black dot
indicates the action of the transition, the labels after the black dot represent the
probability of reaching the target state of that edge in the distribution of the
transition. For example P(0) = {(α, µ), (β, µ′)}, where µ(1) = 0.6, µ(2) = 0.4,
µ(0) = µ(3) = 0, µ′(2) = 1 and µ′(0) = µ′(1) = µ′(2) = 0.

Let succA(s, α, µ) = {s′ ∈ S | µ(s′) > 0} for all (α, µ) ∈ P(s), i.e. the set of all
possible successors of a state for a given action and distribution, and succA(s) =
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Figure 2.1.: A probabilistic automaton E , represented by a digraph.

⋃
(α,µ)∈P(s) succA(s, α, µ). The subscript A may be omitted if the PA is clear from

the context.
An infinite path π in a PAA is an infinite sequence of the form s0(α0, µ0)s1(α1, µ1) . . . ,

such that (αi, µi) ∈ P(si) and si+1 ∈ succA(si, αi, µi) for all i ∈ N. A finite path
ρ is a finite prefix s0(α0, µ0)s1(α1, µ1) . . . sn of an infinite path π. The length of
a finite path is denoted by len(ρ) = n. By π[i] we denote the i-th state and by
act(π[i]) the i-th action on a path π. Analogously ρ[i] and act(ρ[i]) denote the i-th
state and action respectively on a finite path ρ. Further let last(ρ) = ρ[n] denote
the last state of a finite path ρ. The set of all infinite paths in A starting in a
state s is denoted by PathsA(s), and the set of all finite paths by PathsfinA (s). A
finite or infinite path is called initial if its first state is sinit
Let S be a set and R ⊆ S × R an equivalence relation. For s ∈ S we denote

the equivalence class of s by [s]R = {s′ ∈ S | (s, s′) ∈ R}. The partition of S into
equivalence classes is denoted by S/R = {[s]R | s ∈ S}.

Definition 2 (Probabilistic Automaton Quotient). For a probabilistic automation
A = (S, sinit, Act,P) let R ⊆ S × S be an equivalence relation on its states.
The quotient of A with respect to R is defined as A/R = (S/R, [sinit]R, Act,P/R),
where P/R : S/R → 2(Act×Dist(S/R)) such that (α, µ/R) ∈ P/R([s]R) if and only if
(α, µ) ∈ P(s′) for some s′ ∈ [s]R and µ/R([t]R) = ∑

t′∈[t]R µ(t′) for all t ∈ S.

Intuitively the quotient is built by lumping together abstract states. We will
refer to the resulting abstract states of A/R as blocks to distinguish them from
states of A. When joining a state into a block, the outgoing transitions are added
to the transitions of the block and for incoming transitions the probabilities of
reaching the states in the block are added to get the probability of reaching the
block.

Example Figure 2.2 shows the quotient E/R of the PA E for the equivalence
R = {(0, 0), (0, 1), (1, 0), (1, 1), (0, 3), (3, 0), (1, 3), (3, 1), (3, 3), (2, 2)}.
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Figure 2.2.: The quotient E/R of the PA E , for an equivalence R, represented by a
digraph

A quotient A/R simulates the original automaton A [Wachter et al., 2007].
Intuitively this means that for every step that the original automaton A can do
in some state s, the quotient A/R can do an equivalent step in the block [s] with
at least the same probability. In this context we say that a step is equivalent if
a transition with the same action was chosen and if A moves to s′ the quotient
moves to [s′].

Definition 3 (Discrete Time Markov Chain). A discrete time Markov chain
(DTMC) is probabilistic automaton M = (S, sinit, Act,P) such that |P(s)| = 1
for all s ∈ S.

Intuitively a discrete time Markov chain is a system that selects a next state
probabilistically based on its current state, starting from its initial state. So, it
is a probabilistic automaton that does not exhibit any nondeterministic behav-
ior. In the course of this thesis we will use the terms Markov chain and DTMC
synonymously to probabilistic automaton without nondeterminism.

2.2. Reachability Probabilities on Probabilistic
Automata

In probabilistic model checking we are interested in the probability of events in
probabilistic systems. So we have to define a probability measure on probabilistic
automata. At first we define measures for the special case of Markov chains. From
there we then generalize the definitions to probabilistic automata.

7



2. Preliminaries

Reachability Probabilities on Markov Chains

For DTMCs a standard probability measure can be defined [Baier and Katoen,
2008]. Infinite paths in the Markov chain are the outcomes1 and cylinder sets of
finite paths serve as events in the associated probability space. A cylinder set of a
finite path ρ is the set of all infinite paths π, such that ρ is a prefix of π. We write
Cyl(ρ) for the cylinder set of a finite path ρ.
For DTMC A and a finite path ρ = s0(α0, µ0)s1(α1, µ1) . . . sn the probability of

its cylinder set is defined as

PrA(Cyl(ρ)) =
n−1∏
j=0

µj(sj+1)

if s0 = sinit. Otherwise, i.e. for paths that don’t start in the initial state,
PrA(Cyl(ρ)) = 0. In the course of this thesis we will use PrA(ρ) as a short-
hand notation for PrA(Cyl(ρ)). For brevity we will also speak of the probability
of finite paths; formally that always means the probability of cylinder sets.
For sets of finite paths, whose cylinder sets are pairwise disjoint, also a probabil-

ity is implicitly defined. Let P be a set of finite paths, such that for all ρ, ρ′ ∈ P ρ
is a prefix of ρ′ implies ρ = ρ′. The cylinder sets of the elements of R are pairwise
disjoint. As the union of the cylinder sets of the paths in P is a union of outcomes,
its probability is defined by a, possibly infinite, series.

PrA(P) =
∑
ρ∈P

PrA(Cyl(ρ))

Again in the following we will for brevity talk about the probability of sets of
finite paths.
Based on this definition we can now define the probability of reaching state set.

Intuitively this is the probability of taking any path that eventually leads to a
state in the set.
Let T ⊆ S and PT = {ρ ∈ PathsfinA (sinit) | last(ρ) ∈ T ∧ ∀0 ≤ j < n : ρ[j] 6∈ T}

the set of all finite paths ending in a state in T and don’t contain a state in T
before the last state. Note that the above condition for having a well defined
probability is satisfied by PT , since all elements contain precisely one state from
T and that one is the last state in the path. The probability of reaching T in A is
defined as a, possibly infinite, series.

PrA(♦T ) =
∑
ρ∈PT

PrA(Cyl(ρ))

1We require PAs to be deadlock-free, so we always get infinite paths, when “running” a DTMC.
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2.2. Reachability Probabilities on Probabilistic Automata

For subsets P ⊆ PT also the cylinder sets of the contained paths are pairwise
disjoint and thus the probability PrA(P) is defined. Other cases do not arise with
the problems discussed in this thesis and are therefore not relevant here.

Reachability Probabilities on General Probabilistic Automata

For general probabilistic automata the above definition is not applicable. The
probabilities in a general probabilistic automaton depend on the nondeterministic
choices taken. We will therefore now define the notion of schedulers. A scheduler
is a function that resolves the nondeterminism of a probabilistic automaton by
fixing a nondeterministic choice in the last state of a finite path.

Definition 4 (Scheduler). A scheduler for a probabilistic automaton
A = (S, sinit, Act,P) is a function σ : PathsfinA (sinit)→ Act×Dist(S), such that
σ(ρ) ∈ P(last(ρ)).

Let σ be a scheduler. If for all finite paths ρ, ρ′ ∈ PathsfinA (sinit) last(ρ) =
last(ρ′) implies σ(ρ) = σ(ρ′), i.e. the selected choice only depends on the current
state, then σ is called simple. In this case we use the short hand notation σ(s),
denoting σ(ρ) for some ρ ∈ PathsfinA (sinit) with last(ρ) = s. The set of all simple
schedulers for A is denoted by sched(A).
A simple scheduler σ for a probabilistic automaton A = (S, sinit, Act,P) induces

a new probabilistic automaton Aσ = (S, sinit, Act,Pσ), with Pσ(s) = {σ(s)}.
Intuitively Aσ is obtained by removing all transitions except those chosen by σ.
Note that Aσ is a DTMC, since |Pσ(s)| = 1 for all s ∈ S.

Example In Figure 2.3 a DTMC Eσ, represented by a digraph, is depicted. The
DTMC is obtained from the probabilistic automaton in Figure 2.1 by applying
a simple scheduler σ that selects the transition with the action α in state 0, the
transition with the action τ in state 2 and the only existing transition in the other
two states.

Recall that we aim at solving questions of the form “is the probability of reaching
a bad state at most λ”. To answer that question we don’t have to consider every
possible resolution of the nondeterminism. It suffices to look at the worst case, i.e.
a resolution of the nondeterminism where the probability of reaching a bad state
is maximal. Thus we have to take the maximal probability of reaching a bad state
for all schedulers. Luckily we only have to consider simple schedulers, since there
always exists a simple scheduler that achieves the maximal probabilities [Baier
and Katoen, 2008].

9
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Figure 2.3.: A DTMC, Eσ represented by a digraph.

Given a simple scheduler, we can apply the definition of probabilities for DTMCs
on the DTMC induced by the scheduler. So we can define path probabilities in
probabilistic automata with respect to a simple scheduler. Let A be a probabilistic
automaton and σ a simple scheduler for A. The probability of a finite path2 ρ =
s0(α0, µ0)s1(α1, µ1) . . . sn in A with respect to σ is denoted by PrσA(ρ) = PrAσ(ρ).
Equally we denote the probability of reaching a state set T ⊆ S with resprect to
σ by PrσA(♦T ) = PrAσ(♦T ) and we denote the probability of a path set R, whose
elements are not prefixes of each other, by PrσA(R) = PrAσ(R).

The maximal probability of reaching a state set T ⊆ S is defined as

Pr+
A(T ) = max

σ∈sched(A)
PrσA(T )

respectively. For a DTMC A Pr+
A is equal to PrA, since there is only one simple

scheduler of a DTMC.

If A is clear from the context, it may be omitted. So we write e.g. Pr(ρ) instead
of PrA or Pr+(♦T ) for Pr+

A(♦T ).

2.3. Probabilistic Programs
In the previous section we introduced probabilistic automata as a formal model for
systems with both nondeterministic and probabilistic behavior. In this section we
describe a probabilistic guarded command language, as defined in [Wachter, 2011]
and [Wimmer et al., 2013], inspired by the input language of PRISM [Kwiatkowska
et al., 2011], as a more intuitive formalism to describe probabilistic automata. The

2Actually the probability of the cylinder set of the finite path; for brevity however we speak
about the probabilites of paths as stated before.
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2.3. Probabilistic Programs

semantics of the probabilistic programs in this probabilistic guarded command lan-
guage are again probabilistic automata. So we can think of the probabilistic pro-
grams as a high-level description of the formal systems introduced in the previous
section.
In a model checking tool the guarded command language can be used as input

language to describe the systems to be checked. The probabilistic program is
then converted to a probabilistic automaton for which standard model checking
techniques can be applied.

2.3.1. Probabilistic Guarded Command Language
Let V ar be a finite set of Boolean variables. A valuation is a function ν : V ar → Z.
The set of all valuations, that respect the domains of the variables, is denoted by
NV ar.

Definition 5 (Probabilistic Program, Command). A probabilistic program is a
tuple P = (V ar, νinit, Act, C), where V ar is a finite set of integer variables with
finite domain, νinit ∈ NV ar is the initial valuation of the variables, Act is a finite
set of actions and C is a finite set of commands.
Let τ be the internal non-synchronizing action. A command c ∈ C is of the

form

c = [α] g → p1 : f1 + · · ·+ pn : fn

where α ∈ Act ∪̇ {τ} is the action of the command, g is a boolean predicate over
V ar. g is called the guard of the command. For 1 ≤ j ≤ n fj : NV ar → NV ar is
an update function that assigns new values to the program variables based on the
valuation of all program variables and pj ∈ [0, 1] is the probability of an update,
such that

n∑
j=1

pj = 1.

Intuitively we can describe the meaning probabilistic programs as follows. A
state of the program is given by a valuation of its variables. The complete state
space is given by NV ar, the set of all variable valuations. The commands define the
behavior of a program. In each execution step the program nondeterministically
selects an activated command. We say a command is activated if the guard is true
for the current valuation of the variables. After that an update of the command is
selected probabilistically according to the probabilities of the updates. Then the
update is applied to the current valuation of the variables to get the valuation of
the successor state. This procedure is repeated indefinitely.

In the course of this thesis we assume that an update function fj is given as an
expression of the form

11



2. Preliminaries

(v1 := Ev1,fj)& . . .&(vl := Evl,fj)

where v1, . . . , vl ∈ V ar and Ev1,fj , . . . , Evl,fj are expressions over V ar, evaluating
to a value in the domain of the respective variable. In the following we will not
distinguish between the update function and the expression.

Example Listing 2.1 shows a probabilistic program E = ({a, b}, a = b = 0, Act, C).
The command names c1, . . . , c4 are not part of the program but will be used later
to refer to the commands individually.

Listing 2.1: A probabilistic Program E

a : [0 ,1] init 0
b : [0 ,1] init 0

c1 := [α] b=0 → 0.4 : (a:=0) & (b:=1) + 0.6 : (a:=1) & (b:=a)
c2 := [β] a=0∧b=0 → 1 : (a:=0) & (b:=1)
c3 := [] a=0∧b=1 → 0.5 : (b:=b) + 0.5 (a:=b)
c4 := [] b=1 → 1 : (a:=a)

By C(P) we denote the set of commands of a program and by Act(P) we denote
the set of all actions of a program. For a command c we denote the action of the
command by α(c) and the guard by g(c).

2.3.2. Semantics of Probabilistic Programs
The semantics of a probabilistic program is a probabilistic automaton. We will
give a procedure how to transform a probabilistic program into a probabilistic
automaton.

The semantics of a probabilistic program P = (V ar, νinit, Act, C) are defined
as a probabilistic automaton [[P]] = (S, sinit, Act′,P). In the course of this thesis
we will refer to [[P]] as explicit model for the program, in contrast to abstract
models, e.g. quotients of [[P]], which only approximate P. We will now discuss
the construction of the parts of the explicit model one by one.
A variable valuation represents the current state during the execution of a prob-

abilistic program. Thus the states of the automaton are are all possible variable
valuations of the program. Formally we have S = NV ar. The initial variable
valuation serves as initial state sinit = νinit.

12



2.4. Probabilistic Reachability Properties

As action set of the automaton, we define the set of commands of the program,
formally Act′ = C. By doing so we can easily map from transitions of the PA to
commands of the program. This detail will be important later.
Finally, we let the probabilistic transition relation

P(s) = {(c, µc) | c ∈ C(P) ∧ s |= g(c)}

where the distribution of a transition (c, µc) ∈ P (s) with the associated command
c = [α]g → p1 : f1 + · · ·+ pn : fn is defined such that

µc(s′) =
∑

{i|fi(s)=s′}
pi

Intuitively, we add a transition to a state for each activated command, i.e. com-
mands whose guards are true in that state. The probability of reaching the state
s′ is the accumulated probability of updates leading to s′ from the current state.

Example In Figure 2.4 the semantics of the probabilistic program E, shown in
Listing 2.1, is depicted. The actions are denoted by the name of the command
assigned in Listing 2.1. Up to the naming of the states and the actions it is
equivalent to the probabilistic automaton E .

a = b = 0

a = 1, b = 0

a = 0, b = 1

a = 1, b = 1

c1
0.6

0.4
c2 1

c1 0.6

0.4

c3

0.5

0.5c41

c4

1

Figure 2.4.: The probabilistic automaton [[E]], the semantics of the probabilistic
program E, represented by a digraph.

2.4. Probabilistic Reachability Properties
In model checking the question whether a certain bad state is reachable is very
common. In the setting of probabilistic model checking we extend this to questions

13
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by asking for the probability of reaching a bad state. This leads to questions of the
form “is the probability of reaching a bad state at most 1%”. To formally express
these properties we use a notion inspired by PCTL [Baier and Katoen, 2008].

A probabilistic reachability property, or short reachability property, is of the form
P≤λ(♦T ). T is an arbitrary set of states, and b is the threshold or bound.
Let A be a probabilistic automaton. The satisfaction relation for probabilistic

reachability properties is defined as

A |= P≤λ(♦T )⇔ Pr+
A(♦T ) ≤ λ

So the property is satisfied if the maximal probability of reaching a state in T is
less or equal to the bound λ.

In our setting we want to check properties of probabilistic programs. A bad
state of a probabilistic program is a set of variable valuations. For example the
set of all variable valuations where a = 1 for the program given in Listing 2.1.
A probabilistic reachability property for a probabilistic programs is the form

P≤λ(♦e), where e is a boolean predicate over variables V ar(e). Given a program
P = (V ar, νinit, Act, C) with V ar(e) ⊆ V ar the satisfaction relation is given by
the semantics of the program. The predicate e corresponds to the subset of the
states of [[P]] that satisfy e.3

P |= P≤λ(♦e)⇔ [[P]] |= P≤λ(♦{ν ∈ NV ar | ν |= e})

In the following we will not distinguish between a boolean predicate over the
program variables and the set of states satisfying the predicate. So we may write
[[P]] |= P≤λ(♦e) as a shorthand for [[P]] |= P≤λ(♦{ν ∈ NV ar | ν |= e}).

3States in the semantics of a program are valuations of the program variables.
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3. Counterexamples
Counterexamples play an important role in model checking. In case a property
is violated by a system, counterexamples are used as proof for that fact and help
debugging the system. Depending on the application different types of counterex-
amples may be used.
Path set counterexamples show the violation of a property on the level of prob-

abilistic automata. They show in a straight forward way how the system reaches
a bad state. Additionally they play an important role in our variant of CEGAR,
which is presented in the next chapter. However the number of paths in a coun-
terexample may be arbitrarily large, which makes them hard to understand for
humans.
High-level counterexamples operate on the level of programs in PRISM’s guarded

command language. In this chapter we will look at critical command sets, a type
of high-level counterexample that points out a part of a program that already
violates the property.

3.1. Path Set Counterexamples
For reachability properties paths or sets of paths are a common type of counterex-
amples. If an initial finite path to some target state exists, the target state is
reachable with at least the probability of that path. Given a set of initial finite
paths to some set of target states, the probability of reaching that set is at least the
accumulated probability of these paths, according to the definition of reachability
probabilities in Chapter 2.

Let A = (S, sinit, Act,P) be a probabilistic automaton and P≤λ(♦T ) a proba-
bilistic reachability property that is violated by A.

Definition 6 (Path Set Counterexample). A path set counterexample for P≤λ(♦T )
in the PA A is a set P ⊆ PathsfinAσ (sinit) for some simple scheduler σ, such that
for all ρ ∈ P last(ρ) ∈ T and for all 0 ≤ j < n holds ρ[j] 6∈ T . It is called finite if
the set P contains finitely many elements.

According to Han and Katoen there always exists a finite path set counterex-
ample if A is a DTMC. On a DTMC such a finite path set counterexample can be
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3. Counterexamples

computed using graph algorithms [Han and Katoen, 2007]. For general probabilis-
tic automata it can easily be shown that there also is always a finite counterex-
ample. Let σ be an arbitrary simple scheduler, such that PAσ > λ. By applying
the theorem to Aσ we get that there is a finite counterexample. Also, given such
a scheduler, we can compute a path set counterexample on Aσ as for any other
DTMC.
However in general we can only guarantee that a finite path set counterexample

exists. There are probabilistic automata and properties, such that for any number
n ∈ N there is a λ ∈ [0, 1] such that the smallest path set counterexample contains
at least n paths.

3.2. Smallest Critical Command Set
If parts of a system already violate a probabilistic reachability property, the whole
system also violates the property. High-level counterexamples follow this approach,
but in contrast to path set counterexamples operate on the level of probabilistic
programs. High-level counterexamples are meant to be easily understandable and
also helpful for people when debugging probabilistic programs.

Let P = (V ar, νinit, Act, C) be a probabilistic program and P≤λ(♦T ) a reacha-
bility property.

Definition 7 (Smallest Critical Command Set). A critical command set is set
C ⊆ C such that [[P|C]] 6|= P≤λ(♦T ), with P|C = (V ar, νinit, Act,C).
A smallest critical command set is a critical command set C such that for all

critical command sets C′ |C| ≤ |C′|.

A smallest critical command set is a high-level counterexample. Intuitively, it is
a set of commands of a probabilistic program such that a target state is reachable,
with probability greater that λ in the sub-PA induced by C.

3.3. Computing Smallest Critical Command Sets
Computing smallest critical command sets is NP-hard and can be solved using
mixed integer linear programming [Wimmer et al., 2013]. In this section we
sketch the idea for the mixed integer linear program (MILP) used to compute the
smallest critical command set.

Let P = (V ar, νinit, Act, C) be a probabilistic program in guarded command
language and P≤λ(♦e) a reachability property. [[P]] = (S, sinit, Act′,P) is the
probabilistic automaton defined by the program.
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3.3. Computing Smallest Critical Command Sets

The MILP to compute the smallest command set works by encoding a scheduler
for [[P]] and the commands that generated the selected transitions in variables
of the MILP. The objective function then minimizes the number of selected com-
mands. For each transition at each state a boolean variable in the MILP encodes
whether the scheduler selects this transition and a constraint for each state ensures
that at most one transition is chosen at a state. It is ensured that in the MILP
the boolean variable for the command is 1 if at least one action generated by that
command is taken. Additional constraints are used to ensure that the probability
of reaching a target state in [[P]] from the initial state is greater than λ. As we
want to minimize the number of commands, the objective function is the sum of
the boolean variables encoding whether a command is selected.
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4. Counterexample Guided
Abstraction Refinement

Checking properties of programs defined in guarded command language is possi-
ble by constructing a PA from the program as described in Chapter 2 and then
applying standard techniques like value- or policy-iteration [Bellman, 1957] [Put-
erman, 1994] to this explicit model. However the state space of these systems can
be very large. This leads to problems as the system might not fit into the available
memory, and the computation time increases dramatically.
Counterexample Guided Abstraction Refinement [Hermanns et al., 2008] circum-

vents this problem by checking properties on abstractions, i.e. a quotient automa-
ton of the explicit model in our case, and refining this abstraction until a result
for the explicit model can be inferred without actually building it.
In the first Section of this Chapter we given an overview over the algorithm and

sketch the main steps. In the following Sections we then go over all main steps
and explain them in detail. In the last Section we show that the abstractions
used by CEGAR overapproximate the program in a sense that realizable paths,
we will define realizability later, in the abstract model have counterparts in the
explicit model. This is an important property for the correctness of the algorithm
itself and the main reasons that optimality is preserved, when CEGAR is used to
generate high-level counterexamples.

4.1. Overview CEGAR Algorithm
The Counterexample Guided Abstraction Refinement algorithm described in this
thesis is an iterative algorithm. Figure 4.1 gives an overview over the algorithm.
The algorithm works on a program in guarded command language P = (V ar,

νinit, Act, C) and a property of the form ψ = P≤λ(♦e) where e is a boolean ex-
pression over the variables of the program. Additionally, it uses a set of predicates
Φ which initially only contains the expression e from the property to be checked.
This predicate set induces the used abstraction and is extended as the abstraction
is refined. In each iteration a quotient of the PA [[P]] is considered as abstrac-
tion. The abstract system is generated by computing a quotient with respect to
an equivalence relation ≡Φ induced by Φ. After that the property ψ is checked
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property

initialize
predicates

predicates compute
abstraction

program

abstract
system

model
checking satisfied

counter-
example

realizable? violatedsynthesize
predicates

no yes

Figure 4.1.: Flowchart of CEGAR algorithm.

on the abstraction. If the property is fulfilled it is also fulfilled in the program P,
since a quotient simulates the original automaton and simulation preserves satis-
faction1 of probabilistic reachability properties [Wachter et al., 2007]. Otherwise a
counterexample is computed and checked for realizablility. If the counterexample
is realizable that means that the property ψ does not hold on the original sys-
tem [[P]] and the realization of the counterexample is returned. Otherwise, if the
counterexample is not realizable, we say the counterexample is spurious. Then
new predicates are computed from the counterexample and added to Φ. The next
iteration uses this larger set of predicates and therefore uses a finer abstraction.

In summary the CEGAR algorithm consists a main loop and an initialization
step where Φ is assigned its initial value. The main loop of CEGAR consists of
the three main steps:

(1) Build abstract PA

(2) Model check abstract PA

(3) Analyze counterexample
a) Check realizability

1but not violation
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b) Synthesize predicates

Note that step (3) is only executed if model checking in step (2) found the property
violated. Otherwise the algorithm terminates in step (2) Also step (3) b) is only
executed if the counterexample is not realizable, otherwise the algorithm stops
after step (3) a). In the following we will look all three steps in more detail.

4.2. Program Abstraction
The predicate set Φ induces an equivalence relation ≡Φ on the states of [[P]]. Two
states are related if and only if they satisfy the same predicates from Φ. This is
obviously reflexive, symmetric and transitive. The equivalence class of a state s
under the relation ≡Φ is denoted by [s]Φ as a shorthand for [s]≡Φ . The quotient of
the PA [[P]] with respect to ≡Φ is denoted by [[P]]Φ as a shorthand for [[P]]/≡Φ

.
Recall that we refer to the states of a quotient, i.e. the equivalence classes, as
blocks to distinguish them from states of the explicit model.

This quotient can be computed directly from the program P by enumerating
models of SMT formulas [Wachter, 2011], as we will describe in this section. Com-
puting [[P]]Φ directly from the program P without building [[P]] is essential, as
one main purpose of CEGAR is to overcome limitations in the size of [[P]].
The commend set of [[P]]Φ is the command set of P according to the definitions

quotient automata and semantics of programs in Chapter 2. According to our
definition of the quotient, a block, i.e. state, is an equivalence class of the relation
≡Φ. In the following, we assume an arbitrary but fixed ordering of the predicated
in Φ is given. Therefore we may write Φ = {ϕ0, . . . , ϕn−1}, where n = |Φ|. An
equivalence class of ≡Φ, i.e. a block of [[P]]Φ, then can be written as a bit-vector
B of length n, representing all valuations of the program variables of P, i.e. states
of [[P]], that satisfy the predicate ϕi iff B[i] = 1. In the following we will use
bit-vectors and equivalence classes interchangeably. The state set of [[P]]Φ then
can be seen as the set of all bit-vector of length n.

In the remainder of this section, we describe how to compute the initial state
and the transition relation of [[P]]Φ.
We now introduce the block constraint BΨ. For a bit-vector B and a variable

valuation ν the block constraint is consistent if and only if the state ν is in the
block B. We let

BΦ =
k∧
i=0

ϕi ↔ B[i] (4.1)
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where B[i] are the entries of a bit-vector B and ϕi ∈ Φ. This constraint forces that
precisely those predicates hold that hold for states in B. For an arbitrary boolean
predicate Ψ over V ar, the conjunction Ψ∧BΦ is consistent for blocks B, such that
there exists a state in B that satisfies Ψ . By letting B be a variable in BΨ, we
can enumerate blocks containing a state satisfying Ψ by enumerating models2 of
Ψ∧BΦ. Using this method we now construct formulas to find the initial block and
enumerate transitions.

Let I be a formula encoding the initial valuation of the program variables. A
model of I is the initial state of [[P]] and thus a model of the formula I ∧ BΦ
encodes the initial state of [[P]]Φ in the valuation of B.

To compute the transition relation of [[P]]Φ we compute the transitions gener-
ated by each command in isolation. A command c = [α] g → p1 : f1 + · · ·+ pn : fn
is activated in a block B if and only if its guard g(c) is satisfied for some state s in
B. Enumerating these blocks can be done by constructing a formula as described
above. Let

g(c) ∧ BΦ (4.2)

where g(c) is the guard of the command c. The distinct valuations B for models
of Formula (4.2) are the blocks that have the command c activated.
Recall that the updates f1, . . . , fk of command c are given by expressions (v1 :=

Ev1,fj)& . . .&(vl := Evl,fj), where v1, . . . , vl are the variables of P and Evi,fj is
an expression over the variables of P evaluating to the new value assigned to the
variable vi. By extending Formula (4.2) we can retrieve the blocks of [[P]]Φ that
are reachable with the updates of c for a transition defined by c. Let

g(c) ∧ BΦ[b/b0] ∧ (
∧

1≤j≤k
BΦ[X/Efj ][V ar/V ari][b/bk]) (4.3)

where BΦ[V ar/Efj ][V ar/V ari] denotes that each occurrence of a variable v ∈ V ar
is replaced by Ev,fj and after that each occurrence of a variable v ∈ V ar is replaced
by a copy vi ∈ V ari and V ari is a copy of the program variables.
A model for this formula can be split into k + 1 valuations of the program

variables ν, ν1, . . . , νk, where ν is the valuation of V ar, ν1 the valuation of V ar1
and so on, and k + 1 blocks B,B1, . . . , Bk. ν corresponds to a state in the block
B such that c is activated in ν. Further ν1 = f1(ν), i.e. the state reached from ν
with the update f1, and ν1 is in the block B1. Therefore the block B1 is reachable
with the update f1 from block B. The same arguments can be applied to all other

2In this thesis a model of a formula is a valuation of its variables under which the formula
evaluates to true.
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updates. So, from a model of Formula (4.3) we can infer that there is a transition
(c, µ) ∈ PΦ(B) with

µ(B′) =
∑

{k|Bk=B′}
pk

By enumerating all models of Formula (4.3) with distinct B,B1, . . . , Bk we can
thus infer all transitions generated by c. By iterating over all commands, we can
construct the complete transition relation of the quotient [[P]]Φ.

4.3. Model Checking the Abstraction and
Computing a Counterexample

In this step the property ψ is checked on the abstract PA [[P]]Φ using standard
techniques like value- or policy-iteration [Bellman, 1957] [Puterman, 1994]. If ψ
holds on [[P]]Φ then it also holds on [[P]], since [[P]]Φ simulates [[P]]. Therefore
the property ψ also holds on the program P. The algorithm terminates with the
result “P |= ψ”. Otherwise, if the property is not fulfilled by [[P]]Φ a path set
counterexample, as defined in Chapter 3 is computed.
We require the used model checking algorithm to provide a simple scheduler σ

such that [[P]]σΦ violates ψ, in case the property is violated. A finite path set coun-
terexample Π can be computed in [[P]]σΦ using a k-shortest paths algorithm [Han
and Katoen, 2007]. The recursive enumeration algorithm [Jiménez and Marzal,
1999] suites well for this task, as the number of paths does not have to be known
in advance. Instead, new paths can be computed on the fly as needed by the
counterexample analysis.

4.4. Counterexample Analysis
In this step the path set counterexample Π computed in the previous step is
tested for realizability. If the counterexample is not realizable, new predicates are
computed and the loop starts over. If the counterexample is realizable the property
is not fulfilled in [[P]] and the algorithm terminates with the result “P 6|= ψ”.

In this step we have to extend the definition of probabilistic automata to up-
date labeled probabilistic automata. In a nutshell an update labeled probabilistic
automaton is a probabilistic automaton where the distributions have additional up-
date labels. A path in the update labeled probabilistic automaton [[P]]′Φ is of the
form s0(c0, µ0, f0)s1(c1, µ1, f1) . . . , a finite path is of the form s0(c0, µ0, f0)s1(c1, µ1,
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4. Counterexample Guided Abstraction Refinement

f1) . . . sk. The updates on a paths in [[P]]Φ are updates of the command that gen-
erated the transition, e.g. f0 in the previously defined path is an update of the
command c0. The probability of such a path3 is ∏k

i=1 pi where pi is the probability
of update fi in the command ci. Since multiplication distributes over addition
the probability of all paths that only differ in the update labels adds up to the
corresponding path in [[P]]Φ. In the following, we will use [[P]]Φ and [[P]]′Φ inter-
changeably.

4.4.1. Checking Realizablility
Before we describe how to check a counterexample for realizability we define what
realizability means in this context.
Let π = B0(c0, µ0, f0)B1(c1, µ1, f1) . . . Bk be a finite path in the (update labeled)

probabilistic automaton [[P]]Φ. In the following we refer to π as abstract path. We
say π is realizable, if there is a finite path γ(π) = s0(c0, µ

′
0)s1(c1, µ

′
1) . . . sk in [[P]],

such that [si] = Bi for 0 ≤ i ≤ k, si+1 = fi(si) for 0 ≤ i < k. γ(π) is called a
realization of π. Observe that the probabilities for each step in the realization are
at least as large as the probabilities in the abstract path. If no realization exists,
the path is called spurious.
A path set counterexample Π on [[P]]Φ for the property ψ is called realizable, if

there exists Π′ ⊆ Π such that all paths in Π′ are realizable and ∑π∈Π′ Pr(π) > λ.
In this case γ(Π′) = {γ(π) | π ∈ Π′} is a counterexample for ψ in [[P]] [Hermanns
et al., 2008]. Otherwise Π is called spurious.

To test if a counterexample is realizable, we iterate over the paths π ∈ Π and
check each path in isolation. If the path is realizable, we add Pr(π) to the realizable
probability Prr. If the realizable probability exceeds λ, we found a realizable
counterexample. If π is spurious, we synthesize new predicates from π, as described
in the next subsection, and add Pr(π) to the spurious probability Prs. Once
we have ∑π∈Π Pr(π) − Prs ≤ λ the bound λ can not be achieved and thus the
counterexample is reported as spurious.
In practice we terminate an iteration of the CEGAR loop even earlier. Once a

fixed number of spurious paths is exceeded, the loop is restarted. The idea behind
this is to avoid checking high numbers of paths, once some progress is guaranteed
by the predicates generated from the first few spurious paths.
In practice Π is not computed in advance, as we may restart the loop early

and don’t always have to consider all paths in Π. Instead new paths from Π are
computed as needed.

3more precisely its cylinder set

24



4.4. Counterexample Analysis

Now we will go over the process of checking a fixed path π = B0(c0, µ0, f0)B1(c1,
µ1, f1) . . . Bk ∈ Π for realizability. To check if π is realizable or spurious, we have
to check the existence of a realization γ(π) = s0(c0, µ

′
0)s1(c1, µ

′
1) . . . sk.

The realization of the states Bi can be encoded in a formula by instances of the
program variables V ari. The valuation of these variables uniquely identify a state
of [[P]]. To verify that the valuation of V ari actually encodes a state in Bi we use
the block formula

F(Bi) :=

 ∧
ϕ∈Φ+

Bi

ϕ

 ∧
 ∧
ϕ∈Φ−Bi

¬ϕ

 (4.4)

where Φ+
Bi

is the set of predicates that hold in Bi and Φ−Bi the set of the predicates
that don’t hold in Bi. This formula is true for all states in Bi and no others.
F(Bi)[V ar/V ari] denotes the block formula of Bi where all occurrences of the
program variables are replaced by their copies from V ari.
Next we look at a single step Bi(ci, µi, fi)Bi+1 of π. We construct the step

formula Rci,fi(V ari, V ari+1). The step formula is true if and only if there is a
transition generated by the command ci from the state si, encoded by V ari, to the
state si+1, encoded by V ari+1, and the update fi leads from si to si+1.

Rci,fi(V ari, V ari+1) := g(ci)[V ar/V ari] ∧ (V ari+1 = fi[V ar/V ari]) (4.5)
where g(c)[V ar/V ari] denotes the guard of c and fi[V ar/V ari] denotes the update
function each with the occurrences of a program variable replaced by its copy in
V ari.
Finally we have to ensure that the realization of the path π starts in the initial

state of [[P]]. This is done by asserting that the program variables are equal to
their initial values.

I :=
( ∧
x∈V ar

x = νinit(x)
)

(4.6)

We now construct the path formula PF (π) by asserting the block formula and
step formula for each state and transition along the path π on the respective copies
V ari of the program variables. Additionally we assert the initial condition I on
the first copy of the program variables.

PF (π) := I[V ar/V ar0] ∧
(

k∧
i=0
F(Bi)[V ar/V ari]

)
∧
(
k−1∧
i=0
Rci,fi(V ari, V ari+1)

)
(4.7)

If this formula is consistent the path π is realizable, otherwise it is spurious
[Hermanns et al., 2008].
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4.4.2. Generating New Predicates
Let π ∈ Π be a spurious path from the path set counterexample. We split it into
two parts π−j and π+

j such that last(π−j ) = π+
j [0] = Bj where 0 ≤ j < n. If for

none of the states Bj that are reachable with a realization of π−j a realization of
π+
j starting in the same state exists, then we call j a cut point. In that case we

have to split Bj to eliminate the spurious path π. In general there can be multiple
cut points on a single spurious path [Wachter, 2011]. Suppose for a spurious path
π the prefix of length j is realizable and the postfix of length k − j is realizable,
then we have to split block Bj since j is a cutpoint. If furthermore the prefix of
length j′ and the postfix of length k − j′ are realizable, we have another cutoint.
The intuition for this is that we have two “realization candidates” that break in
different blocks.
Wachter describes the following procedure to generate predicates for a cutpoint.

To generate a predicate from the cutpoint j the path formula PF (π) is split into
two parts ψ−j and ψ+

j , representing π−j and π+
j .

ψ− := I[V ar/V ar0] ∧
 ∧

0≤i≤j
F(Bi)[V ar/V ari]

 ∧
 ∧

0≤i<j
Rc,fi(V ari, V ari+1)


(4.8)

ψ+ :=
 ∧
j<i≤k

F(B)[V ar/V ari]
 ∧

 ∧
j≤i<k

Rci,fi(V ari, V ari+1)
 (4.9)

To generate a predicate, interpolation is used. The interpolant ϕ of ψ−j and ψ+
j is

a formula over the common variables of ψ−j and ψ+
j such that

• ψ−j implies ϕ

• ϕ ∧ ψ+
j is inconsistent

An interpolant always exists if ψ−j ∧ ψ+
j is inconsistent, which is guaranteed be-

cause the trace formula is inconsistent for spurious paths. As the interpolant only
contains common variables of ψ−j and ψ+

j , it only contains one copy of the program
variables, namely V arj. Thus ϕ can be evaluated for single states and can be used
as new predicate to eliminate a cut points. By adding the interpolants for all cut
points to the predicate set Φ the elimination of the spurious path π is ensured.

This is however not sufficient in all cases. Suppose there exists an index h such
that ψ−h and ψ+

h are inconsistent. This means that from all of the states in the block
B0 no state in Bh is reachable and from all of the states in block Bh no state in Bk

is reachable. Then for all j ≤ h the formula ψ+
j is inconsistent as it is a conjunction

with the inconsistent formula ψ+
h . In this case true is a valid interpolant, since
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all of its variables are contained in ψ−j and ψ+
j , true is implied by any formula

and the conjunction of true and an inconsistent formula is inconsistent. By the
same arguments for all j ≥ h the formula ψ−j is inconsistent. Then false is a valid
interpolant, since inconsistent formulas imply false, false only contains common
variables from ψ−j and ψ+

j and a conjunction with false is inconsistent. So in this
case we only obtain true and false as predicates from a spurious path. As neither
of them splits blocks in the abstract model, the spurious path is not eliminated.
We now provide an example that shows that this case can actually arise in

practice. After that, we describe a method to generate predicates that are different
from true and false.

Example We will show the computations for the program given in Listing 4.1
and the property P≤0.5(♦s = 3).

Listing 4.1: Counterexample showing that interpolating the path formula is not
always sufficient.

s: [0..3] init 0;
f: [0 ,1] init 0;

[] s=1 → 1: (s := 2) & (f := 1)
[] s=2 ∧ f=0 → 1: (s := 3)
[] true → 1: (s := s)

For the first iteration we initialize the predicate set as {(s = 3)}. This leads to an
abstract system depicted in Figure 4.2. The probability for eventually reaching a
state where (s = 3) is obviously 1 in the abstract system. A scheduler is generated
that selects the transition for the initial state that leads to the other state. The
only path π leading to the final state in the resulting Markov chain is obviously
not realizable as the guard of the command is not true for the initial state of the
program. Since the length of π is 1, there is only one pair of ψ−j and ψ+

j formulas.

¬(s = 3) (s = 3)τ 1

τ1

Figure 4.2.: Abstract system in first iteration. (Self loops generated by third com-
mand omitted)

These are

ψ−0 = ((s0 = 0) ∧ (f0 = 0)) ∧ (¬(s0 = 3))
ψ+

0 = ((s0 = 2 ∧ f0 = 0) ∧ (s1 = 3 ∧ f1 = f0)) ∧ (s1 = 3)

27



4. Counterexample Guided Abstraction Refinement

An interpolant for ψ−0 and ψ+
0 is ¬(s0 = 2), so we add ¬(s = 2) as new predicate

and start a new iteration, as paths with the probability mass 1 are not realizable
and thus the bound of 0.5 can not be achieved.
For the next iteration we obtain the system depicted in Figure 4.3. In this

system again the probability for eventually reaching a state where (s = 3) is 1. A
scheduler that achieves that probability has to select the two transitions depicted
in the figure. Again only one path exists that eventually reaches a target state,

¬(s = 3) ∧ ¬(s = 2)

¬(s = 3) ∧ ¬¬(s = 2)

(s = 3) ∧ ¬(s = 2)

τ
1

τ
1

Figure 4.3.: Abstract system in second iteration. (Self loops generated by third
command omitted)

this time of length 2. The following formulas are considered to generate predicates.

ψ−0 = ((s0 = 0) ∧ (f0 = 0)) ∧ (¬(s = 3) ∧ ¬(s = 2)))
ψ+

0 = ((s0 = 1) ∧ (s1 = 2 ∧ f1 = 1)) ∧ (¬(s1 = 3) ∧ ¬¬(s1 = 2))
∧ ((s1 = 2 ∧ f1 = 0) ∧ (s2 = 3 ∧ f2 = f1)) ∧ ((s2 = 3))

Here the formula ψ+
0 is inconsistent, since the clauses (f1 = 1) and (f1 = 0) are

contained in the conjunction. Therefore true is a valid interpolant for ψ−0 and ψ+
0 .

ψ−1 = ((s0 = 0) ∧ (f0 = 0)) ∧ (¬(s = 3) ∧ ¬(s = 2)))
∧ ((s0 = 1) ∧ (s1 = 2 ∧ f1 = 1)) ∧ (¬(s1 = 3) ∧ ¬¬(s1 = 2))

ψ+
1 = ((s1 = 2 ∧ f1 = 0) ∧ (s2 = 3 ∧ f2 = f1)) ∧ ((s2 = 3))

Here, the formula ψ−1 is inconsistent, since the clauses (s0 = 0) and (s0 = 1) are
contained in the conjunction. Therefore false is a valid interpolant for ψ−1 and ψ+

1 .
With the single path all not being realizable the probability bound of 0.5 can

not be achieved any more. So the current iteration terminates and a new iteration
is started. But we have not derived any new predicates that could split a block
of the abstract PA in Figure 4.3. So in the next iteration an equivalent abstract
system is built and the same path is selected as counterexample for the refinement.
Thus, no progress is made.
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Generating New Predicates Revised A path of length one is always realizable,
unless we require that the path is an initial path. This is guaranteed by the
construction of the quotient. For every transition in the quotient there exists a
witness in the original model. The prefix formula ψ−j is a complete path formula
for the prefix. Therefore the prefix of length j is realizable if and only if ψ−j is
satisfiable.
To guarantee the generation of predicates different from true and false we

select the largest index j such that ψ−j is satisfiable. We then set ψ−j+1 as new path
formula PF (h)|j+1 and apply the interpolation algorithm described previously to
this formula. With this formula we have that for the index j the prefix formula ψ−j
and the postfix formula ψ′+j in isolation are satisfiable. Therefore, neither true nor
false are valid interpolants. But the conjunction is inconsistent, so an interpolant
is guaranteed to exist.

4.5. Simulation and Path Lifting
In this section we will show that all realizable paths in the abstract PA [[P]]Φ have
an exact counterpart in [[P]]. We will later need this fact to show that optimality
is preserved when CEGAR is used to compute high-level counterexamples.

Lemma 1. Let P be a program and [[P]]Φ its quotient as computed in the pro-
gram abstraction step of CEGAR. For all finite paths s0(c0, µ0)s1(c1, µ1) . . . sk ∈
Pathsfin[[P]](sinit) there exists a path [s0](c0, µ

′
0)[s1](c1, µ

′
1) . . . [sk] in

Pathsfin[[P]]Φ
([sinit]), such that µi(si+1) ≤ µ′i([si+1]) for 0 ≤ i < k.

The relation ≡Φ is an equivalence relation and the PA [[P]]Φ computed by
the program abstraction step is the quotient of [[P]] with respect to ≡Φ. As
noted in Section 2.1 a quotient simulates the original PA. Thus we have that
s1 ∈ succ [[P]]Φ(s0, c0, µ0) implies [s1] ∈ succ [[P]]Φ([s0], c0, µ

′
0) for some µ′0 ∈ PΦ

such that µ0(s0) ≤ µ′0([s0]). By successively applying this fact on each step in the
path, we get can derive that the lemma holds.
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5. Computing High-Level
Counterexamples on Abstractions

In the previous two chapters we looked at counterexample guided abstraction
refinement and high-level counterexamples. Counterexample guided abstraction
refinement, described in Chapter 4, is a technique to speed up model checking
and overcome limitations in the size of the models. It works by checking an
abstraction which is iteratively refined until satisfaction of the property in question
can be decided. High-level counterexamples are counterexamples on the level of
probabilistic programs, designed to be easily understandable. Critical command
sets, described in Chapter 3, are an example of such high-level counterexamples.
Intuitively speaking they point out the commands that make a program violating
the property in question. However computing smallest critical command sets is
computationally hard.
In this chapter we will first show that smallest critical command sets can be

computed on the abstraction used by counterexample guided abstraction refine-
ment. By computing the smallest critical command set on an abstraction, with
less states then the original system, we can potentiality speed up the computation.
After the theoretical consideration we provide experimental results of a prototype
implementation of the proposed concept.

5.1. CEGAR for Computing Smallest Critical
Command Sets

In this section we describe how the CEGAR algorithm from Chapter 4, in this
section referred to as basic algorithm, can be adapted to compute smallest critical
command sets. We will again go through the CEGAR algorithm composed of
an initialization and the main loop consisting of the steps, program abstraction,
model checking the abstract system and counterexample analysis.

Given a probabilistic programP and a probabilistic reachability property P≤b(♦e),
where e is a boolean predicate over the variables of P, CEGAR checks if P |=
P≤b(♦e). Additionally we now want to compute a smallest critical command set.
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The initialization phase of CEGAR is just as in the basic algorithm. The set
Φ = {e} is used as initial set of predicates.

5.1.1. Program Abstraction
The first step of the main loop of CEGAR is computing the abstraction PΦ. This
step does not have to be adapted, as the quotient contains the commands as
actions of the transitions, we have everything that is needed for the computation
of a minimal command set.

5.1.2. Model Checking the Abstract System and Computing a
High-Level Counterexample

In this step we model check the abstract system and generate a counterexample
that is analyzed in the third step of the CEGAR loop.

In the basic algorithm we used standard techniques to compute Pr+
PΦ

(e) and a
scheduler σ such that Prσ[[P]]Φ

(e) = Pr+
PΦ

(e) the probability of reaching a state in
which e is satisfied and a scheduler reaching that probability. In the Markov chain
[[P]]σΦ we then computed a finite path set counterexample using graph algorithms.
Now that we want to compute a high-level counterexample, we have to adapt

this approach. Our ultimate goal is to find a smallest critical command set of P.
So we compute the smallest critical command set C′ on [[P]]Φ and check it for
realizability. A critical labeling is realizable, if it actually is a critical command
set of P.
Realizability of a critical command set C′ can be decided by building and model

checking [[P|C′ ]], the explicit model of the program restricted to C′. In our ex-
periments this turned out to be the most efficient way. Another method, closely
related to the basic algorithm, is to check a path set counterexample computed
on ( [[P]]Φ)|C′ , the restriction of the quotient to transitions with an action in C′. If
there are a scheduler σ and a set of realizable paths Π in ( [[P]]Φ)σ|C′ with a probabil-
ity mass greater than λ, then C′ is a critical command set of P. In Section 5.2, we
will show the correctness of this statement and that we even compute the smallest
critical command set with this algorithm. The advantage of this approach is that
we can reuse the counterexample analysis from the basic algorithm. However, note
that if the path set Π is not realizable with a probability greater than λ, other path
set counterexamples might still be realizable and thus C′ might still be realizable.

In summary this step now consists of the following substeps:
(1) Model check [[P]]Φ. If the property is satisfied, exit the CEGAR loop and

return “property satisfied”.
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(2) Compute a smallest critical command set C′ on [[P]]Φ
(3) Compute ( [[P]]Φ)|C′ , the restriction of [[P]]Φ to transitions with actions in

C′.

(4) Model check ( [[P]]Φ)|C′ and compute a path set as counterexample
The first model checking step is necessary to verify that there can exist a critical

command set. The second step computes the high-level counterexample. In step
number three we cut down our quotient to the abstraction of the system induced
by the high-level counterexample. In step number 4 we then do the computations
from the basic algorithm, this time on the restricted quotient.
Note that the probability on the restricted quotient may be less than on the

unrestricted quotient, since we minimize the command set under the constraint
that we exceed the bound. Allowing transitions with all actions, i.e. commands,
might result in a higher probability.

5.1.3. Counterexample Analysis for High-Level
Counterexamples

In this step we check the counterexample from the previous step for realizability
and generate new predicates, if it is not realizable.

In the basic algorithm we built SMT formulas from the paths in the counterex-
ample. If the path formula PF(π) of a finite path π is satisfiable, the path is
realizable. If realizable paths with a probability mass greater then the bound are
found, they form a realizable counterexample. For spurious paths, i.e. paths that
are not realizable, new predicates are generated by using interpolation on parts of
the path formula.
Since we check the realizability of a critical command set by checking the real-

izability of a path set as described in the previous Subsection 5.1.2, we can reuse
the approach from the basic algorithm. In case that a realizable path set with a
probability mass greater than the bound is found, the CEGAR loop exists with
the result “the property is violated” and returns the critical command set, which
is a smallest critical command set, as high-level counterexample. If the neces-
sary probability mass cannot be achieved, new predicates are generated from the
spurious paths and the next iteration is started.

5.2. Correctness
In this section we show the correctness of the algorithm for computing high-level
counterexamples using CEGAR presented in the previous section.
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At first we show that the quotient of the restriction of a PA to an command
set is equivalent to the restriction of the quotient of a PA to that command set,
i.e. the order of taking the quotient and restricting the commands is irrelevant.
Having that, we will show that a critical command set of a PA is also a critical
command set in its quotient. We then conclude that a realizable minimal critical
command set on a quotient of the semantics of a program represents a minimal
critical command set in the program.

Let P be a probabilistic program, [[P]] = A = (S, sinit, Act,P) be a PA, R ⊆
S × S an equivalence relation and C′ ⊆ Act. Since [[P]] = A we have that that
Act = C(P). Thus we will use actions of the PA and commands of the program
interchangeably.

Lemma 2. Let A, R and C′ as above. (A|C′)/R = (A/R)|C′ i.e., the order of taking
the quotient and restricting to a label set is irrelevant.

Obviously the state set, the initial state and the action set of (A|C′)/R and
(A/R)|C′ are equal, since restricting to a command set only changes the probabilistic
transition relation. So it remains to show that the transition relations are equal.
Let [s] be an arbitrary state of (A|C′)/R and (A/R)|C′ . If a transition (α, µ/R) is

in the transitions of [s] for either of the PAs, then there is (α, µ) ∈ P(s′) for some
s′ ∈ [s] and µ/R([t]) = ∑

t′∈[t] µ(t′) for all t ∈ S. This comes from the fact, that
restricting to a label set only removes transitions. The set of all (α, µ/R) pairs
that satisfy that requirement are called transition candidates. So in either case,
a transition requires a witness (α, µ) in A. In (A|C′)/R a transition candidate is
present as transition if and only if all witnesses have the a label α ∈ C′. Otherwise
the witnesses are not present in A|C′ and don’t generate a transition in the quotient
of that automaton. In (A/R)|Lab′ a transition candidate is present as a transition
if the transition candidate has an action label α ⊆ C′. Otherwise it would have
been eliminated when restricting the quotient to the label set.
So we can conclude that in both cases a state [s] has the transitions (α, µ) ∈ P(s′)

for some s′ ∈ [s] such that µ/R([t]) = ∑
t′∈[t] µ(t′) for all t ∈ S, with α ∈ C′.

Since state set, initial state, action set and probabilistic transition relation are
equal, the probabilistic automata (A|C′)/R and (A/R)|C′ are equal.

Let A, R, and C′ as above. Let P≤λ(♦T ) be a probabilistic reachability property.

Lemma 3. If C′ is a critical commend set on A, then C′ is a critical command
set on A/R.

If C′ is a critical labeling onA, then P≤λ(♦T ) is violated onA|C′ . Since a quotient
simulates the original system, we have that the the probability for reaching a state
in T is greater in (A|C′)/R compared to A|C′ . Therefore (A|C′)/R violates P≤λ(♦T ).

34



5.2. Correctness

By Lemma 2 we have that (A/R)|C′ violates P≤λ(♦T ). By definition of critical
command set, C′ is a critical label set on A/R.

Let A, R, C′ and P≤λ(♦T ) as above.

Lemma 4. A realizable smallest critical label set C′ on A/R is a smallest critical
command set of P.

At first we show that a realizable critical command set C′ is a critical command
set on P. Since the critical command set is realizable, we have a set of paths in
A|C′ , and thus in A, with a probability mass grater than λ. Therefore the property
is violated in A and thus also by definition in P. So C′ is a critical command set.
It further is a smallest critical command set. Assume there is a critical command

set C′′ of P with |C′′| < |C′|. Then C′′ is a critical command set on A. By Lemma 3
it also is a critical command set on A/R. This is a contradiction to C′ being the
smallest critical command set.

Now we show that checking realizability of a critical labeling can be done by
checking the realizability of a path set counterexample in the restriction of the
quotient.
Let A, R be as above. Let P≤λ(♦T ) be a probabilistic reachability property

violated by A/R.

Lemma 5. Let C′ be a critical command set on A/R, σ a scheduler such that
(A/R)σ|C′ violates P≤λ(♦T ) and Π a path set counterexample on (A/R)σ|C′. If Π is
realizable then C′ is a critical command set on A.

If Π is realizable, there exists Π′ and σ′ such that all paths of Π′ are in Aσ′ and
the probability mass of Π′ is greater than λ. Since the paths of Π are in (A/R)σ|C′
and thus in (A/R)|C′ and by Lemma 2 in (A|C′)/R, we by Lemma 1 have that they
are in A|C′ . Thus A|C′ violates the property P≤λ(♦T ). Therefore C′ is a critical
command set on A.
Observe that the other direction in general does not hold. So there may be

path set counterexamples that are not realizable although the command set is
critical. This can easily be seen when looking at C(P) i.e., the set of all commands.
This is critical, if the program violates the property. But a quotient may contain
unrealizable paths.

Using the above lemmas we can now argue that the CEGAR algorithm as pre-
sented in this chapter computes the smallest critical command set, or eventually
finds the property satisfied.
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Theorem 6. Let P be a probabilistic program and P≤λ(♦e) a probabilistic reach-
ability property. If P 6|= P≤λ(♦e) CEGAR returns a smallest critical command set
C of P, otherwise it returns that the property is satisfied.

We have as a loop invariant for the CEGAR loop that the critical label set, that
is computed as candidate for the smallest critical command set, is smaller or equal
to all critical label sets in [[P]]. Once the loop exits with the result P 6|= P≤λ(♦e),
we have that the candidate is a critical command set on P. Together with the
loop invariant, we can conclude that it is a smallest one.
The refinement step uses path set counterexamples and the model checking of

the quotient is unchanged. Thus we always refine the quotient as in each iteration
at least one spurious path is removed. By the correctness of the basic algorithm we
get the correctness in the case that P |= P≤λ(♦e), since eventually the abstraction
is fine enough that the probability in the quotient is less or equal λ.

5.3. Experimental Results
A prototype of the described CEGAR algorithm was implemented in the model
checking tool StoRM1 with about 1000 lines of C++ code in the course of this the-
sis. The implementation additionally uses existing classes from StoRM for model
checking probabilistic automata and generating minimal command sets for given
probabilistic automata, as well as some utility classes, e.g. for input/output. The
recursive enumeration algorithm [Jiménez and Marzal, 1999] was implemented with
about 300 additional lines of code, to compute the paths in the counterexample
used for refinement. To solve the mixed integer linear program used for comput-
ing the minimal command set Gurobi [Gurobi Optimization, 2014] was used. As
SMT-solver for computing the abstraction Z3 [De Moura and Bjørner, 2008] was
used. For checking realizability and interpolation MathSAT [Cimatti et al., 2013]
was the underlying SMT solver.
The experiments were performed on a machine with an Intel Core i7 processor

and 16GB main memory, running Microsoft Windows 7 64-bit. The program was
built using Microsoft Visual Studio.

For the experiments the crowds protocol [Reiter and Rubin, 1998] was used.
The protocols purpose is to obscure the origin of a message. The sender of the
message is a member of the crowd. He sends the message to some member of the
crowd. That member then forwards the message with a certain probability to some
member of the crowd or else delivers the message. Each member of the crowd can
only observe that crowd member who most recently sent the message. Some crowd

1StoRM is currently under development and not yet published.
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members however eavesdrop the communication. These members don’t forward
messages, instead they record who sent a message to them. Each time a message
is delivered to some crowd member, it is randomly decided whether the crowd
member is currently good or bad.
In the experiments we checked if the probability that bad members observe

member 0, the true sender, more than once as sender of a message is at most
λ = 0.1. The actual probability is about 0.11 up to 0.33 for the parameters used
in the experiments, so that the existence of a counterexample is guaranteed.
The protocol has two parameters, the crowd size and the number of runs. The

crowd size is encoded into the program, as it influences the commands and up-
dates. The second parameter, the number of runs, is encoded as a constant in the
program. The probabilistic program in the input language of StoRM is given in
Listing A.1 on page 43 for a crowd size of 5 and in Listing A.2 for a crowd size of
10.

example explicit model CEGAR (abstract model)
states transitions time states transitions iterations time

crowds5_5 8607 15113 2147 ms 27 42 6 673 ms
crowds10_5 110562 262073 82664 ms 27 97 6 786 ms
crowds15_5 586242 1753883 1342069 ms 27 127 6 955 ms
crowds20_5 2036647 7362293 TO (>1 h) 27 151 6 1100 ms
crowds5_5 (λ = 0.2) 8607 15113 2095 ms 209 406 9 3135459 ms

Table 5.1.: Experimental results for computing high-level counterexamples on the
explicit model vs. on an abstraction using CEGAR.

The results of the experiments are shown in Table 5.1. In the columns labeled ex-
plicit models show the results for computing the counterexample using the existing
implementation in StoRM. That implementation generated an explicit probabilis-
tic automaton and solves the mixed integer linear program described in [Wimmer
et al., 2013] for that probabilistic automaton. The columns labeled CEGAR (ab-
stract model) show the results for our new algorithm described in Chapter 5.
The columns “states” indicate the number of states for the explicit model and

for the abstraction in the final iteration of our algorithm respectively. The columns
“states” hold the number of non-zero entries in the transition matrix is in column.
Again these numbers refer to the explicit model and the abstraction in the last
iteration, respectively. The columns “time” indicate the total running time of the
algorithm, measured by the program internally. TO indicates that the compu-
tation timed out, the timeout was set to one hour for each individual run. For
CEGAR the additional column iterations holds the number of iterations of the
algorithm.
The experiments clearly show that our algorithm has the potential of vastly

reducing the computation time. Due to the structure of the crowds protocol for
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a bound of λ = 0.1 and all parameter combinations used in the experiments,
equivalent sets of 6 commands where sufficient as counterexample. Our algorithm
based on counterexample guided abstraction refinement computed an abstraction
that abstracted from the number of crowd members. This explains why the number
of states in the abstraction is identical for all crowd sizes. On this very small
abstraction a high-level counterexample could be computed in very short time.

step time percentage
Building Abstraction 701 ms 0.02 %
Model Checking 1160 ms 0.04 %
k-shortest Paths 2049947 ms 65.4 %
Checking Paths and Interpolation 1083525 ms 34.6 %

Table 5.2.: Time breakdown of generating a counterexample for the bound 0.2 on
crowds5_5 using CEGAR.

However, for some cases the performance is far worse than computing high-
level counterexamples on the explicit model. For the crowds5_5 example and a
probability bound of λ = 0.2, the actual probability is about 0.33, the computation
took about 52 minutes. In this case the smallest critical command set consists of
7 commands. To find such a command set a finer quotient was needed. The
major bottleneck is finding and checking huge amounts of paths for realizability
as shown in Table 5.2. Since the strongest evidence approach [Han and Katoen,
2007] is used to generate paths from the counterexample, the algorithm stalls if the
most probable paths are all realizable and only very few, unprobable but necessary
paths are not realizable. Only after having checked thousands of realizable paths
eventually spurious paths where found and the quotient could be refined.
Summarizing the results, our presented algorithm using CEGAR for computing

high-level counterexamples could in all experiments determine correct high-level
counterexamples on abstractions that are multiple orders of magnitude smaller
than the explicit model. Although searching for spurious paths is still a severe
bottleneck, the computation time was significantly reduced in some experiments.
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6. Conclusion
In this thesis, we presented a technique to compute high-level counterexamples as
introduced in [Wimmer et al., 2013]. These counterexamples operate on the level
of probabilistic programs in PRISM’s guarded command language. They consist of
commands from the program and thus can provide useful insights when debugging
probabilistic programs.
We also presented counterexample guided abstraction refinement for probabilis-

tic systems described in [Wachter et al., 2007] in detail. We pointed out a problem
with the generation of new predicates when multiple disjoint parts of a path are
not realizable. We presented a method that guarantees that predicates that are
neither “true” nor “false” are generated. The presented method worked well for
our experiments.
Based on counterexample guided abstraction refinement for probabilistic sys-

tems we developed an algorithm to speed up the computation of smallest critical
command sets, a type of high-level counterexamples, and sketched a proof for its
correctness. Our algorithm computes high-level counterexamples for the abstrac-
tions used in CEGAR. By reducing checking the realizability of high-level coun-
terexamples to checking the realizability of path sets the refinement procedures
from CEGAR can be used to refine the abstraction if necessary.
We implemented the described algorithm and performed experiments investigat-

ing the performance of our algorithm in comparison to the application of the mixed
integer linear programming method to explicit models generated from probabilis-
tic programs. The results are presented in this work and show that the proposed
algorithm can reduce the computation time needed by multiple orders of magni-
tude.

6.1. Future Work
In future work, techniques to avoid explicitly checking realizability of individual
paths could be investigated. Preliminary experiments showed that without the
optimization of checking the realizability of high-level counterexamples by model
checking explicit models for subprograms, the performance of CEGAR is unac-
ceptably bad on small systems compared to the MILP-based approach.
One way to overcome this would be checking realizability of paths with cycles
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such that the cycle is also a cycle in the realization of the path. In that case the
cycle could be repeated arbitrarily often. The probability of the obtained set can
be computed approximately by approximating the limit of a series.
With such optimizations algorithms based on CEGAR might be an even more

powerful tool to reduce memory usage and computation time when generating
high-level counterexamples.
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A. Appendix

Listing A.1: crowds5_5 in the input language of StoRM
mdp

// probability of forwarding
const double PF = 0.8;
const double notPF = .2; // must be 1-PF
// probability that a crowd member is bad
const double badC = .167;

// probability that a crowd member is good
const double goodC = 0.833;
// Total number of protocol runs to analyze
const int TotalRuns = 5;
// size of the crowd
const int CrowdSize = 5;

module crowds
// protocol phase
phase : [0..4] init 0;

// crowd member good (or bad)
good: bool init false ;

// number of protocol runs
runCount : [0.. TotalRuns ] init 0;

// observe_i is the number of times the attacker observed crowd member i
observe0 : [0.. TotalRuns ] init 0;

observe1 : [0.. TotalRuns ] init 0;

observe2 : [0.. TotalRuns ] init 0;

observe3 : [0.. TotalRuns ] init 0;

observe4 : [0.. TotalRuns ] init 0;

// the last seen crowd member
lastSeen : [0.. CrowdSize - 1] init 0;

// get the protocol started
[] phase =0 & runCount < TotalRuns -> 1: (phase ’=1) & (runCount ’= runCount +1)

& (lastSeen ’=0);
[] phase =0 & runCount = TotalRuns -> 1: (phase ’=0);

// decide whether crowd member is good or bad according to given
probabilities

[] phase =1 -> goodC : (phase ’=2) & (good ’= true) + badC : (phase ’=2) & (
good ’= false );
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// if the current member is a good member , update the last seen index (
chosen uniformly )

[] phase =2 & good -> 1/5 : (lastSeen ’=0) & (phase ’=3) + 1/5 : (lastSeen
’=1) & (phase ’=3) + 1/5 : (lastSeen ’=2) & (phase ’=3) + 1/5 : (lastSeen
’=3) & (phase ’=3) + 1/5 : (lastSeen ’=4) & (phase ’=3);

// if the current member is a bad member , record the most recently seen
index

[] phase =2 & !good & lastSeen =0 & observe0 < TotalRuns -> 1: (observe0 ’=
observe0 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =1 & observe1 < TotalRuns -> 1: (observe1 ’=
observe1 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =2 & observe2 < TotalRuns -> 1: (observe2 ’=
observe2 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =3 & observe3 < TotalRuns -> 1: (observe3 ’=
observe3 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =4 & observe4 < TotalRuns -> 1: (observe4 ’=
observe4 +1) & (phase ’=4);

// good crowd members forward with probability PF and deliver otherwise
[] phase =3 -> PF : (phase ’=1) + notPF : (phase ’=4);

// deliver the message and start over
[] phase =4 -> 1: (phase ’=0);

endmodule

label " observe0Greater1 " = observe0 >1;

Listing A.2: crowds10_5 in the input language of StoRM
mdp

// probability of forwarding
const double PF = 0.8;
const double notPF = .2; // must be 1-PF
// probability that a crowd member is bad
const double badC = .167;

// probability that a crowd member is good
const double goodC = 0.833;
// Total number of protocol runs to analyze
const int TotalRuns = 5;
// size of the crowd
const int CrowdSize = 10;

module crowds
// protocol phase
phase : [0..4] init 0;

// crowd member good (or bad)
good: bool init false ;

// number of protocol runs
runCount : [0.. TotalRuns ] init 0;

// observe_i is the number of times the attacker observed crowd member i
observe0 : [0.. TotalRuns ] init 0;

observe1 : [0.. TotalRuns ] init 0;

observe2 : [0.. TotalRuns ] init 0;
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observe3 : [0.. TotalRuns ] init 0;

observe4 : [0.. TotalRuns ] init 0;

observe5 : [0.. TotalRuns ] init 0;

observe6 : [0.. TotalRuns ] init 0;

observe7 : [0.. TotalRuns ] init 0;

observe8 : [0.. TotalRuns ] init 0;

observe9 : [0.. TotalRuns ] init 0;

// the last seen crowd member
lastSeen : [0.. CrowdSize - 1] init 0;

// get the protocol started
[] phase =0 & runCount < TotalRuns -> (phase ’=1) & (runCount ’= runCount +1) & (

lastSeen ’=0);
[] phase =0 & runCount = TotalRuns -> 1: (phase ’=0);

// decide whether crowd member is good or bad according to given
probabilities

[] phase =1 -> goodC : (phase ’=2) & (good ’= true) + badC : (phase ’=2) & (
good ’= false );

// if the current member is a good member , update the last seen index (
chosen uniformly )

[] phase =2 & good -> 1/10 : (lastSeen ’=0) & (phase ’=3) + 1/10 : (lastSeen
’=1) & (phase ’=3) + 1/10 : (lastSeen ’=2) & (phase ’=3) + 1/10 : (
lastSeen ’=3) & (phase ’=3) + 1/10 : (lastSeen ’=4) & (phase ’=3) + 1/10 :

(lastSeen ’=5) & (phase ’=3) + 1/10 : (lastSeen ’=6) & (phase ’=3) + 1/10
: (lastSeen ’=7) & (phase ’=3) + 1/10 : (lastSeen ’=8) & (phase ’=3) +

1/10 : (lastSeen ’=9) & (phase ’=3);

// if the current member is a bad member , record the most recently seen
index

[] phase =2 & !good & lastSeen =0 & observe0 < TotalRuns -> (observe0 ’=
observe0 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =1 & observe1 < TotalRuns -> (observe1 ’=
observe1 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =2 & observe2 < TotalRuns -> (observe2 ’=
observe2 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =3 & observe3 < TotalRuns -> (observe3 ’=
observe3 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =4 & observe4 < TotalRuns -> (observe4 ’=
observe4 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =5 & observe5 < TotalRuns -> (observe5 ’=
observe5 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =6 & observe6 < TotalRuns -> (observe6 ’=
observe6 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =7 & observe7 < TotalRuns -> (observe7 ’=
observe7 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =8 & observe8 < TotalRuns -> (observe8 ’=
observe8 +1) & (phase ’=4);

[] phase =2 & !good & lastSeen =9 & observe9 < TotalRuns -> (observe9 ’=
observe9 +1) & (phase ’=4);

// good crowd members forward with probability PF and deliver otherwise
[] phase =3 -> PF : (phase ’=1) + notPF : (phase ’=4);
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// deliver the message and start over
[] phase =4 -> (phase ’=0);

endmodule

label " observe0Greater1 " = observe0 > 1;
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