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Abstract

Model checking is a method to verify probabilistic systems with respect to their specified
requirements. In particular, we consider symbolic model checking, where the systems are
represented by a symbolic data structure, e.g. multi-terminal binary decision diagrams
(MTBDDs). In this thesis we present the theoretical background and the conceptual
view of symbolic model checking. Furthermore, we show the competitiveness of our
implementation in the model checking tool STORM. Thereby, we provide experimen-
tal results for common probabilistic models and compare the results to the well-known
model checker PRISM [I]. Beside the general performance, we test a new variant for
determining all reachable states in the given model. The algorithm is called Chaining
and we measure the time and memory requirements of this algorithm compared to the
standard breath first search (BFS). In addition, we consider the variable ordering in the
given probabilistic program, which specifies the probabilistic system. We show that the
variable ordering in the program significantly influences the size of the MTBDD and
the time required for model checking, respectively. We provide a first heuristic to order
these variables, such that the MTBDD size is relatively small. Different case studies
prove the efficiency of this heuristic.
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1. Introduction

1.1. Motivation

Nowadays computerised systems are spread over a huge range of applications areas, but
analysing these more and more complex systems becomes very difficult. One approach
to prove that a given system behaves as intended is formal verification. In particular,
we are looking for an automated version of the verification process, e.g. model checking
[2]. In general, model checking is a time and resource intensive task. Thus, it is mainly
used for safety-critical systems, where errors have severe consequences. These systems
are for example control software of aircraft or satellites [3].

system requirements
t
system model property
speci fication

~ 7

model checking

— S

satis fied out of memory

violated +
counterexample

Figure 1.1.: Model checking process.

The process of model checking is illustrated in Figure A model checker requires a
formal model and formal properties as input. Usually a real-world system is represented
by a model in a formal language [4]. The user specifies the requirements and formalises
these requirements in a property specification language [5]. The model checking tool au-
tomatically checks whether the (formal) model satisfies the (formal) properties. In the
best case, it either proves the correctness of the system or provides a counterexample.
Such a counterexample is a violating execution of the system, which can support the
designer to resolve the existing issue. However, in practice we are also limited by the
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available resources. Thus, we might get neither satisfied nor violated as possible result
because of insufficient resources (and this includes time).

Model checking is a quite expensive task, because all possible executions of the system
need to be analysed. In contrast to ordinary testing (with test cases), model checking
can prove the correctness of the whole system, while testing can only prove the existence
of an error. Some systems exhibit probabilistic behaviour in the real-world, e.g. games
[6], communication networks [7] and biological systems [8]. Probabilistic models [2] are
needed to formally reflect this behaviour. Therefore, we entirely focus on this type of
model.

Furthermore, we are confronted with the state space explosion problem for many real-
world systems. Modelling already simple systems often leads to an enormous number of
states of the corresponding model. Several techniques have been proposed to combat the
state space explosion problem. One way to do so is to focus on the data structure that is
used. In particular, we focus on a branch of model checking called symbolic model check-
ing [9], where a given system is not represented explicitly. Instead, the representation is
based on the idea to encode sets of states rather than single states. In general, there are
different symbolic data structures. In this thesis we focus on the system’s representation
with multi-terminal binary decision diagrams (MTBDDs). MTBDDs are an extension of
binary decision diagrams (BDDs) [10], which have already been used for verification of
non-probabilistic models earlier. Parker [11] and others have proposed to use MTBDDs
also for probabilistic models, because they often allow for the compact representation
of the given system. Nevertheless, the symbolic approach does not necessary provide
the best results compared to other approaches, like explicit or hybrid model checking [11].

1.2. Outline

The thesis is structured as follows. Chapter [ provides the theoretical background of
symbolic model checking. We introduce the different model types and multi-terminal
binary decision diagrams (MTBDDs) to represent them. Furthermore, we provide a
property specification language for the requirements. In the following Chapter |3| de-
scribes the conceptual view of symbolic model checking and presents details about the
encoding. In the evaluation in Chapter [f] we provide experimental results for common
models. In particular, we compare the performance of our implementation in the model
checker STORM with the well-known model checker PRISM [1]. In addition, we test a
new variant of the standard reachability algorithm and consider the influence of different
variable orderings on the MTBDD size.



1.3. Related Work

1.3. Related Work

The state-of-the-art model checking tool PRISM is presented in [I]. In particular, the
representation based on MTBDDs and the model checking algorithms in PRISM are
described in [II]. Furthermore, we exclusively use a symbolic model representation. In
contrast, a hybrid model checking approach with symbolic and explicit data structures
is covered in [I1].

We consider probabilistic models with a discrete time space, i.e. DTMCs and MDPs.
The continuous-time models (CTMCs and CTMDPs) are used to model processes with
an exponential distributed residence time, but they are not covered in this thesis. Fur-
ther information about model checking these models can be found in [12] for CMTCs
and in [13] for CTMDPs.

There are also some minimisation techniques for the given model. One technique is
called probabilistic bisimulation [14], which combines states that behave equivalently.
Thus, we are often able to significantly reduce the state space of the given model, which
usually leads to faster model checking times. But the bisimulation itself requires also
time and resources.

For the specification of the requirements we use the probabilistic computation tree
logic (PCTL), which has been introduced by Hansson and Jonsson [5]. Other non-
probabilistic temporal logics are for example LTL and CTL, which are extensively de-
scribed in [2] including many examples. The CTL model checking is also covered in [15].






2. Preliminaries

2.1. Markov Models

Traditional model checking allows us to verify certain properties of a transition system
[2]. Basically, a transition system consists of a number of states with transitions in-
between. We extend this idea to probabilistic model checking, because in real-world
environments we are often confronted with stochastic behaviour. Therefore, transition
systems are enriched with transition probabilities, which lead to probabilistic models. In
this thesis we consider two different types of probabilistic models: discrete-time Markov
Chains (DTMCs), which model transitions using only stochastic behaviour, and Markov
decision processes (MDPs), which also include non-deterministic choices.

2.1.1. Discrete-time Markov Chain

Discrete-time Markov Chains behave like transition systems, where all non-deterministic
choices among successor states are replaced by probabilistic ones.

Definition 2.1 (Discrete-Time Markov Chain (DTMC)).
A discrete-time Markov Chain is a tuple

D = (57 P, Sinits AP, L)
where
e S is a countable, non-empty set of states,

e P:S xS —]0,1] is the transition probability function, where
VseS: ) g P(s,8) =1,

Sinit € S is the initial state,

AP is a set of atomic propositions,

o L : S — 247 is the labeling function.

Based on the state space S, a discrete probability distribution over S is a function
p: S —[0,1], where Y pu(s) = 1. The set Distg contains all probability distributions
over S. In each state s € S of the DTMC the successor state s’ is chosen according to
the probability distribution P(s,-) € Dists. Thereby, the distribution depends only on
the current state and not on prior information or previous states [16]. This assumption
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is known as the Markov Property.

The value P(s, s') of the transition probability function specifies the probability go-
ing from state s to s’ in one step, i.e. by a single transition. The state s’ is called a
successor of s, if P(s,s’) > 0. We denote the set of all possible successors of state s by
Post(s) = {s" € S| P(s,s') > 0}. For T C S, the probability moving to an arbitrary
state ¢ € T in one step is defined by P(s,T) = Y _,.. P(s,1).

An execution of the system is represented by a path m = sgs15s... € S“, which is an
infinite sequence of states such that P(s;, s;+1) > 0 for all i« > 0. Instead of s;, we also
write 7[i]. We further denote all possible paths starting in state s € S by Paths(s) and
all paths in the DTMC D by Pathsp. The DTMC D induces a probability measure
PrP on sets of paths Pathsp [17]. Regarding a measurable set of paths T' C Pathsp,
T gets a get a unique probability PrP(T') assigned.

In order to verify different properties on the given model, we have to describe the
observable behaviour of the underlying real-world system. Therefore, the labeling func-
tion L assigns each state a possibly empty set of atomic propositions AP. These atomic
propositions represent the properties of interest.

Ezample 2.1 (DTMC). Figure shows a DTMC, which is formally defined by

L4 S = {50781752783}7

0O 05 05 0
0 0 04 06 . y N

o P= 0 0 04 06l where entry (m, n) is the transition probability P(s,,, s,),
0O 0 0 1

® Sinit = S0,

AP = {a, g},
L(so) = L(s1) = {a}, L(s2) =0, L(s3) = {g}.

In the example the atomic proposition g characterises a goal state. Starting in state s,
we can reach the only goal state s3 in two steps by choosing either the path m; = sgs1(s3)"
or my = SpS2(s3)*. The corresponding probabilities are given by:

PrP({m € Pathsp | 7[0] = so, 7[2] = s3}) = PrP({m, m}) = 0.6
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00 g

0.4 @3 |

0.6

0.4
Figure 2.1.: An example DTMC.

2.1.2. Discrete-time Markov Decision Process

Discrete-time Markov Decision Processes are a generalisation of DTMCs. MDPs can
model probabilistic as well as non-deterministic behaviour. Non-determinism is for ex-
ample useful when modelling concurrency between multiple probabilistic systems, which
operate in parallel.

Definition 2.2 (Discrete-Time Markov Decision Process (MDP)).
A discrete-time Markov Decision Process is a tuple

M = (S, A, P, Sinits AP, L)
where

e S is a countable, non-empty set of states,

A is a set of actions,

e P: 5 xAxS —[0,1] is the transition probability function, where
VseS,Vac A: ) ,.4P(s,a,8) € {0,1},

Sinit € S is the initial state,
e AP is a set of atomic propositions,

o L:S — 247 is the labeling function



2. Preliminaries

An action a € A is called enabled in state s if and only if >, . P(s,a,s") = 1. Oth-
erwise, it is called disabled. The set of all enabled actions in state s is denoted by A(s).
Furthermore, we require at least one enabled action in each state to prevent deadlocks,

ie. Vs e S |A(s)| > 0.

In a state s € S, there exists a non-deterministic choice between all enabled actions
A(s). After selecting an enabled action a € A(s), the successor state is chosen according
to the probability distribution P(s,a,-) € Distg. This distribution specifies the proba-
bility of moving to any other state in S with a single step. With probability P(s, a, s")
we move to the state s’ € S. For a set of states T' C S, P(s, a,T’) denotes the probability
of moving to a successor ¢ € T with action a and is given by:

P(s,a,T) =3 ,.r P(s,a,t)

Note that any MDP with |A(s)| = 1 for all states s € S is also a DTMC and vice versa,
a DTMC is always an MDP (without non-deterministic choices).

In an MDP, a path m = spagsia;ss... € (S x A)* consists of an infinite, alternating
sequence of states and actions, such that P(s;,a;, s;41) > 0 for all ¢ > 0. Similar to
DTMCs, Paths(s) denotes all paths starting in state s and Pathsy, are all paths in the
MDP M. The expression 7[i] refers again to the (i4+1)-th state of path 7. We define
an appropriate probability measure on MDPs by resolving all non-deterministic choices.
Since there are no constraints imposed on the non-deterministic choices, we assume a
scheduler resolving this non-determinism.

Definition 2.3 (Scheduler).
Let M = (S, A, P, sinit, AP, L) be an MDP. A scheduler ¢ for M is a function

g: St = A

such that o(sgs;...s,) € A(s,) for all sys;...8, € ST.
In particular a scheduler ¢ is called memoryless, if its decision depends only on the last
state of the given sequence, i.e. ¢ can be viewed as a function oy, : S — A.

A scheduler resolves all non-deterministic choices in the MDP, which reduces to a
purely probabilistic model, i.e. a DTMC.

Definition 2.4 (Induced DTMC by a Scheduler).
Let M = (S, A, P, sini, AP, L) be an MDP and ¢ a scheduler for M. The induced
DTMC M, is given by

M, = (S+, P, s .., AP, L)

where for w = s¢s;...5, € ST:
PU(w7 wsn-l—l) - P(Sn, O'('LU), Sn+1)

and L'(0) = L(s,).
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Note that M, in general has an infinite state space. As M, is a DTMC, it induces
again a unique probability measure Pr*e over all paths Pathsy,, [17]. In the following,

we denote PrMe also by PrM

Ezample 2.2 (MDP). In Figure there is an example MDP M with

L4 S = {80781782753}7
A ={a, B},

e amongst others, P(sg, a, s9) = 1, P(so, 3,51) = 0.5,

initial state s,
o AP ={a,b,g},
o L(so) =0, L(s1) = {a}, L(s2) = {b}, L(s3) = {g}.

Let o be a memoryless scheduler for M with o(sg) = o(s1) = 0(s2) =  and o(s3
Starting in state s, we get for example the path ™ = s O'(SO) s1 0(s1) (83 0(s3

30,831,6(3304)‘”. The corresponding probability is given by PrM({r'}) =
0.35, where 7" = (50)(5051)(S05153)(S0515353)---

{a}

{9}

8,0.3

5,0.7
{0}

8,0.3

Figure 2.2.: An example MDP with two possible actions.

IIQ
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2.2. Probabilistic Computation Tree Logic

In the last section we have introduced two formalisms to represent certain systems. Now
we describe the formalism that is used to specify properties.

A common way to express qualitative properties is the Computation Tree Logic, short
CTL [1§]. CTL is a branching-time temporal logic, whose syntax is defined by a combi-
nation of state and path formulas. State formulas are interpreted in states and evaluate
to either true or false, whereas path formulas are evaluated over paths. There are two
CTL path quantifiers 3 and V. A state s € S satisfies the CTL formula Jyp, if and only
if there exists a path starting in s that satisfies ¢. Accordingly, for the formula V¢, the
sub-formula ¢ has to hold for all paths starting in s. However, both quantifier do not
consider the probability of paths.

For probabilistic models like DTMCs and MDPs, we introduce probabilistic CTL
(PCTL), which is based on standard CTL. PCTL also considers the probability of paths.
Therefore, 3 and V¢ are replaced by a new operator P.,(¢), where o € {<,>, <, >}
and p € [0, 1] is a probability bound. In general, path formulas ¢ may only occur as a
parameter of Py, ().

Definition 2.5 (Probabilistic Computation Tree Logic (PCTL)).
The syntax of a PCTL formula over a set of atomic propositions AP is defined as follows:

e state formulas
¢ = true |a | P | D1 APy | Pop(yp)
where a € AP, o € {<,>,<,>}, p€[0,1], ¢ is a path formula.
e path formulas
o = O | &, UD, | o, USFD,

where k € N, &, ®; and &, are state formulas.

Note that the set of atomic propositions AP is taken from the DTMC or MDP. The
new operator Po,(y) is interpreted as follows. For a DTMC, a state s € S satisfies
P,,(p) if the probability of the set of paths starting in s and satisfying ¢ lies in the
interval specified by op. For an MDP M, this has to hold for all schedulers o for M.

Basically, we allow three different path formulas in PCTL. The next operator () and

until operator U are the same as for CTL. The bounded until operator US* adds a
step-bound to the until operator. Intuitively, the formula ®; US*®, is true if ®, holds

10
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within at most k steps, while ®; holds in all states before ®, is satisfied.

In the following, we define the semantics of PCTL over MDPs, where s = ® indicates
that the PCTL formula & is satisfied in state s.

Definition 2.6 (PCTL Semantics (for MDPs)).
The PCTL semantics for an MDP M = (S, A, P, so, AP, L) is recursively defined by

e state formulas
For s € S,

s = true

skEa iff a€ L(s)

s d iff alE®

sE®ADy iff (a D) and (a = )

sk P,(v) iff for all schedulers o for M :
PrM({rm € Paths(s) | 7= ¢})op

where a € AP, o € {<,>,<,>}, p€[0,1], ¢ is a path formula.

e path formulas
For m € Pathsyy,

™= OP if  wll]E=®
Tl O, U0, iff FieN, i<k (n[i] E P AVY) <i. 7[j] E )
TE®Ud, iff FieN (ni] E P AV <i. nlj] = Py)

where k € N, &, &, and P, are state formulas.

For a DTMC D = (S, P, sg, AP, L), the PCTL semantics is similar defined except for
P,,(¢). The satisfaction relation for a state s € S does not depend on schedulers any
more:

s Pp(p) iff PrP({m € Paths(s) | 7 = ¢}) op
where o € {<, >, <, >}, p € [0,1] and ¢ is a path formula.

Given an MDP M and a PCTL formula ¢, we denote the set of states satisfying ®
by Satpy(P) = {s € S| s ®}. We also write M |= @, if the initial state s;,;; satisfies
the formula @, i.e. s;,;; € Satp (P).

We have introduced the basic PCTL operators in the Definition 2.5 We can derive
some more operators in order to simplify some expressions. The disjunction of two for-
mulas ®; VP, is obtained by the de Morgan’s rules, where ®;V ®5 = =(—=®; A—=®P,). Fur-
thermore, the eventually operator () is derived by ¢® = trueU®. A path m € Pathsy,
satisfies Q@ if there exists an index i € N such that 7[i] | ®. Analogously, a path 7
satisfies 0@ if and only if Vi € N. 7[i] = ®. The always operator O is derived by the

11
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duality of eventually and always and the duality of lower and upper bounds [17].

In some scenarios we want to determine the exact probabilities with which a path
formula is satisfied and not restrict to a certain interval. Let D be a DTMC. We can
omit the bound of P,,(¢) and introduce the abbreviation:

P,(¢) = PrP({x € Paths(s) | 7 |= ¢}) € [0,1

For MDPs, we also introduce this abbreviation, but we have to consider different sched-
ulers ¢ for the MDP M:

Prge=r() = sup{ Pry'({m € Paths(s) | 7 = ¢}) } € 10,1]

PS

min="

() is defined similarly.

Ezample 2.3 (PCTL). Let M = (S, A, P, s9, AP, L) be the example MDP introduced in

Figure 2.2

Starting in state sp we measure the probability that the next state satisfies a € AP.
We get the minimum probability, if a scheduler o, selects action o € A(sp):
Pr. _,(Oa) =0, where op(s0) = .
Accordingly, the maximum probability is obtained by action :
Pre _(Oa) = 0.5, where op(s9) = B.
A certain probability bound has to hold for all schedulers for M:
so = @1 = Po(Oa)
so F @2 = P<o5(Oa)
Because s is the initial state, we also get:
MWD, M E o,

If we focus on the goal state s3, which is indicated by the atomic proposition g.
We can avoid to reach the goal state by choosing action « in state sg:
Prio. _($g) =0, where o (sg) = a.
In consequence:
M ¥ Pso($g)
But if we choose action 3, we will almost surely reach the goal state:
Pr . ($g) =1, where op(so) = om(s2) = 5 and op(s1) = a.
The probability to reach the goal state within two steps is given by:

Prfgm:?(trueUgg) = 0.7 , where o)/(s0) = op(s2) = 8 and op(s1) = .

12
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2.3. Modeling Language

This section presents a modeling language for the probabilistic models introduced in
Section [2.1] This modeling language is based on a well-known model checker, called
PRISM [I]. PRISM is a tool supporting probabilistic model checking for different types
of probabilistic models, amongst others, DTMCs and MDPs. The corresponding input
language is called the PRISM language, which is a high-level specification formalism to
describe the models. For simplicity we introduce only definitions for MDPs, because we
have seen that any DTMC is also an MDP.

For a finite set Var = {vy,...v,,} of variables, the domain of each variable is defined by
a function VarDomain : Var — |a,b], where a,b € N and a < b. A variable valuation
is a function val : Var — N, such that Vv € Var.val(v) € VarDomain(v). We further
denote the set of all possible valuations by Val"V".

Definition 2.7 (Probabilistic Program, Module, Command).
A probabilistic program is a tuple [19]

P = (Var,VarDomain, val;, M)
where
e Var is a finite set of variables,
e VarDomain : Var — [a, b] specifies the domains for all variables Var,

e vali,i € ValV is the initial variable valuation,

e M = {Mody, Mods, ..., Mody} is a finite set of modules
A module is defined by:
MOdi == (V(l’f’z', ACti, Cz)

e Var; C Var is a finite set of variables,
such that U?Zl Var; =Var, V1 <i,¢ <k,i#7.(Var,NVary =0),

e Act; is a finite set of synchronising actions,

e C,; is a finite set of commands

A command ¢ € C; is a tuple

C= (aw Ge, (p17 U1)7 ey (pmy Um))

e a, € Act; U {7} is a synchronising or independent action,

13
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e ¢.is a boolean guard expression, which specifies a subset of valuations
V;] : C Val\/ar’

o 1 <j<m,p;e€|0,1] is the probability of the update Uj,
such that Z;”:l p; =1,

o U;:Valv" — ValVi is an update function.

For a command ¢, the guard g, specifies a subset V,, C ValV" of valuations, which
satisfy the guard expression. Let val € ValV" be a valuation. We write val = g, if
the guard g. evaluates to true using val. Note that the current valuation of the variable
v € Var; in Mod; can be read by all modules. In contrast, we can change the valuation
of v only locally by commands in C;. Thus, an update function U; maps a valuation
Valv® of all variables to a valuation Val"* of the variables in Mod,.

The semantics of a probabilistic program P = (Var, Var Domain, valy,;, M) is de-
fined as follows. The program P usually contains more than one module, i.e. |[M]| > 1.
For simplicity, we reduce the number of modules to one by successively building mod-
ules that represent the parallel composition Mod; || Modsy of two modules Mod, and
Mod,. Thus, we get a probabilistic program P’ = (Var, VarDomain,vali,;,{Mod})
with a single module Mod that represents the parallel composition of all modules of the
original program P.

The parallel composition of two modules in M results in a new module, where we
intuitively combine both sets of variables and commands. When combining the com-
mand sets, we distinguish three cases depending on the action of a command. First,
all commands with an independent action, i.e. a T-action, always behave independent
of the other modules. Similar to the independent action, if an action appears only in
one of the two modules, the corresponding commands also behave independently. In
contrast, we synchronise between two commands with the same action in both modules.
The parallel composition is formally defined by the following Definition [19].

Definition 2.8 (Parallel Composition).
Let Mod;, Mody be two modules. The parallel composition Mod; || Mods is defined by

Mod, || Mody = (Vary U Vary, Act; U Acty, Cing U Cyyne)

e All commands with an independent action or a synchronising action appearing
only in one module:

Cina={c|ce CiUCyA (a. =7 Va, € (Act; U Acty) \ (Acty N Acty))}

e All commands with a synchronising action in both modules:

Cone={c®@d | ce CiNd € CyNa. =ar € (Acty N Acty)}

14
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where
c®d = (ac,ge Nger, (P10, U1 ®UY), ooy (0105, Ut @ UL, ooy (P Py Un @ U )))

and for two update functions U; : ValV* — ValVor, Uy : ValVe — ValVor2,
(U, ® Uy) : Valve — ValVarUVerz ig given by:

Ui(w)(v) if veVar

(U1 @ Us)(w)(v) = {Ug(w)(’v) if veVary

By parallel composition we get a probabilistic program P’ with only one module. In
general the program P’ induces a probabilistic automata (PA) [20]. A PA is a generalised
version of an MDP, where an action is an identifier for possibly multiple probability
distributions. Intuitively, we can translate any PA into an MDP by renaming actions
such that an action is an identifier for a single probability distribution. Thus, w.l.o.g. we
assume different actions for two commands ¢;, c; € C’ with overlapping guards, where
C’ is the command set of the single module M od:

Jval € Valve (val = g., Aval = ge,) = a¢, 7 Ao,
The semantics of the probabilistic program P’ in terms of an MDP is defined as follows.

Definition 2.9 (Semantics of a Probabilistic Program).

Let P' = (Var,VarDomain,vali,;, { Mod}) be a probabilistic program with only one
module M = (Var, Act, C). The corresponding MDP A = (S, A, P, Sini, AP, L) is given
by:

o S ="ValVor,
o A= ActU{r},
° P(S,Cl, S/> = Z{p] ‘ ceCa.=a,s ): Ges UZ(S) = S,}

Sinit = Valipit,

AP ={(v==x)|v € Var,x € VarDomain(v)}
o [:S 24P

Note that each state val € S of the MDP can be seen as a vector (v, ...,y,). The
entry y; = val(v;) is the value of the variable v; € Var.

Ezample 2.4 (PRISM Language). Listing shows a probabilistic program P,.,; with
two modules. The first module represents the example MDP illustrated in Figure 2.2
By parallel composition of both modules, the program P,,; induces the MDP shown in

Figure 2.3
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2. Preliminaries

Listing 2.1: A probabilistic program P,,; in PRISM Language.

mdp
module modl
s: [0..3] init O0;

[alpha] s=0 — 1: (s’=0);
[beta] s=0 —> 0.5: (s’=1) + 0.5: (s’=2);
[beta] s=1 —> 0.3: (s’=2) + 0.7: (s’=3);
[beta] s=2—> 0.3: (s'=2) + 0.7: (s'=3);
[alpha] s=3 — 1: (s’=3);
endmodule
module mod2
t: [2..4] init 2;
[beta] t=2 —> 1: (t’=3);
[] t=3 — 1: (t’'=4);
[alpha] t=4 — 0.5: (t’=3) + 0.5: (t’'=4);
[beta] t=4 — 1: (t’=4);
endmodule
// atomic propositions
label 7a” = (s=1);
label "b" = (s=2);
label 7g” = (s=3);
{a} {a}
7,1
s=1t=3 s=1t=4
5,0.5 3,0.7
«,0.5
0 o — {9}
—s=0t=2 5,03 s=31t=4 s=31=3
0. 1
3,0.5 @,0.5 !
7,1
s=2t=3 s=2,t=4|{b}
{0} U
3,0.3

Figure 2.3.: All reachable states of the induced MDP Mp_,.
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2.4. MTBDD

2.4. MTBDD

In this section we introduce multi-terminal binary decision diagrams (MTBDDs), which
are an extension of ordinary binary decision diagrams (BDDs) [10]. MTBDDs are a
symbolic data structure, which can be used to represent the state space or the transition
matrix of a probabilistic model. They have been first proposed in [21].

An MTBDD is a directed acyclic graph G = (V,E) representing a function
f : B" — D, where D is usually taken to be R. In particular, a BDD is a special
variant of MTBDDs, where D equals {0, 1}.

Let X = {x1,29,...,2,} be a set of boolean variables, which are totally ordered by
r1 < T3 < ... < x,. An MTBDD M is defined over the tuple x = (z1, za, ..., ;) accord-
ing to the total order. We distinguish between inner nodes I C V and terminal nodes
T CV,where INT =0 (and I UT = V). A labeling function lab : V' — (X UR)
specifies a label for each node with the following constraints: An inner node i € [ is
labelled with a variable, i.e. lab(i) € X, and a terminal node ¢ € T by lab(t) € R,
respectively.

The ordering of the nodes of the MTBDD M is imposed by z. Let 1,12 € I be two
inner nodes. They are ordered by i1 < iy, if lab(i1) < lab(iz). For a terminal node t € T,
it holds that ¢ < ¢ for all inner nodes ¢ € I. Furthermore, an inner node ¢ has exactly
two successors denoted by succy(i) and sucey (i), where i < succy(i) and i < sucey (7). A
terminal node has no outgoing edge, i.e. no successor.

An MTBDD M over x = (1, xa, ..., x,) represents a function fy(xy, zo, ..., z,) : B" —
R, where the function value of fy(x1, s, ..., 2,) is determined as follows. We start in
the unique root node of M. In each inner node i € I, if lab(7) is 0, we take the edge
to succy(i). Respectively for lab(i) = 1, we go to succy(i). Finally, the terminal node
t determines the resulting value lab(t). If lab(t) # 0, the corresponding valuation of
all boolean variables z is called a minterm of M. In the following, we also write fy/[z]
instead of fas(x1, z2, ..., xy).

Let M be an MTBDD over z = (z1, xa, ..., 2,,) and b € {0,1}. A cofactor M|,,—, is an
MTBDD over the variables 2’ = (z1, ..., %;_1, Tiy1, ..., T, ), which represents the function
fu(xy, oy io1,b, 01, ..., ;). Based on the definition of cofactors, we can write the
function fj; for an MTBDD M [11] as follows:

fM(wlaan 7xn) =T fM\xl:l + (1 - xl) : fM|w1:0

where the top node of M is labelled with z;.
Note that the cofactors M|,,—1 and M|,,—o are also MTBDDs defined over the variables
2’ = (xg,...,x,). They are recursively defined in the same manner.

17



2. Preliminaries

In order to provide a compact data structure, we reduce an MTBDD M without
influencing its function fy;. Intuitively, an MTBDD is reduced according to the following
rules:

e First, let t1,to € T be two terminal nodes in the MTBDD, which are equally
labelled, i.e. lab(t1) = lab(ty). Then we omit t5 and redirect all incoming edges to
t1. Analogously, if two inner nodes 71,45 € I are equally labelled and additionally
lead to the same successors (succy(i;) = succy(ia) and succy (i) = sucey(ia)), we
also store only ;. All incoming edges of i, are redirected to ;.

e We remove an inner node i € I, if succy(i) = succy(i). Then all incoming edges of
the node i are redirected to the unique successor succy(i) (= sucey (7).

e Finally, we omit the terminal node ¢y € T labelled with 0 (i.e. lab(ty) = 0) and
delete all incoming edges of .

In the following, we assume that all MTBDDs are stored in a fully reduced form.

Ezample 2.5 (Reduced MTBDD). Figure 2.4|(a) illustrates an example MTBDD over
(21,2, 23, x4), which is transformed into fully reduced form (Figure 2.4(b)). In general
an inner node ¢ € [ is represented by a circular node and a terminal node ¢t € T by
a square one. For each inner node the edge to succy(i) is indicated by a dashed line,
whereas the edge to succi (i) by a solid one.

€ X
X2
T3 /

Ty !

Figure 2.4.: An example MTBDD (a) stored in fully reduced form (b).

18



2.4. MTBDD

Let M = (S, A, P, Sinit, AP, L) be an MDP. We can represent a set of states ' C S by
an MTBDD, where each state is encoded binary. In order to guarantee a unique state
encoding, the function e has to be injective:

e: S —B"

where n > [logs(]|S|)]. Note that we require at least [logs(|S|) boolean variables, but
in practice we use a more structural encoding with even more variables. This encoding
scheme is presented in Chapter

We represent a set of states 7' C S by an MTBDD MT'. In particular, this MTBDD
is also a BDD, because there are only two terminal nodes tq, t; with lab(ty) = 0 and
lab(t;) = 1. If we encode the state space S with n boolean variables, the MTBDD
function takes also n variables as input. Intuitively, the function fy7 : B" — {0,1}
maps a state encoding e(s) to 1, if and only if the state s is in T"

1 ifseT
0 otherwise

furle(s)] = {

Based on the state encoding, we can also represent the transition matrix of the MDP
M with an MTBDD. The probability function P(s,a,s’) has three parameters, which
we all encode binary. Thus, beside the state encoding e, we also specify an injective
action encoding e4 : A — B™, where m = [log2(|A])].

The MTBDD P, representing the transition matrix P, is defined by the function
fp: B 5 R with

fP[ 6(‘9)7 eA(a)’ 6(8/) ] = P(87 a, 3/)

where s, € S and a € A.

For a DTMC D = (S, P, so, AP, L), we omit the action encoding, which leads to
frle(s) e(s') | =P(s, )

where 5,5 € S.

Ezample 2.6 (MTBDDs representing States and Transitions). The Figure shows two
exemplary MTBDDs based on the DTMC illustrated in Figure 2.1} The first MTBDD
T in Figure [2.5(a) is defined over the boolean variables (z1, ). We encode each state
binary with these boolean variables, i.e. e(sg) = 00, e(s1) = 01, e(s2) = 10, e(s3) = 11.
The MTBDD T represents the set of states Sy = {s1, s2}, e.g. frle(s1)] = fr(0,1) = 1.

Furthermore Figure R.5|b) shows the transition matrix of the DTMC (Figure

encoded as an MTBDD P over (x1, zg, ], ). We encode the source state of the transi-
tion binary with the variables x1,z¢. Analogously, the destination state is encoded with
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2. Preliminaries

primed variables ,z,. Thus, the MTBDD P represents the function fp : B* — [0, 1],
where for example fple(sy),e(s3)] = fp(1,0,1,1) = 0.6 .

T

Zo

Tt Ly

1 0.5 0.4] 0.6 1
(a) MTBDD T repre- (b) MTBDD P representing the transition
senting a set of states matrix

Figure 2.5.: Example MTBDDs representing a set of states and a transition matrix.

Note that the commonly used variable ordering is an interleaved sequence of source
and destination variables. In the example this leads to 1 < 2] < zg < . In general,
the variable ordering significantly influences the size (i.e. the number of nodes |V|) of
an MTBDD and is therefore covered in more detail in Section .3
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3. From Probabilistic Programs to
MTBDDs

In this chapter we describe the conceptual view of symbolic model checking with
MTBDDs. In particular, the description is based on the implementation in the model
checker STORM. The accepted model types are DTMCs and MPDs given by a proba-
bilistic program in the PRISM language. We first establish a symbolic representation
based on MTBDDs for the given models (Section . In particular, we focus on the
definition for MDPs, because the MDP representation is also applicable to DTMCs.
Note that any MTBDD M represents a function f,;, thus we describe the whole con-
struction process by operations over functions. Afterwards in Section [3.2] we focus on
the model checking algorithms for MDPs (and DTMCs). Overall, given a probabilistic
program and some quantitative properties in PCTL, the MTBDD representation and
the corresponding algorithms enable automated analysis. Finally, Chapter {4 provides
some case studies and performance benchmarks.

3.1. Model Representation

In this section we describe the construction of the MTBDDs representing an MDP.
First, we present the required encoding schemes and consider the representation of states
(Section . In Section we introduce expressions, which are used to represent
the update functions and atomic propositions. Based on the expressions, we represent a
command in the probabilistic program by an MTBDD (Section [3.1.3). When combining
these commands in Section we have to consider the synchronising actions and
different kinds of non-determinism. In general, we mainly focus on the transition matrix
of the probabilistic model, which requires the most complex operations w.r.t. time and
resources. The representation of the transition matrix is based on the one in PRISM
described in [11].

3.1.1. Variables

Let P = (Var,VarDomain,val;,;;, M) be a probabilistic program, which symbolically
represents an MDP M = (S, A, P, sini, AP, L). In Section we have introduced a
state encoding function e : S — B" for the MTBDD representation, which intuitively
enumerates all states. In practice we use a more structural approach based on vari-
able encodings. As seen in the Definition [2.9] a state s € S is a valuation over all
variables Var, i.e. s(v) is the value of variable v in state s. We encode each variable
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3. From Probabilistic Programs to M TBDDs

v € Var = {vy,...,v,} and combine all variable encodings to the whole state encoding.
Let [a, b] = VarDomain(v) be the domain of variable v. We represent all possible values
of v by a tuple v = (a,a+1,...,b — 1,b), where v(i) denotes the (i + 1)-th entry of v. If
a = 0, we encode the variable v, i.e. all possible values in [0, ], by

ey :{0,...,2" =1} = B™, z+— (x),

where m is the lowest possible index such that 2 > b. Furthermore, (-); denotes the
standard binary representation of an integer value.

Note that the encoding functions e, is specified for domains of the form [0, b]. If the
lower bound does not equal zero, i.e. [a,b] with a > 0, we shift the whole domain to
[0,b — a]. Based on the variable encodings, we define the state encoding as follows:

€. S — Bml++mn; S (67.)1 (yl) RS e'Un (yn))

where a state s is represented as a tuple (yi,...,y,) of variable values and m; is the
number of binary variables to encode the variable v;.

In addition, each variable v € Var is itself represented by an MTBDD M, which is
based on the encoding function e,. The variable MTBDD M, is defined by the function
fo : B™ — R, such that

folew (9)] = w(7)

forall0 <¢ < 2™ —1.

If the vector v does not contain exactly 2™ entries, we add 0-entries beyond the upper
bound of the domain, such that v = (a,a 4+ 1,....;b — 1,5,0,...,0) and v contains 2™
entries. In order to guarantee only valid states with respect to the variable domain, we
define an MTBDD M, (). We refer to r(v) as the range of variable v. The MTBDD
M, is defined by the function f,(,), which maps the encoding of index ¢ to 1, if and
only if v(7) is not an additional O-entry:

0 if v(i) is an additional 0-entry

1 otherwise

fr(w) lew (1)] = {

If we consider a transition between two states s and s, where the variable v does
not change, an identity MTBDD M;q(, represents this behaviour. The MTBDD M;q(.,
takes two variable encodings as input. The first encoding represents the old value for v,

respectively the second encoding with primed variables the new value after the transition.
The MTBDD Mg, is formally defined by the function:

1if v(i) = (@)

0 otherwise

fid(v) [ev (l) ) € (ll)] - {
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3.1. Model Representation

For a set of variables Vaar’ = {vi,vs,...,vn} € Var, the MTBDD M;q(y4,) represents
the identity function of all variables in Var’, i.e.

fidvary = fid(w) * Jid(ws) = * fid(om)

Ezample 3.1 (Variable MTBDDs). Figure illustrates the MTBDDs of the variable
t € [2,4], which is taken from the second module of P.,; (2.1). In particular, Figure
3.1)(a) illustrates the variable MTBDD M, over (x1,z0). The corresponding encoding
function e; : {0,1,2,3} — B? requires a shift of the whole domain to [0, 2], such that

ft[et<0)] = ft(()?O) =2 ) ft[et(l)] = ft(07 1) =3 ) ft[et(Q)} = ft(170) =4
The MTBDD M, ;) (Figure[3.1{b)) covers the range of ¢ and the Figure[3.1|(c) the identity

function.

X1

T L1 Lo D\Q
/ ! ’
/ ' 4 O

! !

~
~
N s
~ s

~

1 1

=~

8
S
I
=)
8
)

(a) M (b) M, (¢) Mg

Figure 3.1.: MTBDDs for the variable ¢ € [2,4].

3.1.2. Expressions

Expressions are mainly used to represent update functions and atomic propositions.
In the implementation we allow the expressions over a set of variables Var shown in
following Definition 3.1} where we distinguish between general expressions and boolean
ones.

Definition 3.1 (Expressions).
All expressions ExprV® over the set of variables Var are defined by the grammar:

® expressions

U= ®|cp|v| =0 | (U 0W,) | IF®THEN U, ELSE U,

where o € {4+, —,,/}, cg € R and v € Vaar. ® is a boolean expression.
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3. From Probabilistic Programs to M TBDDs

e boolean expressions

b = Co,1 | Vo,1 | - | (CI)1 /\(I)Q) | (\IIIO\IIQ) | IF ® THEN q)l ELSE (I)Q

where o € {=,#,<,>,<,>}, co1 € {0,1} and vy; € Var is a boolean variable
(i.e. VarDomain(vgy) = [0,1]). ¥; and Wy are expressions.

The Definition [3.2] provides some corresponding MTBDD operations defined by func-
tions. Note that for a variable expression ¥ = v, we use the variable MTBDD M, defined
in the previous Section B.1.1] Given a variable valuation val € ValV®", we evaluate an
expression e € ExprVe to a certain value in R. In particular, boolean expressions eval-
uate only to boolean values true (= 1) and false (= 0). Let b € Ezpr'*" be a boolean
expression. We write val = b, if and only if val satisfies b. Each atomic proposition
a € AP is connected with a set of states labelled with a. In practice this set of states is

characterised by a boolean expression b, € Expr” ", where a state s € Val"" is labelled
with a, if s = b,.

Definition 3.2 (MTBDD Operations).

e U=[F & THEN ¥, ELSE U,
) felz] if felz] =1
f\p[i] =

fu,|z] otherwise

o U =¢

fulz] = ¢ ,where ¢ € R.
o U=y

folz] = folz]
o =7 ANDy

0 otherwise

k@:{lﬁﬁﬂﬁzww@@zl

o &= (T, =1y
fole] = {1 if fulz] = fu,la]

0 otherwise

Ezample 3.2 (Expression MTBDD). Figure illustrates the MTBDD representing the
(boolean) expression ® = (v' = v + 1) over the variables Var = {v,v'}. This MTBDD
is build recursively by combination of all sub-formulas, where the variable v is encoded
with = (x1, z0) and v' with 2’ = (2, x}). The corresponding boolean function is given
by:

0 otherwise

Folz, 2] = {1 if (Ful] = fula] + £

24



3.1. Model Representation

s
s

|
/
l’oo\

Figure 3.2.: The expression v' = v + 1 in MTBDD representation (v,v" € [0, 3]).

1

3.1.3. Commands

Now we consider the transition probability matrix P of the given model. As described
in Section 2.4 the matrix is represented by an MTBDD P. For the state encoding
we use the structural encoding function e : S — B", introduced in Section [3.1.1] For
Mod; = (Var;, Act;, C;), we translate a command ¢ = (a, g, (p1,U1), ..., (Pm, Unm)) € C;
into an MTBDD M.. In the theoretical background we have defined an update function
Uj : Valv* — ValVi, which specifies the destination state s’ € S based on the
source one s. In practice the function U; is represented by an expression of the form
vy = e; A ... ANvl, = e, where ¢, € ExprV® and Var; = {vy,...,v;}. Intuitively, the
term v; = e; denotes the update of the variable v;, which gets a new value based on the
evaluation of the expression e; assigned. Note that if a variable v; remains unchanged
during an update, we omit the term of the form v; = v; in the syntactical representation.
Implicitly, all variables v € Var \ Var; do not change, because only variables in Var;
can be written by commands in C;. Hence, we represent any update expression in ¢ by
an MTBDD with the function fy, : B"™ — R (see Section . In practice, we first
represent the expression ¢; by an MTBDD over the non-primed variables. Afterwards,
we take the MTBDD M,, over the primed variables and apply the equality-operator on
both MTBDDs. The probability p; € [0, 1] of the update U, is interpreted as constant
MTBDD with function f, . Overall, the MTBDD M, representing the command c is
defined by the function f, : B"™" — R:

N
X
I
2
N
15
I

= e(s)] = fy. [2] - (f: £, fo, L& x_'])

Note that the guard g. is a boolean expression over all variables Var, which defines
a subset of states S,, C S satisfying this guard. An MTBDD with boolean function
fg. represents this set S,., such that f,.[e(s)] = 1 if and only if s € S, , otherwise

Jo.le(s)] = 0.
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3. From Probabilistic Programs to M TBDDs

Ezample 3.3 (Command MTBDD). The Figure shows the MTBDD M, representing
an example command ¢, which is given by (s € [0, 3]):

[] s=1 — 0.3: (s’=2) + 0.7: (s8'=3);

0.3 0.7

Figure 3.3.: The MTBDD M. representing the example command c.

3.1.4. Synchronising Actions and Non-determinism

Now we consider the synchronising actions Act in the probabilistic program P and the
non-deterministic choices, which arise during the construction. The steps of the con-
struction are described in the following.

First, we are confronted with local non-determinism, i.e. two commands with the same
action and overlapping guards within a module. Let n; be the maximum number of non-
deterministic choices in a state s € .S of the MDP, where n; is bounded by the number
of commands in P. Let Mod; = (Var;, Act;, C;) be a module. To resolve the local
non-determinism in C;, we partition the set of commands C; into subsets C; 1, ..., C; ,,
such that for two commands ¢, co € C;; with a., = ac,:

Yoal € ValVei (val W g., V val = ge,)

Intuitively, each set C;; contains only commands without overlapping guards for the
same action. The index [ denotes the [-th non-deterministic choice, where 0 < [ < nj.
Note that if a module has fewer non-deterministic choices than n;, we get some empty
subsets C;; = ). In the following, we combine all sets of commands to the whole tran-
sition matrix. We distinguish between commands with the non-synchronising 7-action
and commands with a synchronising action a € Act.

First, we combine all commands for a specific local non-deterministic choice [. In
particular, the commands with a 7-action for a certain module Mod; represent always
a non-synchronising behaviour towards the other modules. The variables Var \ Var;
remain unchanged during these 7-transitions, thus we multiply the identity matrix of
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the other modules:

/ N E fC[Qa Ql] ) H fid(Varj)[£7£,] if Cz‘,l 7£(Z)
(8 )] - {ceC; 1,ac=T}

frilz=e(s),2' =e i

0 otherwise

In contrast, for each synchronising action a € Act; in module Mod; we synchronise
between other modules Mod; € M, which also contain this action a. The commands in
the remaining modules without action a move in a non-synchronising way just like the
T-labeled commands:

falz=e(s).2’ =e(s)] = ] ool I fawalz 2]

{ilacAct;} \{c€C; ,ac=a} {ilagAct;}

So far we have combined the commands for each local non-deterministic choice [, for
each module in M and for each action ActU{7}. We define a tuple z of boolean variables
to encode these non-deterministic choices, i.e. actions, scheduling between modules and
local non-determinism. The corresponding encoding function e,4 is defined by:

ea:Act x M x {1,...,n} = B™ (a,i,0) = z = (2m, ..., 21)

where m = |Act| + |M| + n;.

Finally, we combine all subsets of commands and add the specific non-deterministic
variables z for each subset:

f’r,-,l [£7 Ql] Zf a=T
frlz=-eala,i,l),z =e(s),2' = e(s')] = { falz,2'] if a€ Act
0 otherwise

The MTBDD Mp representing the transition matrix P of the given model is defined by
this boolean function fp [11].

FEzample 3.4 (Partitioning and Transition Matrix). Figure illustrates the partitioning
of all commands in the probabilistic program P, (Listing . Each partitioning
contains only non-overlapping guards, i.e. no local non-determinism. Based on the
partitioning, we construct the whole MTBDD representing the transition matrix, which
is shown in Figure Overall we use four variables z = (z3, 22, 21, 29) to encode the
non-deterministic choices. In particular, the variables z3, z9 encode the action, where
7 =00, « =10 and § = 01. The variable z; encodes the choice between modules. Note
that z; always equals 0, because P..o contains only one module. The last variable z,
is used to encode the local non-determinism. There are at most two non-deterministic
choices in a state s € S. Thus, zgp = 0 and zyg = 1 represent the first and the second
choice, respectively.
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3. From Probabilistic Programs to M TBDDs

Listing 3.1: A probabilistic program P,,s.

mdp
module modl
t: [0..2] init O0;

[beta] t=0 — 1: (t’=1);
[] t=1 — 1: (t'=2);
[alpha] t=2 — 0.5: (t’=1) + 0.5: (t’=2);
[beta] t=2 —> 0.5: (t'=0) + 0.5: (t'=1);
[beta] t=2 —> 1: (t’=2);

endmodule

/
/

/ / /
I /

1 0.5 1 0.5

T Q X T T
| //
X T T Q X
|
| g

(a) Mz 1 (b) Mo (c) Mg (d) Mg

Figure 3.4.: Partitioning of the probabilistic program P,,s.
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<3
22
21
20
T

Zo

Figure 3.5.: The transition MTBDD of P,,,.

3.2. Model Checking Algorithms

In the last Section [3.I] we have covered the construction and succinct storage of prob-
abilistic models with MTBDDs. Now we present the model checking algorithms for
these models. Thereby, we mainly focus on MDP model checking, because the MDP
algorithms are also applicable to DTMCs. First, we consider PCTL state formulas as
introduced in Section 2.2 In the next Section B.2.2 we extend the definitions to PCTL
path formulas.

3.2.1. State Formulas

Given a state formula ®, we determine the set of states satisfying this formula. To
be consistent with the model representation, each satisfaction set is represented by an
MTBDD (in fact a BDD). Thus, similar to the recursive definition of a PCTL formula,
we define boolean functions f : B" — {0,1} for the operators true,a,—, A in a state
formula:

e Case 'true’:
The satisfaction set of true includes all states of the given model, i.e.

fSat(t'rue) [& = 6(5)] =1
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3. From Probabilistic Programs to M TBDDs

e Case 'a’:
An atomic proposition a € AP is encoded by the boolean function f, : B — {0, 1}
in the following manner. If a state s € S is labelled with a, i.e. s satisfies the
boolean expression connected with a, then f,[e(s)] = 1. Otherwise, e(s) is mapped
to 0. Based on the function f,, we define the satisfaction set:

fsat(a)[z = e(s)] = falz]

e Case '
For the PCTL formula —®, the operator — inverts the satisfaction set of the sub-

formula @, i.e. Sat(—=P) = Sreaen \Sat(P). The set S,eaen € S denotes all reachable
states.

1 - fSat(fb) [Q} Zf s € SReach
at(~) [T = €(s)] = .
Jsai(-o)] (s)] {O otherwise
e Case ‘N’
The satisfaction set for the formula ®; A @, is developed by recursive combination
of the satisfaction sets for the sub-formulas ®; and ®,:

Fsat@inaa) 2 = €(5)] = fsat@)[2] - fsat(@s)[Z]

Note that for PCTL state formulas, there is no difference between MDP and DTMC
model checking.

3.2.2. Path Formulas

Based on Section [3.2.1] we provide algorithms to compute the probability of a given
PCTL path formula with the operators ), U=* U. First, we focus on the most complex
calculations for the until operator (U). For an until formula ¢ = ®;U®,, we apply some
preprocessing algorithms via graph analysis. These preprocessing algorithms determine
all states, which satisfy the formula ¢ either with probability 0 (Sp) or 1 (S;). Thus,
we can reduce the effort in the following calculations, because we consider only states
with a probability 0 < p < 1. We denote this set of states by S; = S\ (Sp U Sy).
Furthermore, preprocessing avoids some round-off errors regarding the extremal values
(0 and 1). For MDPs, there are four different preprocessing algorithms depending of
determining minimal or maximal probabilities, respectively probabilities equal to zero
or one. One algorithm, called Prob0A, is exemplary shown in the following Algorithm
The Prob0A algorithm is quite simple compared to the other algorithms, which are
shown in [11].
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Algorithm 3.1 Prob0A( fe, [z],fe,[z])
Jresz] == fo,[2]

done := false
while done = false do

fimpl2!] = SwapVariables(fres|z], z, 2')
fimplz, ] = Exists Abstract( fimpl2'] - fp]z, 2], 2')
frmplZ] = (femplZ] A fa,[2]) V fa,(2)

if ftmp[i] = fres [E] then

done = true
end if

fres [&] = ftmp[ﬁ]
end while
return —f,.. (x|

Intuitively, the algorithm Prob0A determines all states, which independent of the
non-deterministic choice surely reach a state not satisfying ®; before a ®,-state or never
reach a state satisfying ®,. The states are determined via graph analysis, thus the al-
gorithm uses a simplified transition matrix P’. First, we initialise the set of states res
represented by the function f,..; with all states satisfying ®,. In the while loop we add
further states to this set, if a state satisfies ®; and there exists an action potentially
leading to a state currently in res. We exit the while loop, if there are not any new states
during one iteration. Overall, the number of iterations is limited by the number of states
in the model, i.e. |S|. In the end, we take the complementary set S \ res, such that for
all states in this set, there does not exist a possible resolution of non-determinism with
a reachability probability greater than zero.

Note that we determine the set res via graph analysis, because we can abstract from
the actual probabilities in the system and map all non-zero probabilities to one to in-
dicate that there is some transition. Thus, the Prob0A algorithm uses an MTBDD P’
representing a modified transition matrix, which is defined by:

1 af 32 € B". fpl2,z,2'] >0

0 otherwise

frlz oz, 2] = {

The operation SwapV ariables(fres|z], z,2") renames all variables in f..s[z] from z into
2’ and vice versa.

The algorithm Prob0A requires another operation FxistsAbstract on MTBDDs. This
operation takes an MTBDD and a tuple of variables, from which we want to abstract,
as input. Formally it is defined as follows:

1 3 eB™flz,z] >0

0 otherwise

ExistsAbstract(f|z, z], z) = {
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3. From Probabilistic Programs to M TBDDs

For ProbOFE, we also require Universal Abstract, which is similar defined by

1 YV eB"fl2,z] >0

Universal Abstract(f|z, z], z) = _
0 otherwise

After the preprocessing step, we compute the exact probabilities of the remaining
states S;. For MDP model checking, we use an algorithm called value iteration [22].
Algorithm shows this algorithm for either minimal or maximal probabilities depend-
ing on the input parameter Y € {min, max}. Let ®;U®dy be the PCTL formula. The
algorithm also takes the two satisfaction sets of the sub-formulas ®; and ®, represented
by an MTBDD (fg, and fs,) as input.

Algorithm 3.2 MDPUntil(Y,fe,[z],fs,]2])
if Y = muin then
folz] == ProbOE(fe, [z],fe,[z])
filz] = ProblA(fs, (2], fo.[z])
end if
if Y = maz then
folz] == ProbOA(fs, 2], fe,[z])
filz] = ProblE(fe,[z],fe,[z])

—

end if

flz] = =(filz] Vv folz])
fpf[z,z,z] = folz] - fprlz, 2, 2]
fres[@] = fl[g]

done := false
while done = false do

fimpl2'] = SwapV ariables(fres[z], z, ')

fimplz, 2] = ExistsAbstract( fumpl2'] - frlz, x, 2'], 2")
frmplz] = Abstracty (fomplz, 2], 2)

zﬁmp[] —mﬁmp[]+1h[]

if Precision( fimp|z], fres[z]) < € then
done = true

end if
fres [&] = ftmp[&]

end while
return f,.q[z]

The function Abstracty intuitively abstracts from the given variables by picking either
the minimal or maximal function value depending of Y:

min {f[z’,z]} if Y =min

Abstracty(flz, x], z) = ;E::{f[ z]} if Y =max

/eBm
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3.2. Model Checking Algorithms

The function Precision( fump|z

|, fres|z]) calculates the maximal difference between the
function values, i.e. max | frmp|2]
z'eBn

— fres|2’]| . If this difference is lower than a specified

threshold e, the algorithm terminates. If we use the introduced preprocessing algorithms,
it can be proven that this fix-point iteration always terminates for a non-zero e [23].

Based on the algorithm for the until operator, we derive the other algorithms for
bounded until (U=*) and next (). The main difference between these algorithms is
the number of times the matrix-vector product needs to be computed. In the value itera-
tion algorithm for until, we loop until we get a convergence determined by the threshold
€. For the bounded until formula <I>1U§k<I>2, we make all target states ®, absorbing and
loop exactly k times. Finally, for the next operator (), we loop only once.
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4.

Evaluation

The implementation described in the previous Chapter [3]is realised in about 4000 lines
of C++ code in the model checker STORM. In this Chapter we first provide some per-
formance benchmarks of some common models (Section . In particular, we compare
the results to the state-of-the-art model checker PRISM [I]. In the following, in Section
we test a method, called Chaining, to calculate all reachable states of a given model.
In Section we consider the meta-variable ordering in a given probabilistic program.
In particular, we show the significant influence on the size of the MTBDD representing
the transition matrix. We also provide a first heuristic to order all meta-variables.

In general, we consider the following probabilistic programs:

synchronous leader election protocol (DTMC) [24]
Given a number of processors in a synchronous ring structure, these processors are
able to elect a leader based on the protocol.

crowds protocol (DTMC) [25]

The crowds protocol provides an opportunity for anonymous web browsing. All
packets of a community member are routed in a randomised fashion, such that the
model is represented by a DTMC. Note that we use a slightly modified version of
the probabilist program (see Appendix [A]).

asynchronous leader election protocol (MDP) [24]

This protocol is a variant of the synchronous leader election protocol, where all
processors are not synchronised any more. Thus, we also get non-deterministic
choices represented by an MDP.

IEEE 802.11 Wireless LAN (MDP) [26]

This program models the carrier sense multiple access with collision avoidance
(short CSMA/CA) mechanism of the WLAN standard 802.11. All stations in the
network non-deterministically try to send a packet, while they use a randomised
backoff mechanism to avoid collisions.

randomised consensus shared coin protocol (MDP) [27]
The shared coin protocol models a collective random walk of processes. It requires
the number of processes N and a constant K > 1 as input.
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e firewire root contention protocol (MDP) [2§]
This protocol models the leader election protocol of the IEEE standard 1394. The
IEEE 1394 High Performance Serial Bus (called FireWire) is used to transport
video and audio data within a network.

e bounded retransmission protocol (MDP) [29]
The bounded retransmission protocol, short brp, is a variant of the alternating
bit protocol. This protocol sends a file divided into chunks, while it allows only a
limited number of tries for each chunk.

All benchmarks have been run on a machine with an Intel Core i7 processor and 4GB
main memory, running Apple Mac OS X 10.9 Mavericks.

4.1. Performance

In this section we measure the performance of our implementation in STORM compared
to the one in PRISM. We show that the performance of the STORM implementation
is competitive to the state-of-the-art model checker PRISM. First, we consider the time
for the construction of the transition matrix, whereby the algorithms in PRISM and
STORM are quite similar. The following Table [4.1] shows the results, where ”MTBDD”
denotes the size (i.e. the number of nodes) of the MTBDD representing the transition
matrix.

construction (s)
model N K states MTBDD | PRISM STORM
synchronous 5 8 131522 1540582 0.171 0.111
leader 5 9 236746 3345130 0.297 0.203
chrowds 15 5 586242 183680 2.836 2.450

20 5 2036647 831299 | 213.638 185.310
asynchronous 8 18674484 392068 0.332 0.205
leader 9 167748115 868229 0.434 0.281
10 1516496449 1726990 0.507 0.339
csma 4 4| 133301572 553488 0.285 0.140
4 6 | 39051159469 3589198 0.483 0.590
coin 4 4 43136 2336 0.111 0.056

Table 4.1.: PRISM vs. STORM (construction).

Beside the construction of the transition matrix, we also perform a reachability anal-
ysis on the state space. Thus, we reduce the transition matrix to only reachable states,
because it significantly reduces the effort for the model checking algorithm later. Then,
for any PCTL formula, we calculate the corresponding probabilities only for the reach-
able states. The following Table [4.2] shows the performance of the reachability analysis
in STORM and PRISM. The "factor” is defined by the time in PRISM divided by the
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time in STORM. While the algorithms are nearly identical in both implementations, the
implementation in STORM is slightly faster than the one in PRISM, i.e. the construc-
tion requires up to 41 percent less time. One reason might be some low-level details
leading to a faster execution.

reachability (s)
model N K states MTBDD | PRISM STORM | factor
synchronous 5 8 131522 1540582 22.74 16.05 1.41
leader 5 9 236746 3345130 56.14 41.32 1.35
chrowds 15 5 586242 183680 0.91 0.88 1.03
20 5 2036647 831299 8.01 5.97 1.34
asynchronous 8 18674484 392068 46.38 36.17 1.28
leader 9 167748115 868229 204.54 141.11 1.44
10 1516496449 1726990 | 611.81 401.03 1.52
csma 4 4| 133301572 553488 65.55 38.37 1.71
4 6 | 39051159469 3589198 | 626.62 411.83 1.52
coin 4 4 43136 2336 0.09 0.07 1.28

Table 4.2.: PRISM vs. STORM (reachability).

For further improvements, the relation between construction and reachability might
be interesting. The comparison is illustrated in Figure [£.1] Usually the time spent
on constructing the model is a lot less than computing the reachable state space. An
exception is the crowds protocol, where around 85 percent of the time is spent on the
construction of the transition matrix. In Section we see that the percentage for the
crowds protocol heavily depends on the variable ordering.

100 5
] ] [ ] _
80 | a
60 a
SN
40 | a
20 | a
0 L _\— _\— _\— _\— -\— T T .
csma async. Sync. firewire brp coin crowds
leader leader
l1construction

00 reachability

Figure 4.1.: Relative time for construction and reachability.
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4.2. Chaining

In the last Section we have seen that the reachability analysis requires a significant
amount of time, but it is inevitable to reduce the effort for verification. Now we take a
closer look at the algorithm to calculate all reachable states. The standard algorithm is
a breadth first search (BFS) illustrated in Algorithm

Algorithm 4.3 BFS(sj,i, A, P)

All = {Sinit}
repeat
changed = false
New = AllU{s" | P(s,a,s') >0,s € All,a € A}
if New # All then
changed := true
end if
All = New
until changed = false
return All

In the STORM implementation we have also tested another approach called Chaining.
This approach has been successfully applied to petri-nets. In the Chaining algorithm
(Algorithm [4.4)) we divide the MTBDD Mp representing the whole transition matrix into
sub-MTBDDs Mp,,, ..., Mp,, representing the matrix for a certain action. We partially
update the reachable states in each iteration by multiplying these sub-MTBDDs for any
action. Note that for models with just one action, i.e. |Act| = 1, the Chaining algorithm
and the BFS are identical.

Algorithm 4.4 Chaining(s;,;, A, P)
All = {Sinit}

repeat
changed = false
New = All

for all « € A do
New = New U {s' | P(s,a,s’) > 0,s € New}
end for
if New # All then
changed := true
end if
All = New
until changed = false
return All
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iterations memory peak (MB) time (s)
model N K | Chaining BFS | Chaining BFS | Chaining BFS
synchronous 5 8 6 7 319 317 15.55  15.38
leader 5 9 6 7 660 662 40.31  39.98

6 8 7 8 1495 1508 177.87 177.10
asynchronous 8 29 94 118 187 45.70  36.17
leader 9 35 112 325 335 169.30 141.11

10 41 131 723 629 555.03 401.03
csma 4 4 152 179 175 174 61.59  38.37

4 6 162 195 844 725 | 144734 411.83

Table 4.3.: Chaining vs. BFS (reachability).

The experimental results with Chaining compared to the ordinary BFS are shown in
Table 1.3 Overall, the Chaining algorithm does not improve the reachability analysis,
i.e. it does not lead to a reduced time or less memory requirements. More specifically,
the Chaining algorithm reduces the number of iterations in the while loop compared to
the BFS (see Figure . But the Figure illustrates that it also requires more time
per iteration leading to an overall worse performance. One reason are the more complex
computations required for the partial updates.

1terations

200
160
120
80
40
0

__ B
[ || -] ] . . l L | L | L | |
syr‘lc. sy‘nc. syﬁc. asy‘nc. asy‘nc. asy‘nc. csr‘na, csfna
leader leader leader leader leader leader 44 46
58 59 6 8 8 9 10
I1Chaining
lo BFS

Figure 4.2.: Chaining vs. BFS (iterations).
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Figure 4.3.: Chaining vs. BFS (time per iteration).

4.3. Variable Ordering

In this section we consider different variable orderings for the MTBDD representing the
transition matrix. The size, i.e. the number of nodes, of the MTBDD significantly
influences the performance of all MTBDD operations. Figure [I.4] illustrates two order-
ings of an identity MTBDD. Thereby, we change the ordering of the binary variables,
which are used to encode the variables Var in the probabilistic program. In [30] the
common interleaved ordering (Figure [1.4|b)) is extensively tested and it is shown that
this heuristic ordering usually performs rather well. In such an interleaved ordering, a
binary variable z is followed by its primed version ', i.e. zp < ([ < ... < T, < 2,
where the variables Var are encoded with m binary MTBDD variables.

T x1
/

To 7

. N

) 0
/

, X

Ty 0 .

1
(a) intuitive order (b) interleaved order

Figure 4.4.: An identity MTBDD with different variable orderings.
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While the ordering of binary variables in an MTBDD has already been considered in
many other papers, we take a closer look at the ordering of the variables in Var, i.e. the
order of definition in the probabilistic program. In the following, we denote a variable
v € Var by the term meta-variable to distinguish between the binary encoding variables
x1, ..., T, and original variable v.

Ezample 4.1 (Meta-Variable Ordering). Figure illustrates two orderings of the ex-
ample meta-variables vy € [0,3] and vy € [0, 1], where v; is encoded by v _xg, v1_x; and
vy by vy_xy. Accordingly, the primed variables are vy _z(,v, -2} and vy_xj,. Furthermore,
both MTBDDs represent the following commands:

[] v1=0 & v2=0 — 1: (v1'=0) & (v2'=0);
[] v1=0 & v2=1 — 1: (v1'=1) & (v2'=1);

V1-T1 Q V2T

! ’

V1T Q Vg1, Q

V1_To Q V1-T1 Q

V11, vy Q
// |
V2T Q V1-Xo Q
| |
/ /
V2-To Q U1-To Q

1 1

AOAOA

(a) v1 < w2 (b) vg < vy

Figure 4.5.: An example MTBDD with different meta-variable orderings.

Table [£.4] provides the MTBDD size and construction time for different meta-variable
orderings in the crowds protocol. The worst-case size of the MTBDD is about factor
57 greater than the optimal size. The size of the MTBDD correlates with the required
memory, which ranges between 25MB and 1832MB. In addition, the MTBDD size
corresponds to the overall model construction time (= construction of the transition
matrix + reachability analysis). For a system given in terms of a probabilistic program,
we have figured out that the meta-variable ordering significantly influences the size of
the MTBDD and the time for model checking, respectively. Thus, we take a closer look
at a useful meta-variable ordering in the following.
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meta-variable ordering MTBDD | construction | memory peak
(s) (MB)
phase,good,lastSeen,run/observe 22797 0.31 25
lastSeen,run/observe,phase,good 28119 0.69 29
phase,run/observe,lastSeen,good 852686 150.05 885
run/observe,phase,good,lastSeen | 1303783 739.95 1832

Table 4.4.: Influence of the meta-variable ordering (Crowds 20.5).

We first consider programs with only one module or without a synchronising action.

We have tested different meta-variable orderings within a certain module. The following
Table shows the detailed experimental results of the crowds protocol.
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| MTBDD | construction(s)

phase[5], good|[2], lastSeen[20], run/observe|6]
good|[2], phase[5], lastSeen[20], run/observe[6]
phase[5], lastSeen[20], good[2], run/observe|6]
good[2], lastSeen[20], run/observe[6], phase[5]
lastSeen[20], good|[2], phase[5], run/observe[6]
lastSeen|[20], phase[5], good[2], run/observe|6]
phase[5], lastSeen[20], run/observe[6], good|2]
lastSeen[20], phase[5], run/observe[6], good|[2]
lastSeen[20], run/observe[6], good[2], phasel[5]
lastSeen[20], run/observe[6], phase[5], good|2]
good[2], lastSeen[20], run/observe[6], phase[5]
lastSeen[20], good[2], run/observe[6], phase[5]
phase[5], good[2], run/observe[6], lastSeen[20]
good[2], phase[5], run/observe[6], lastSeen[20]
phase[5], run/observe[6], lastSeen[20], good|2]
phase[5], run/observe[6], good[2], lastSeen[20]
good[2], run/observe[6], lastSeen[20], phase|[5]
run/observe[6], lastSeen[20], good[2], phase[5]
run/observe[6], lastSeen[20], phase[5], good|[2]
run/observe[6], good|[2], lastSeen[20], phasel[5]
good[2], run/observe[6], phase[5], lastSeen[20]
run/observe[6], phase[5], lastSeen[20], good|2]
run/observe[6], good[2], phase[5], lastSeen[20]
run/observe[6], phase[5], good[2], lastSeen[20]

22797
22808
22872
23003
23021
23073
23317
23518
28104
28119
28454
28472
831299
831310
852686
901196
1051735
1053524
1053539
1134411
1203365
1255273
1286041
1303783

0.31
0.31
0.28
0.28
0.29
0.30
0.41
0.38
0.70
0.69
0.55
0.69
81.21
180.09
150.05
106.13
379.18
443.02
456.69
801.25
653.33
715.90
749.49
739.95

Table 4.5.: All meta-variable orderings for Crowds 20_5.
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The table above (Figure illustrates the influence of the meta-variable ordering on
the MTBDD size depending on the meta-variable ranges. Overall the crowds protocol
with parameter 20_5 contains 24 meta-variables, which are divided into four classes with
different ranges. First, there are the meta-variables lastSeen (with domain [0..19]) and
phase (with domain [0..4]), followed by the boolean meta-variable good. The expression
“run/observe” represents a group of the remaining 21 meta-variables, all with domain
[0..5]. Because we only sort according to the meta-variable range, this group of meta-
variables is treated as one static part.

As a main result, the size of the MTBDD heavily depends on the ordering of the
meta-variables "lastSeen” and ”run/observe”. Thus, we assume that the meta-variable
with the largest range should precede the others in the variable ordering. Furthermore,
the ordering of the boolean meta-variables is not as important as the ones with larger
ranges, e.g. in the first two entries the boolean meta-variable ”good” swaps the position
without significant influence on the MTBDD size. Based on these findings and further
tests, we recommend an ordering of the meta-variables according to their ranges in de-
scending order.

Until now, we have focused only the meta-variable ordering within a single module. If
the given program contains multiple modules, the metavariable ordering between these
modules is also relevant. While it could be that an interleaved ordering between meta-
variables of different modules reduces the size of the resulting MTBDD, the experimental
results have proven that in general we should try to keep meta-variables that are simul-
taneously modified together. Because commands in Mod; are only allowed to modify
the meta-variables in Var;, ordering the meta-variables module-wise is usually the best
option. The following Figure gives an intuition, why it makes sense to keep mod-
ule variables close together. It has a tendency to allow better reduction of the identity
MTBDDs of the other modules. Note that we unrealistically assume no dependencies
between meta-variables of different modules for the sake of illustration.

Ezample 4.2 (Ordering Module Variables). Listing shows an example probabilis-
tic program with two modules Mod;, Mod,. The first module Mod; contains the
meta-variables Var; = {vy,v2}, whereas the second module Mody contains Vary =
{wy, ..., w,}. For simplicity all meta-variables are boolean ones, i.e. the domain equals
[0, 1]. Furthermore we assume only two commands in the module Mod;.

The Figure (a) shows the common module-wise ordering. This ordering allows the
reduction of the identity of the other module Mod,. In contrast, Figure [L.6(b) shows
an interleaved ordering, where v; is the first meta-variable and vy the last one. The
other meta-variables wy, ..., w,, are in-between v; and v,. These meta-variables wq, ..., w,,
remain unchanged in both commands of Mod;, but the identity can not be reduced.
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Listing 4.1: A probabilistic program P.,s.
mdp
module modl
vl: [0..1] init O;
v2: [0..1] init O;

[] true — 1: (v1’=0)
[] true — 1: (vl1'=1)
endmodule
module mod2
wl: [0..1] init O;

(v27=0);
(v2'=1);

&
&
wn: [0..1] init O;

endmodule

20

vy Q)

W1-To

iy O

Wp-T(
o e
wy-zy () Vg1, .
1 1
(a) v1 < vy < wy < ... < (b) v1 <wy < ... < W, < Vo

Wn

Figure 4.6.: Ordering module meta-variables.

Based on the previous tests, ordering the meta-variables according to their modules
and domains seems to be a useful and simple approach. In particular, starting with
meta-variables with a large range up to the ones with small range provides often an
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adequate MTBDD size. The following Table shows the experimental results of the
new meta-variable ordering compared to default ordering for multiple modules. The
default ordering is specified by the common ordering in the downloaded files. For some
models, we also provide a worst-case size.

model N K MTBDD construction (s)
new default  worst-case new default

synchronous 5 8 | 1526359 1540582 1673255 30.05  28.49
leader 5 9 | 3289838 3345130 — 76.01  72.03
crowds 15 5| 17355 183680 280439 0.42 2.90
20 5| 28119 831299 1303783 0.72 81.52
asynchronous 8 387283 392068 520337 32.20 39.09
leader 9 854041 868229 — 126.31 146.95
brp 2500 2318 3952 — 11.94 19.53
firewire 100 329701 495062 — 38.99 43.65
csma 4 4 | 635859 553488 — 63.93 41.51
4 6 | 3852012 3589198 — 737.22 457.47

Table 4.6.: Default variable order vs. new ordering.

Overall, the new ordering leads to a good MTBDD size. Furthermore, it sometimes
improves the default ordering significantly. Nevertheless, a slightly reduced size of the
MTBDD does not necessarily lead to a faster construction time (e.g. synchronous leader
5.8). For the CSMA models, the ordering leads to a minor increase in the MTBDD size,
while the construction time increases drastically.

As discussed in the previous paragraphs, we should keep simultaneously modified
meta-variables close-together. Usually only the meta-variables within a single module
are modified by a command. But the synchronisation between different commands (via
synchronising actions) also leads to a simultaneous modification of meta-variables of
different modules. For example, the CSMA models contain a module ”bus” that only
contains commands with synchronising actions, which are used to synchronise between
the other modules. Furthermore, a command might read the current value of all meta-
variables. Thus, the guard or update expression potentially relies on a meta-variable
of another module, so that we get further dependencies between all meta-variables. In
general, we should try to keep the meta-variables with any dependency as close together
as possible. But the presented new ordering of the meta-variables does not consider all
these dependencies, which would require a more complex analysis.
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We have proposed a new heuristic ordering, which sorts the given meta-variables
according to their modules and ranges and typically achieves a very good MTBDD size.
However, there are some models where this ordering performs significantly worse than
the default one. The significant influence of the meta-variable ordering might justify
further development of the presented heuristic. In the outlook we give first ideas about
more precise analysis of the meta-variable ordering prior to the construction of the
transition matrix and model checking process.
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5. Conclusion

5.1. Summary

In this thesis we have provided the theoretical background for symbolic model checking
(Chapter , where the given probabilistic program in PRISM language is represented
by MTBDDs. In Chapter [3] we have described the construction of an MTBDD repre-
senting the transition matrix in detail. Furthermore, we have introduced the standard
model checking algorithms for MDPs (and DTMCs), which are also implemented in the
model checking tool STORM. Overall the implementation allows the automated verifi-
cation of the specified requirements on the given system. In the evaluation (Chapter [4)
we have first proven the competitiveness of our implementation compared to the well-
known model checker PRISM. In the following we have tried to improve the reachability
analysis by an algorithm called Chaining. But the experimental results have proven
that the Chaining algorithm usually does not outperform the common BFS search. In
the last section we have taken a closer look at the meta-variable ordering in the prob-
abilistic program. Thereby, we have shown the significant influence of this ordering
and have provided a first heuristic for ordering the meta-variables. This heuristic sorts
all meta-variables module-wise according to their ranges in descending order. Different
experimental results have proven the efficiency of this heuristic.

5.2. Future Work

As future work, we might consider the development of an improved heuristic or algo-
rithm for the meta-variable ordering. This could include an extensive semantic analysis
of all commands in the program. As possible representation, we could think of an undi-
rected graph, where each node represents a certain meta-variable. An edge between two
nodes represents a dependency, i.e. both meta-variables are modified simultaneously. In
consequence, we could apply different graph algorithms to find a meta-variable ordering
leading to a relatively small MTBDD size.
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A. Appendix

Crowds Protocol

Listing A.1: A modified version of crowds20_5 in PRISM language.

dtmc

// probability of forwarding

const double PF = 0.8;

const double notPF = .2; // must be 1-PF
// probability that a crowd member is bad
const double badC = .167;

// probability that a crowd member is good
const double goodC = 0.833

// Total number of protocol runs to analyze

const int TotalRuns = 5;
// size of the crowd
const int CrowdSize = 20;

module crowds
// protocol phase
phase: [0..4] init O0;
// crowd member good (or bad)
good: bool init false;
// the last seen crowd member
lastSeen: [0..CrowdSize — 1] init O0;
// number of protocol runs
runCount: [0..TotalRuns] init O0;

// observe_i is the number of times the attacker observed crowd member
observe0: [0..TotalRuns] init

observel: [0..TotalRuns] init O0;
observe2: [0..TotalRuns] init O0;
observe3: [0..TotalRuns] init O0;

observe6: [0..TotalRuns] init

observe7: [0..TotalRuns] init

observe8: [0..TotalRuns] init

observe9: [0..TotalRuns] init

observelO: [0..TotalRuns]| init
observell: . TotalRuns] init
observel2: . TotalRuns] init
observel3: . TotalRuns] init
observel4: . TotalRuns] init
observelb: . TotalRuns| init
observel6: . TotalRuns] init
observel7: . TotalRuns| init
observel8: . TotalRuns] init
observel9: . TotalRuns| init

0

] 0

] 0

] 0

observe4: [0..TotalRuns]| init O0;
observe5: [0..TotalRuns] init O0;
] 0

] 0

] 0

0

OO OO0 OC OO OO

[eNeoNoloNoNeNoNoNol

// get the protocol started
[] phase=0 & runCount<TotalRuns —> 1:(phase’=1) &
(runCount’=runCount+1) & (lastSeen '=0);
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// decide whether crowd member is good or bad according to given probabilities
[] phase=1 —> goodC : (phase’=2) & (good’=true) +
badC : (phase’=2) & (good’=false);

// if the current member is a good member, update the last seen index

[] phase=2 & good —> 1/20 : (lastSeen’=0) & (phase’=3) +
1/20 : (lastSeen’=1) & (phase’=3) + 1/20 : (lastSeen’=2) & (phase’=3) +
1/20 : (lastSeen’=3) & (phase’=3) + 1/20 : (lastSeen’=4) & (phase’=3) +
1/20 (lastSeen ’=5) & (phase’=3) + 1/20 : (lastSeen’'=6) & (phase’=3) +
1/20 (lastSeen’=7) & (phase’=3) + 1/20 : (lastSeen’=8) & (phase’=3) +
1/20 : (lastSeen’=9) & (phase’=3) + 1/20 : (lastSeen’=10) & (phase’=3) +
1/20 : (lastSeen’=11) & (phase’=3) + 1/20 : (lastSeen’=12) & (phase’=3) +
1/20 : (lastSeen’=13) & (phase’=3) + 1/20 : (lastSeen’=14) & (phase’=3) +
1/20 (lastSeen’=15) & (phase’=3) + 1/20 : (lastSeen’=16) & (phase’=3) +
1/20 (lastSeen’=17) & (phase’=3) + 1/20 : (lastSeen’'=18) & (phase’=3) +
1/20 (lastSeen '=19) & (phase’=3);

// if the current member is a bad member, record the most recently seen index

[] phase=2 & !good & lastSeen=0 & observe0 < TotalRuns —>
1:(observe0’=observe0+1) & (phase’=4);

[] phase=2 & !good & lastSeen=1 & observel < TotalRuns —>
1:(observel '=observel+1) & (phase’=4);

[] phase=2 & !good & lastSeen=2 & observe2 < TotalRuns —>
1:(observe2’=observe2+1) & (phase’=4);

[] phase=2 & !good & lastSeen=3 & observe3 < TotalRuns —>
1:(observe3’=observe3+1) & (phase’=4);

[] phase=2 & !good & lastSeen=4 & observe4 < TotalRuns —>
1:(observe4’=observed+1) & (phase’=4);

[] phase=2 & !good & lastSeen=5 & observe5 < TotalRuns —>
1:(observeb5’=observe5+1) & (phase’=4);

[] phase=2 & !good & lastSeen=6 & observe6 < TotalRuns —>
1:(observe6’=observe6+1) & (phase’=4);

[] phase=2 & !good & lastSeen=7 & observe7 < TotalRuns —>
1:(observe7’=observe7+1) & (phase’=4);

[] phase=2 & !good & lastSeen=8 & observe8 < TotalRuns —>
1:(observe8’=observe8+1) & (phase’=4);

[] phase=2 & !good & lastSeen=9 & observe9 < TotalRuns —>
1:(observe9 ’=observe9+1) & (phase’=4);

[] phase=2 & !good & lastSeen=10 & observelO < TotalRuns —>
1:(observelO0’=observelO0+1) & (phase’=4);

[] phase=2 & !good & lastSeen=11 & observell < TotalRuns —>
1:(observell ’=observell+1) & (phase’=4);

[] phase=2 & !good & lastSeen=12 & observel2 < TotalRuns —>
1:(observel2’=observel2+1) & (phase’=4);

[] phase=2 & !good & lastSeen=13 & observel3 < TotalRuns —>
1:(observel3’=observel3+1) & (phase’=4);

[] phase=2 & !good & lastSeen=14 & observel4 < TotalRuns —>
1:(observeld’=observeld+1) & (phase’=4);

[] phase=2 & !good & lastSeen=15 & observel5 < TotalRuns —>
1:(observel5’=observel5+1) & (phase’=4);

[] phase=2 & !good & lastSeen=16 & observel6 < TotalRuns —>
1:(observel6’=observel6+1) & (phase’=4);

[] phase=2 & !good & lastSeen=17 & observel7 < TotalRuns —>
1:(observel7’=observel7+1) & (phase’=4);

[] phase=2 & !good & lastSeen=18 & observel8 < TotalRuns —>
1:(observel8’=observel8+1) & (phase’=4);

[] phase=2 & !good & lastSeen=19 & observel9 < TotalRuns —>
1:(observel9’=observel9+1) & (phase’=4);

// good crowd members forward with probability PF and deliver otherwise
[] phase=3 —> PF : (phase’=1) + notPF : (phase’=4);

// deliver the message and start over
[] phase=4 —> 1:(phase’=0);

endmodule
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