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Abstract

This bachelor thesis is focused on the analysis of probabilistic programs. Probabilistic
programs are able to model stochastic processes by using probabilistic choices, which makes
them applicable in many research areas. To prove certain properties of a program it is
often necessary to provide a so called probabilistic loop invariant, which remains the main
obstacle in the verification of probabilistic programs and is undecidable in theory.

In this thesis the weakest pre-expectation semantics developed by Mclver and Morgan
is used to analyze probabilistic programs written in the probabilistic Guarded Command
Language. First we model several discrete probability distributions as probabilistic pro-
grams and prove basic properties of them using fixed-point iteration. Based on the results
a strategy to find probabilistic loop invariants is developed and used to find invariants for
our programs.

Afterwards our invariants and programs as well as invariants from other researchers
are combined to a benchmark suite to evaluate the probabilistic invariant synthesis tool
PRINSYS. In the course of this evaluation a computational bottleneck is discovered that
currently hinders PRINSYS from analyzing certain programs. We characterize this class of
programs and suggest means to enhance performance and usability of PRINSYS.
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Chapter 1

Introduction

In the last few years probabilistic programs drew more and more interest due to their
ability to model stochastic processes, enhance average performance of known algorithms
and approximate hard problems. For example consider the quick sort algorithm. Although
it is well known quick sort takes O(nlogn) comparisons to sort n items on average, it still
has a worst case complexity of O(n?). However, it has been shown (e.g. [5]) that using
probabilistic choices to determine the next pivot makes the worst case less likely as n grows
and according to |20] the probability to use a quadratic number of comparisons on a large
array is much less than to “be struck by lightning”.

In general, whenever uncertainty is an issue probabilistic programs can be used to
model these situations and gain insights into the systems behavior as well as solve problems
deterministic algorithms fail to solve efficiently. Nice examples of such solutions are the
“TrueSkill” ranking system by Microsoft [11], self-testing/correcting of numerical functions
[1], modeling of genome evolution in biology [§|, algorithms for distributed systems (e.g.
choice coordination problem [19]) or the recently published probabilistic programming
language “Picture” [13] in the field of machine learning and computer vision that manages
to accomplish computer vision tasks in 50 lines of code, competing with other solutions
taking thousands of lines of code.

But as the interest in probabilistic programs grows and those programs get introduced
into possibly critical environments, there is an inherent need to reason about the programs
behavior, guarantee bounds of characteristic variables or quantify probabilities. This is
where probabilistic verification comes into play. A lot of this verification process can
be automated but for example finding so called loop invariants is undecidable in theory.
Finding invariants remains the main obstacle in practice and can only be done manually
by a user. Nonetheless recent effort yielded the tool PRINSYS |10]| that can support the
user in finding those loop invariants and verify certain properties of a program.

This thesis is focused on finding probabilistic invariants manually providing further
insight in how to compute loop invariants and what loop invariants generally look like.
Furthermore these invariants will be used to evaluate PRINSYS for its capabilities and
limitations as well as to suggest possibilities to improve its performance.



CHAPTER 1. INTRODUCTION

Outline In Chapter[2]we are going to introduce the required preliminaries, such as syntaz
and semantics of probabilistic programs and the PRINSYS tool. In Chapter [3| we are going
to analyze various programs, thus providing case studies for PRINSYS evaluation. Finally,
we are using the results to evaluate PRINSYS and show where the current implementation
contains bottlenecks to be resolved. Furthermore a challenge is proposed to illustrate the
gap between where we are know and where we want to get in the future.
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Chapter 2

Preliminaries

In order to model and analyze probabilistic systems we are going to use the probabilistic
Guarded Command Language (PGCL [17]), an extension of Dijkstra’s Guarded Command
Language [6] by a probabilistic choice statement. In the following we are going to take a brief
look at the syntax of PGCL. Then we will briefly discuss how to analyze pGCL programs
by using the weakest pre-expectation semantics introduced by Mclver and Morgan in [17].
Thereafter we will characterize probabilistic loop invariants and introduce PRINSYS.

2.1 The Probabilistic Guarded Command Language

The probabilistic Guarded Command Language (PGCL) is rather simple and only consists
of 7 commands. As in imperative programming languages like JAVA or C every statement
has to end with a semicolon allowing sequential execution of subprograms. Additionally,
all program variables need to be declared by using the keyword var (e.g. var x;).

skip

The skip statement is the equivalent of the empty statement and therefore does nothing
at all.

abort

The abort statement indicates that from now on the program behaves arbitrary. We could
describe the programs behavior as “undefined”, hence may or may not leave the program
execution in an inconsistent state. It might as well not terminate at all.

r:=F

The command x := E is the assignment command and assigns the result of the arithmetic
expression F to variable z.

if (G) {P} else {Q}

This command is equivalent to the well known if-then-else statement. If guard G holds
program P is executed, else @) is executed.



© 00 NN O s W N =

=
N o= O

CHAPTER 2. PRELIMINARIES

while (G) { P}

This command is equivalent to the classic while construct of other programming languages.
As long as guard G holds program P will be executed repeatedly.
Additional to classic programming language PGCL provides two more statements.

(PR}

The above command is called nondeterministic choice statement. It nondeterministically
decides to execute either P or (). Note that we can write “(P [] @);” and will omit “;” for
statements P and (@ if they are single statements.

(P} [Pl {Q}

Adding a parameter p the nondeterministic choice statement turns into a probabilistic
choice statement. This statement executes program P with probability p and program @
with probability (1 — p) respectively. Note that we can write “(P [p] @);” and will omit *;”
for statements P and @ if they are single statements.

For example a PGCL program could look like this:

var x, flip;

x:=0;
flip:=0;
while (f1ip=0) {
(x:=x-1[0.25]x:=x+1);
if (x>10) {
flip:=1;
}else({
skip;
}

Listing 2.1: A simple PGCL program

This program decreases random variable x with probability 0.25 (i.e. 25%) and increases
it with probability 1 — 0.25 = 0.75 (i.e. 75%). If = surpasses 10 variable flip will be set
to 1, therefore terminating the loop and the program. Note that the probabilistic choice
statement does not necessarily have to contain a number like 0.25, but instead can contain
a parameter (e.g. p) that is not instantiated and symbolizes an arbitrary probability or a
probability that changes during program execution. We further define a program state as
a valuation of the program variables. For example in between line 4 and 5 of the PGCL
program in Lst. the current program state can be characterized as = 0, flip = 0.

2.2 Expectations

In non-probabilistic programs every initial program state leads to a deterministically given
final program state. In probabilistic programs every initial program state can have multiple
different final states, because program execution is influenced by probabilistic choices. This

4
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implies that after the first probabilistic choice statement the current program state is not
given by a constant value but as an expectation of the valuation of program variables. For
example consider the simple probabilistic program

(x:=7[0.251%x:=1);

that assigns 7 to x with probability 0.25 and 1 with probability 0.75. From an initial state
of that program we can not predict deterministically if x is going to be valuated as 7 or
1 in a final state, because it depends on randomness what value it actually takes. Instead
we will define the valuation of a random variable z in an initial state as its expected value.
Thus the valuation of x w.r.t. the above program is 0.25-74 0.75-1 = 2.5. We will call this
value pre-ezxpectation w.r.t. post-expectation x. Thus we are able to annotate a program as

<preE> prog <postE>

where preFE is a pre-expectation, prog a program and postE a post-expectation. Note that
both preE and postFE are functions that map program states to non-negative real numbers.
We say that the above expression holds if the expected value of postE before executing
prog is at least preF. In this case:

<25>(x:=7[0.25]x:=1); <x>

2.3 Weakest Pre-Expectation Semantics

In order to analyze PGCL programs like Lst. we need formalisms to capture a pro-
gram’s properties and transform them during program execution. As we have seen in the
previous section a program’s properties can be expressed as post- and pre-expectations. A
formalism for transforming expectations is the subject of this section. For the Guarded
Command Language, Dijkstra already introduced the weakest precondition semantics (wp
[6]) to assign meaning to a program. As Mclver and Morgan introduced the probabilistic
choice statement to GCL they also added a way to analyze said statement to the already
existing weakest precondition semantics [17].

As a probabilistic choice statement is introduced, normal predicate transformers do
not suffice to analyze probabilistic programs since we are not looking at a definitive pro-
gram outcome, but instead distributions over all possible outcomes. Therefore Mclver and
Morgan turned the weakest precondition semantics from a predicate transformer into an ez-
pectation transformer by switching from predicates to real valued expectations. This allows
us to analyze PGCL programs for their properties. For program P and post-expectation
postE (i.e. non-negative variable valuations) wp(P,postE) is a function yielding the great-
est pre-expectation preF for which <preFE>P<postE> holds, i.e. the greatest lower bound
of preE w.r.t. postE and program P.

The weakest pre-expectation function according to Mclver and Morgan is defined by
the following rules: Let P, @ denote arbitrary programs, G a guard, E an arithmetic
expression and f a post-expectation.

wp(skip, f) = f
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Of course, as skip does nothing, the variable valuation stays the same, hence our pre-
expectation of post-expectation f remains f.

wp(abort, f) =0

The abort statement leaves the program in an inconsistent state and therefore does not
provide any pre-expectation of post-expectation f.

wp(z = E, f) = flz/E]

An assignment replaces every occurrence of x in post-expectation f with expression F.

wp(if (G) { P} else{Q}, ) = [G] - wp(P, f) + [-G] - wp(Q, [)

[-] denotes the cast of the boolean truth value to an integer, i.e. [true] = 1 and [false] = 0.
Thus, if G holds wp will yield the weakest pre-expectation of f with respect to program
P, otherwise with respect to Q.

wp({P} [[{Q}, f) = min{wp(P, f), wp(Q, f)}

The nondeterministic choice operator is resolved by returning the minimum over both
possible paths. This is based on a worst case assumption, that means we will pick the
lowest value achievable on those two paths.

wp({P} [p] {Q}, f) =p-wp(P, f) + (1 —p) - wp(Q, f)

On the other hand the probabilistic choice operator is resolved by multiplying the path
taken with its probability. Thus we will multiply the result of program path P with p and
Q@ with (1 — p). Generally speaking, wp will return the expected value over both paths.

wp(while (G){P}, f) = H;p([G] ~wp(P, F) + [~G] - f)

As we can see wp resolves loops by returning the least fixed-point over the loop’s execution
as pre-expectation. How to find the least fixed-point will be the subject of Chapter [3]

2.4 Probabilistic Loop Invariants

In the previous section we introduced the weakest pre-expectation semantics to reason
about a program’s behavior and properties. If we want to verify that <preE >prog<postE>
holds for a given pre-expectation, program and post-expectation we just need to compute
the weakest pre-expectation wp(prog,postE) and check if preE < wp(prog, postE) (where
“<” is interpreted pointwise).

For loop-free programs the pre-expectation returned by wp is given by purely syntactic
rules and hence can be automated. However, to resolve a loop we have to calculate its
least fixed-point. This means, regarding the definition in Section we are looking for a
fixed-point F' of the form

F=[G]-wp(P,F)+[-G] - f (2.1)
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where P is the loop’s body, G the loop guard and f a post-expectation. This tells us if
guard G is not satisfied, i.e. the loop terminates or is not entered at all, the result should
be the post-expectation. On the other hand if G holds wp is executed with the fixed-point
as post-expectation and thus yields the fixed-point itself. Consequently this recursion of
wp(P,F) ends as soon as guard G is no longer satisfied.

Unfortunately fixed-point iteration is a very expensive task, but can be avoided by
finding a probabilistic loop invariant.

Theorem 1. [17] Let g be a pre-expectation, f a post-expectation, G a guard and ‘body’ a
loop-free probabilistic program. To verify

<g>while (G) {body}<f>

it is sufficient to find a probabilistic loop invariant T which is an expectation that
satisfies the following conditions:

1. (consecution) g<ZI N [-G]-Z<f
2. (invariance) [G] - Z < wp(body,T) (2.2)
3. (soundness)  — the number of iterations is finite;

— or T is bounded from above by a fized constant;

— or wp(body,[G]L) tends to zero as the number of iterations
mcreases

Contrary to predicate transformers, where invariants are implications between predi-
cates, a probabilistic loop invariant is an inequality between expectations. Intuitively this
means that a probabilistic loop invariant is an expectation that does not decrease during
loop execution and underestimates our post-expectation f. So our invariant actually ap-
proximates the result of wp from below. However, underestimating the outcome of the
program is not desired, because we would like invariants to capture the behavior of the
program precisely. For the sake of simplicity we will refer to probabilistic loop invariants
as invartants.

Example 1. Geometric Distribution [4]. The following PGCL program models the
geometric distribution:

x:=0; flip:=0; while (flip=0){ (flip:=1[plx:=x+1);}

The mean value of the geometric distribution is defined to be 1%‘”. If we want to prove

this property for the above progam (denoted as ‘prog’), we have to check if <1p%p >prog<t>
holds. We can either do this by calculating wp(prog,z) and check if preE < wp(prog,x)
holds or by providing an invariant T that satisfies the ‘invariance’, ‘consecution’ and ‘sound-
ness’ conditions above and is strong enough to prove the property. An invam'anﬂ s given

by:

1This invariant is not trivial but let us assume that it is given.
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T = [flip = 0]-(z + 12) + [flip # 0]-«

If we insert this invariant and set flip and z to 0 we can see that the result is 1=

and exactly the pre-expectation we wanted to achieve. Thus <1%p >prog<z> holds and the
program indeed models the geometric distribution. Furthermore, to satisfy the ‘consecutive’
condition we convince ourselves that

[flip # 0]-Z = [flip # 0]-x < x .
For completeness we also show that I is actually invariant by satisfying (2.2)):

wp(body,T) = wp((flip := 1[plz ==z + 1), [flip = 0]-(z + I;p)

+ [flip # 0]-z)
= -+ (1= p((flip = 01w+ 1+ L) & [flip £ 012 + 1)

=+ [flip = 0L + [fiip # 011 = p)

> [flip = 0o + ) = 6]

As we can see we need to know the exact pre-expectation beforehand if we want to
verify a program’s property with an invariant. Technically also 0 is an invariant, because
it trivially satisfies condition , but is not strong enough to prove anything about the
program because expectations are defined to be non-negative and hence 0 < wp(P, postE)
always holds.

On the other hand, wp yields the least fixed-point w.r.t. a given post-expectation, hence
the pre-expectation is given to us. Furthermore let F' be a loop’s least fixed-point, P the
loop’s body and f a post-expectation:

[-G|-F = [-G]-([G]wp(P, F) + [-G]-f) = [-G]-f < f
and
[G]-F = [G]-([G]-wp(P, F) + [-G] - f) = [G]-wp(P, F) < wp(P, F)

Consequently, every fixed-point of a loop is also a loop invariant, but obviously not
every invariant is also a loop’s fixed-point. However, the former fact will later give us a
strategy to find invariants.

2.5 PRINSYS

PRINSYEﬂ (pronounced “princess”) is a tool for generating and verifying probabilistic loop
invariants [10]. Given a program PRINSYS can guide the user in finding an invariant or
verify if an invariant provided by the user is actually invariant. In Chapter {4 we will
investigate PRINSYS in detail, perform a benchmark and discover the current bottleneck
in its implementation.

2PRINSYS can be downloaded at |http://moves.rwth-aachen.de/research/tools/prinsys/
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Chapter 3

Finding Invariants

In the previous chapter we introduced some necessary preliminaries including the weakest
pre-expectation semantics. We have seen that loops are resolved by finding the least fixed-
point of the loop. This fixed-point is generally very hard to find and requires a sophisticated
user to do the calculations. First we are going to consider how to find the least fixed-point
and after that will proceed to one of the main parts of this thesis: Calculation of various
invariants providing insights into what probabilistic loop invariants look like as well as a
benchmark suite for evaluating PRINSYS.

3.1 Fixed-Point Iteration

Looking back at the preliminaries we defined the weakest pre-expectation of a probabilistic
loop as

wp(while (G) {P}, f) = lip([G] ~wp(P, F) +[-G] - f)

which requires us to find the least fized-point of the loop. Luckily, due to Kleene’s fixed-
point theorem [14] this process comes down to finding the supremum of a k-fold application
of wp to post-expectation 0 instead of F. Technically speaking:

Ifp([G] - wp(P, F) + [-G] - f) = sup([G] - wp(P,0) + [~G] - f)*.
) o(F) ' (0)

Every fixed-point obtained by k-fold application of ® is the least fixed-point for all loops
that terminate almost surely [17]. “Almost sure” termination means that the probability
of the loop terminating is 1, which will be the case for all investigated programs in this
thesis.

3.2 Invariants for Expected Outcomes

In the following sections we are going to model programs for various discrete probability
distributions and verify properties of them by computing their weakest pre-expectation.

9
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We will start by using the random variables of the programs as our post-expectation, hence
all the results should yield the expected value of the respective random variable.

3.2.1 Binomial Distribution

The first distribution we are going to investigate is the binomial distribution. According
to probability theory [4] a random variable x follows the binomial distribution if the prob-
ability of achieving k successes in n Bernoulli trials|4] is given by the probability mass
function

n

Pr(z=k) = <k>pk(1 —p)k (3.1)

The following PGCL program models this distribution:

var c,ij;

c:=0; //counts successes

1:=0; //counts trials

while (n—-i-1 >= 0) {
(c:=c+1l[plskip);//flip
i:=1+1;

Listing 3.1: binomial.pgcl

In the above program n is the number of trials (given by the user as this method
is invoked), ¢ denotes the current number of Bernoulli trials and ¢ counts the number of
successes, where ¢ is incremented with probability p. With probability (1—p) the Bernoulli
trial is unsuccessful and ¢ is not incremented [

The first question we can ask ourselves is: What is the expected number of successes
after n Bernoulli trials? In other terms we are interested in the weakest pre-expectation of
the entire program (which from now on will always be denoted as P) to post-expectation
c. According to probability theory the answer should be n-p as this is the expected
value of a random variable following the binomial distribution after n trials. However,
in order to verify this property for our program we have to compute wp(P,c) and en-
sure that the result is n-p. Using the wp function defined in Section we obtain:

wp(P, c) = wp(c = 0,wp(i := 0, wp(while(n—i—1 >= 0){
(¢ := c+1[p|skip);i :=i+1},¢)))
= wp(c := 0, wp(i := 0,
lip([n—i—l > 0]-wp((c := c+1[p|skip);i == i+1, F)

+[n—i—1 % 0]-c)))

®(F)

!Note that in our programs any boolean guards will always compare to 0 as PRINSYS requires this form
of input.

10
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As we can see we are already stuck until we find the least fixed-point of ®. As we have
learned in Section the computation of a least fixed-point comes down to finding the
supremum of a k-fold application of ® to post-expectation O:

wp(P,c) = wp(c:= 0,wp(i := 0,
sup([n—i—1 > 0]-wp((c := c+1[p|skip);i := i+1,0)
k

+n—i—1#0]-c)"))

#(0)
We try to find this supremum starting with ®(0):

®(0) = [n—i—1 > 0]-wp((c := c+1[p]skip);i := i+1,0) +[n—i—1 % 0]-c
=0

= [n—i—1%# 0]-c
To compute ®2(0) we reinsert the result of ®(0) back into ®:
©?(0) = 2(2(0))

= [n—i—1 > 0]-wp((c := c+1[p]skip);i := i+1, [n—i—1 % 0]-c)
+ [n—i—1 # 0]-c

= [n—i—1 > 0]-wp((c := c+1[p]skip), [n—(i+1)—1 # 0]-¢)
+ [n—i—1 # 0]-c

= [n—i—1 > 0]-(p-[n—(i+1)—1 2 0]-(c+1)
+(1=p)-[n—(i+1)—1 % 0]-¢)
+ [n—i—1 # 0]-c

= p[n—i—1 > 0]:[n—i—2 # 0]

+ ¢:[n—i—1 > 0]-[n—i—2 # 0]

+ c:[n—i—1 # 0]
[n—i—1 > 0]-[n—i—2 # 0] can be written as [1 < n—i < 2]. If we assume integers we can
follow that [n—i = 1] holds and thus:
©*(0) = (p+e)-[n—i =1]

+e[n—i—1# 0]

Note that the last line is the result of the previous iteration. From now on we will

skip the easy computations, because those grow larger and larger but follow the same

11
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principles and will only provide the results (and occasionally some intermediate steps for
better understanding) of the individual fixed-point iteration steps.

©°(0) = ®(2*(0))

=p? ‘n—i = 2] (c+2)
fop(iop) n—i=2]  (c+])
+p [n—i = 1] (c+1)
FOop? fmiz=?

+ (1-p) [n—i = 1] e

+ [n—i—1#0] -c

= 2p-[n—i = 2]

+ c:n—i = 2]

+ pr[n—i=1]

+ c:[n—i = 1]

+ c:[n—i—1 # 0]

— (3pte) i =3
+ (2p+c)-[n—i = 2]
+ (p+c)-[n—i = 1]
+ c:[n—i—1 # 0]

If we inspect this sum we can assume that ®*+1(0) is given by:

k
OFH0) =Y (In—i = j]-(j-ptc)) + e:[n—i—1 # 0]

J=1

If we investigate that sum we can conclude that only ®"~**1(0) # 0, as this is the only
time where the (n—4)™ summand occurs for which [n—i = j] is true and the sum therefore
is unequal to 0. Since we are looking for the supremum of a k-fold application of ® the
whole sum simplifies to the (n—i)*" summand:

((n—1)-p+c)+en—i—1 # 0]

12
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As expectations are defined to be non-negative, we have to add constraints to this
expression to prevent this from happening. This sanity check should handle what happens
if n—i < 1 and thus the loop is not entered. In that case (n—i)-p should not be considered
in calculating the pre-expectation, hence we assume our fixed point to beﬂ:

F = [n—i—1>0]-((n—i)-p+c)+[n—i—1 # 0]-c (3.2)

In order to verify that F' actually is a fixed-point of ® we merely have to check if
®(F) = F holds.

O(F) = [n—i—1 > 0]-wp((c := c+1[p]skip);i := i+1,
[n—i—1 > 0]-((n—%)-p+c)+[n—i—1 # 0]-c)
+ [n—i—1 # 0]-c

= [n—i—1 > 0]-wp((c := c+1[p|skip);
[n—i—2 > 0]-((n—i—1)-p+c)+[n—i—2 # 0]-c)
+ [n—i—1 # 0]-c

= [n—i—1> 0]-(p-([n—i—2 > 0]-((n—i—1)-p+c+1)+[n—i—2 # 0]-(c+1)
+(1=p)-([n—i—2 > 0]-((n—i—1)-p+c)+[n—i—2 # 0]-c))
+ [n—i—1 # 0]-c

= p-([n—i—1> 0]-[n—i—2 > 0]-(n—i—1)-p+c+1)
+ [n—i—1 > 0]:[n—i—2 # 0]-(c+1))
+ [n—i—1 > 0]-[n—i—2 > 0]-((n—i—1)-p+c)
+ [n—i—1 > 0] -[n—i—2 ¥ 0]-c
—p([n—i—1>0]-[n—i—2 > 0]-((n—i—1)-p+c)
+ [n—i—1 > 0]-[n—i—2 ¥ 0]-c)
+ [n—i—1 # 0]-c

=p-([n—i—1>0]-[n—i—2 > 0]+[n—i—1 > 0]:[n—i—2 # 0])
+ [n—i—1 > 0]-[n—i—2 > 0]-((n—i—1)-p+c)

+ [n—i—=1 > 0]:[n—i—2 # 0]-c

+ [n—i—1 # 0]-c

2Note that this fixed-point (and others) can and will be simplified in Chapter 4, as we will discuss how
PRINSYS can help to fix invariants if we miss some constraints.

13
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= [n—i—1 > 0]-[n—i—2 > 0]-p

= [n—i—1 > 0]-[n—i—2 > 0]-((n—1i)-p+c)

+ [n—i—1 > 0]-[n—i—2 # 0]-(p+c)

+ [n—i—1 # 0]-c
If we assume n and 7 to be integers we can conclude that

n—i—1>0]:[n—i—2 20| =[n—i>1An—i <2 =[n—i=1]

and thus
®(F) = [n—i—1 > 0]-[n—i—2 > 0]-((n—i)-p+c)

+ [n—i—1 > 0]:[n—i—2 # 0]-(1-p+c)

+ [n—i—1 # 0]-c

= [n—i—1> 0]-[n—i—2 > 0]-((n—1%)-p+c)
+ [n—i—1 > 0]-[n—i—2 # 0]-((n—1)-p+c)
+ [n—i—1 # 0]-c

= ([n—i—1 > 0]-([n—i—2 > 0] + [n—i—2 # 0]))-((n—1%)-p+c)

=1(tautology)

+ [n—i—1 # 0]-c
= [n—i—1> 0]-((n—i)-p+c)+[n—i—1 # 0]-c
=F

As we can see F is a fixed-point of . Now we can go ahead with our weakest pre-
expectation calculation by inserting our fixed-point as the result of wp(loop, ¢).

wp(P, ¢) = wp(c:= 0,wp(i := 0,
sup([n—i—1 > 0]-wp((c := c+1[p]skip);i :=i+1,0)
k

+n—i~1% 0]-c)"))

o(0)
= wp(c:= 0,wp(i := 0, [n—i—1 > 0]((n—i)p+c)+[n—i—1 # 0]c)
= wp(c:=0,[n—1 > 0](n-p+c) + [n—1 # 0]c))
=[n—1>0]'np
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As we predicted the expected value of ¢ with regards to program P equals n-p if n > 1,
i.e. the user flips the coin at least once. Of course this value changes if the variables are
initialized differently, for example if c¢ is initialized with 3 and ¢ is initialized with a value
lower than n the result would have been (n—i)-p+3.

Note that this fixed-point is also an invariant (see Section and very intuitive,
because it exactly captures what the program does. This is due to the fact that from each
possible state in the loop’s execution we can tell what the expected outcome will be by
considering the current value of ¢ and the amount of remaining iterations n—i. Furthermore
this fixed-point is very close to what probability theory teaches us about the expected
outcome of a random variable following the binomial distribution. However, contrary to
formula an invariant has to consider different initializations of the variables. This
gives a first impression on how to find invariants without computing fixed-points by figuring
out what the program does and express this expected behavior by one formula for any given
program state.

3.2.2 Negative Binomial Distribution

Next we are going to perform a fixed-point iteration for the negative binomial distribution
[4]. Contrary to the binomial distribution a random variable x follows the negative binomial
distribution with parameters r (number of successes) and p (probability of success) if the
probability that exactly k Bernoulli trials are performed to achieve r successes is given by
the probability mass function

Pr(z=k) = (k B 1>p7“(1 —p)Fr . (3.3)

The following PGCL program models this distribution:

var x,c;

x:=0; //trial count
c:=0; //success count

while (r—-c-1>=0) {//r: num successes needed
(c:=c+1l[plskip);
x:=x+1;

Listing 3.2: negbinom.pgcl

In the program above 7 is the number of successes needed (given by the user), x is
the current number of Bernoulli trials and ¢ counts the number of successes, where c is
incremented with probability p. With probability (1 —p) the Bernoulli trial is unsuccessful
and c is not incremented. The loop ends as soon as r = ¢, because r—c—1 >= 0 becomes
false.

As the number of successes in this program is fixed we are not interested in the expected
number of successes (that is ¢), as this number will always be equal to » when the program
terminates. Instead we are interested in the expected number of Bernoulli trials performed

15
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to achieve r successes. According to probability theory the expected number of trials is %.
To verify this we compute wp(P, x):

wp(P, z) = wp(z := 0,wp(c := 0, wp(while(r—c—1 >= 0){
(c:= c+1[p]skip); x := x+1},x)))

= wp(z := 0, wp(c := 0,
Ifp([r—c—1 > 0]-wp((c := c+1[p|skip); z := z+1, F)
F

+[r—c—1 % 0]-2)))

O(F)

= wp(z := 0, wp(c := 0,
sup([r—c—1 > 0]-wp((c := c+1[p|skip); x := x+1,0)
k

+Hr—c—1# 0]-2)"))

®(0)
Again, we will perform a fixed-point iteration over the loop:

®(0) = [r—c—1 > 0} wp((c := e+ 1[plskip); & == #+1,0) +[r—c—1 # 0]z

=0

= [r—c—1 2 0]-x

©(0) = &(®(0))
= [r—c—1 > 0]-wp((c := c+1[p|skip); x := z+1, [r—c—1 # 0]-x)
+ [r—c—1 % 0]-x

= [r—c—1 > 0]-wp((c := c+1[p|skip), [r—c—1 # 0]-(z+1))
+ [r—c—1 % 0]-x

= [r—c—1>0]-(p:[r—c—2 # 0]-(z+1)
+ (1=p)-[r—c—1 # 0]-(z+1))
+ [r—c—1# 0]z

=[r—c—1>0]:[r—c—2 # 0]-p-(z+1)
+ [r—c—1> 0]-[r—c—1 # 0] -p-(z+1)
=0 (not ;(:tisfiable)

+ [r—c—1 % 0]-x

16
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=[r—c—1>0]:[r—c—2 # 0]-p-(z+1)
+ [r—c—1%# 0]z

If we assume integers we can simplify [r—c—1 > 0]-[r—c—2 # 0] to [r—c = 1] and obtain:

®2(0) = [r—c = 1]-p-(z+1) ®3(0) = [r—c = 2]-p* (z+2)
+ [r—c—1%# 0]z + [r—c = 1]-p-(x+1+(1-p)-(z+2))
+ [r—c—1%# 0]-z

d4(0) = [r—c = 3]-p> (z+3)
+ [r—c = 2]-p* (z+2+2-(1—p)-(z+3))
+ [r—c = 1]-p-(z+14+(1—p)-(x+2)+(1—p)* - (z+3))

As we can already see this fixed-point iteration seems to turn out way harder as it
does not develop by only adding a summand to the result of the last fixed-point iteration
step. Instead the results of the last steps grow as well, indicating that a sum capturing
the result with respect to iteration k will probably contain a sum itself. To further gain
an intuition on what the result of the k" iteration might look like to find the supremum
we will provide two more steps.

©°(0) = [r—c = 4]-p"-(z+4)

+ [r—c = 3]-p>-(z+34+3-(1—p)-(z+4))

+ [r—c = 2]-p* (2+242-(1—p)-(x+3)+3-(1—p) - (z+4))

+ [r—c = 2]-p-(z+14+(1—p)-(z+2)+(1—p)* (2+3))+(1-p)*-(z+4))
+ [r—c—1# 0]z

+ [r—c = 4]-p* (z+4+4-(1—p)-(z+5))

+ [r—c = 3)-p>-(x+34+3-(1—p)-(x+4)+6-(1—p)*-(z+5))

+ [r—c = 2]-p* (24+242-(1—p)-(x+3)+3-(1—-p)* (x+4)+4-(1—p)>-(z+5))

+ [r—c = 1)-p-(z+14+(1—p)-(x+2)+(1—p)*-(z+3)+(1—p)>-(z+4)
+(1=p)*-(c+5))

+ [r—c—=1%#0

And now we are going to use a trick. We will write the individual summands as a sum
of sums (and more sums), where the sums in the end of each line will provide the different
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coefficients to the summands.

0 t+1 s l
®°(0) = [r—c = 5]p- «1—pV(x+5+ﬂ-§:§E:§:@O)
tIO ts;ll ljl u=1
+ [r—c = 4]-p* (ﬂ—pf(w+4+ﬂ~§:§jﬂn
t;O :_Ii =1
+r—c=31p> > ((1-p)"-(z+3+t)- > (s))
t=0 s=1
3
+ [r—ec=21p%) ((1-p)t-(z+2+1)-(t+1))
t=0
4
+ [r—e=1]p" ((1-p)t-(z+1+t)-1)
t=0
+[r—c—1# 0]z

Every single one of those sums converges as the number of iterations grows. Finally we
will get:

x-p+k
®“W®=PLC=thGﬁﬁﬂ
z-p+2
+V%=ﬂﬁ(p3)
z-p+1
+ e =1 ()
+ [r—c—1%# 0]z
rp+j

)+[r—c—1# 0]z

k
1(0) = 3 (fr—e = ]

=1 p

Now we are ready to determine our fixed-point F'.

T-p+r—c

F=[r—c—1>0] +[r—c—1%# 0]z (3.4)

To verify that this is a fixed-point we are going to check if ®(F) = F.
O(F) = [r—c—1 > 0]-wp((c := c+1[p]skip); x := x+1,
[r—c—1> 0]-w+[r—c—1 # 0)-x)

+ [r—c—1%# 0]z
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O R )

(x+1)-p+r—c
p

= [r—c—1> 0)-(p-(jr—c—2 > 0]-

+(1=p)-([r—c—1 > 0]- +[r—c—1 % 0]-(z+1)))

+ [r—c—1%# 0]z

= [r—c—1>0]-[r—c—2 > 0]-((x+1)-p+r—c—1)
+ [r—c—1 > 0]-[r—c—2 # 0] -p-(z+1)
=[r—c—1=0]
(x+1)-p+r—c
p
— [r—c=1>0]-((z+1)-p+r—c)
+ [r—c—1%# 0]-z

+ [r—c—12> 0]

Due to constraint [r—c—1 > 0]-[r—c—2 %# 0] (which is equal to [r—c—1 = 0] if we assume
integers) we can add a ‘free’ r—c—1 to line two.

O(F) =[r—c—2 > 0]-((z+1)-p+r—c—1)
+ [r—c—1 = 0]-((z+1)-p+r—c—1)
(x+1)-p+r—c
p
— [r—c—1> 0]-((z+1)-p+r—c)
+ [r—c—1%# 0]z

+ [r—c—1> 0]

If we now factorize ((z+1)-p+r—c—1) and assume integers we can see that
[r—c—2 > 0]4+[r—c—1=0] = [r—c—1 > 0]
and thus

O(F) =[r—c—1>0]-((z+1)-p+r—c—1)
(x+1)-p+r—c
p
— [r—c—1> 0]-((z+1)-p+r—c)
+ [r—c—1%# 0]z

+ [r—c—1> 0]

w_((x+l).p+7o_c>)

= [r—c—12>0]-((x+1)-p+r—c—1+
+ [r—c—1%# 0]z
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T-p+r—c

= [r—c—1>0]
p

+ [r—c—1%# 0]z

=F

Hence F is a fixed-point of ®. Inserting into our weakest pre-expectation calculation
yields:

wp(P, z) = wp(x := 0, wp(c := 0,
sup([r—c—1 > 0]-wp((c := c+1[p|skip); x := x+1,0)
k

+r—c=1% 0]-2)")

2(0)
= wp(z := 0, wp(c:=0,[r—c—1 > O]~:W;H+[r—c—l # 0]-x))
=wp(zx:=0,[r—1> 0]$-p+7“+{r_1 * 0]-x)
=[r-1> O]'C
p

As desired the expected value of x with regards to program P is % if r > 1, i.e. at least
one success is needed. Again, this value might change due to different initializations of
the variables, but it will follow all rules of probability theory associated with the negative
binomial distribution. Note that once more this fixed-point (and therefore invariant) is
really intuitive, i.e. is very similar to what probability theory teaches us about the expected
outcome of a random variable following the negative binomial distribution, but additionally
considers different initializations and program states. This enables us at any given program
state during the loop’s execution to give an exact expectation of the loop’s outcome.

3.2.3 Hypergeometric Distribution

A particularly interesting distribution is the hypergeometric distribution |4]. Consider N
elements of which a subset of M elements have a certain desired property. A random vari-
able x follows the hypergeometric distribution with parameters N (number of elements),
M C N (elements with a certain property) and n (sample size) if the probability to draw
exactly k elements with the desired property in a sample is given by the probability mass
function

Pr(x=k) = Ak Aok (3.5)
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The following PGCL program models this distribution:

var c,x;

c:=0; //drawn element with desired properties
x:=0; //total elements drawn
while (n-x-1>=0) {//draw n elements
(c:=c+1[ (M-c)/ (N-x) ]lskip);
x:=x+1;

Listing 3.3: hypergeometric.pgcl

In this program M is the number of elements with a certain property in a total of N
elements (both provided by the user), ¢ counts the number of elements drawn with the
desired property, x counts the total number of elements drawn and thus, at every point in
time, the probability to draw an element of M is %:;f and 1 — %:af to draw an element of
N\ M. The loop ends as soon as a sample of size n has been drawn.

We are interested in the expected number of elements drawn from M, i.e. the expected
value of ¢ with regards to the entire program P. According to probability theory this value
should be n% To verify this we start our weakest pre-expectation calculation:

wp(P,c) = wp(c := 0, wp(z := 0, wp(while(n—z—1 >= 0){
M—c
N—z

(c:=c+1] |skip); x := x+1},¢)))

= wp(c := 0,wp(z := 0,

C]skip);:c =a+1,F)
+[n—2—1 % 0]-c)))

lgp([n—ar—l > 0]-wp((c:= C—H[AN4

®(F)

= wp(c:= 0,wp(z := 0,

C]skip);m =1x+1,0)

+Hn—2-1# 0]-¢)))

sup([n—z—1 > 0]-wp((c := c—i—l[]]\\{

b —

®(0)

To provide the least fixed-point we perform a fixed-point iteration:
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®(0) = [n—z—1 # 0]-c d2(0) = (D(0))

33(0) = ©(2(0)) 2%(0) = 2(2°(0))
= (23t i =2 - 6yt i-a =
+ <%__§ +e)[n—x = 1] + <2%__§ te)ln—w=2]
+ c[n—x—1 % 0] + (]]\\74__6"‘0)'["—95 = 1]

+ c:ln—x—1# 0]

The careful reader will notice that these fixed-point iteration steps are the exact same
steps as in the binomial distribution fixed-point iteration in Section [3.2.1] except the prob-
ability parameter p has been switched to AN/[__g Apparently, changing the probability pa-
rameter during execution has no effect on the verification process, because the fixed-point
describes the behavior of the loop for every given state and the probability to draw an
element of M is =< in any state of the loop. Thus, we can conclude that ®*+1(0) is given

N—x
by:

k
P(0) = Y (Ina = -G 3

Jj=1

;+c))+[n—x—1 *0]-c

Analogous to our reasoning in Section our fixed-point is:

F=n—2-12>0]((n—z)-3=5+c) + [n—z—1 # 0]-c

If we insert this back into our weakest pre-expectation calculation (ultimately setting
z and ¢ to 0) we will obtain n% if the user draws at least one element. We will omit proof
of ®(F) = F here, as it works completely analogous to the binomial distribution. Again
this fixed-point is very intuitive and we could have guessed it beforehand by expressing
n% w.r.t. different initializations of the variables. Then we would only need to check if
O(F)=F.

This gives us a strategy to find invariants. As we have seen in Section [2.4] every fixed-
point is also an invariant, because it satisfies all conditions of Theorem Instead of
performing a lengthy fixed-point iteration to prove a property we can use that property
to find an invariant by thinking of an expression Z that predicts the program’s behavior

in any given state w.r.t. the pre- and post-expectation and is a fixed-point of the loop.
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Then we only check if ®(Z) = Z and thus indeed found an invariant that lets us prove the
property. On the other hand, if ®(Z) # Z we may be able to fix the invariant candidate
based on the knowledge gained by failing to prove the equation.

However, if we have no idea how our fixed-point might look like or what your program
does, fixed-point iteration provides a nice view on how the program behaves. Nonetheless,
fixed-point iteration might not always work as it is possible for the results to just blow up
in size, making it almost impossible to find a formula describing ®*. We will see this in
the next section where we investigate an example we are unable to analyze via fixed-point
iteration.

3.2.4 Uniform Distribution

A random variable x follows the uniform distribution |4 if the probability of © = k, where
a < k < b is given by the probability mass function
Plx=k)= b% :

a

Since PGCL does not offer a probabilistic choice that draws from an interval, we are left
with Bernoulli trials to model a uniform distribution. An algorithm using Bernoulli trials
to model a uniform distribution can be found in [15]. Translated to PGCL the algorithm
looks like this:

var v,c,running;

vi=1;
c:=0;
running:=0;
while (running=0) {
Vi=2%V;
(c:=2*xc+1[0.5]c:=2%cC);
if (v—n>=0) {
if{n-c>0}{ //terminate
running:=1;
}
else{ //roll back
vi=v-n;
c:=c-n;

Listing 3.4: uniform.pgcl

In this program v is an auxiliary variable that is doubled in every iteration until it
exceeds a value n that is given by the user and sets the range of possible values to {0, ..., n—
1}, ¢ is the random variable that is returned at the end of the program. If v exceeds n and
¢ is in range {0,...,n — 1} the loop guard will be set to 1 and the program terminates,
else if ¢ is not in this range n is subtracted from both v and ¢ to jump back into range and
try again.

Because this program is very hard to understand a program graph can be found in
Fig. illustrating the process to show that this algorithm indeed models a uniform
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distribution. As mentioned earlier fixed-point iteration fails on this example, as the size of
the results grows very fast with each step. To give you an impression we will look at the

result of the third step:

2%(0) = [running = 0] > v > ]le < ";3]@ Z)
+ [running = 0][% >0 > %][c < n;2](c+ %)
+ [running = 0][% >0 > %][c < nil](c+ i)
+ [running = 0][% >0 > %][c < %]c
+ frunming = 0ffp > T2 5 0> R 242
+lrunning = 0)fp > S22 5 0> o Rye - 24 %)
+ [running = 0][v > ?ZTn][Sn— ! >c> g](c— g + %)
+ [running = 0][v > %Tn][??in >c> g](c— g)
+ [running = 0][v > g][c< n;I](c—i—%)
+ [running = 0][v > g][c < g]c

+ [running # 0]c

If investigate this result w.r.t. the graph in Fig. [3.1] we are able to assume that the
constraints model the different nodes in the graph and add the expected value of ¢ w.r.t.
the leaf nodes that are reachable from that node. For example consider the first 4 lines:

[running = O][g >0 > %HC <
+ [running = O][g >0 > %HC <
+ [running = 0][% >0 > %HC <
+ [running = O][ﬁ >v > EHC <

2 4

n—3 3
4
n—2 2

All these constraints become true for the upper right node labeled v =2, ¢=0,
running = 0. Inserting these values into the 4 lines above yields:

0+3+0+2+0+14+0=

This is exactly the mean value of the leaf nodes reachable from that node, i.e.

6 _
615

0+1+4+2+3
1 .

While we proceed iterating the constraints will more and more define the different levels
in the graph while the graph grows. As there are only a finite number of states for a fixed
range n this fixed-point iteration will at one point just add redundant information w.r.t.
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v=1,c=0,running=0

V=2
0.5 0.5
v=2,c=0,running=0
vEic b vB;cB;
v=2,c=1,running=0 v=2,c=0running=0
=2 =2
05 . 05 05 . 0.5
v=4,c=1,running=0 wv=4,c=0,running=0
v=4,c=3,running=0 v=4,c=2 running=0 v=4,c=1,running=0 v=4,c=0,running=0
J/ 2% J/ 2% J/ 2% J/ 2%
v=B8,c=3,running=0 v=8,c=2,running=0 v=8,c=1,running=0 v=8,c=0,running=0
0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
v=8,c=7, v=8,c=6, v=8,c=5, v=8,c=4, v=8,c=3, v=8,c=2, v=8,c=1, v=8,c=0,
running=0 running=0 running=0 running=0 running=0 running=0 running=0 running=0
J/ running=1 \L running=1 J, running=1 J/ running=1 L running=1 J/ running=1
v=8,c=5, v=8,c=4, v=8,c=3, v=8,c=2, v=8,c=1, v=8,c=0,
running=1 running=1 running=1 running=1 T ing=1 running=1

Figure 3.1: uniform.pgcl program graph for n = 6

the fixed parameter n, that means the whole sum is going to describe a lot more nodes
than needed for range {0,...,n — 1}. These nodes will either be valuated with 0 due to
unsatisfied constraints, or split up the result into more summands.

Summing up, we can conclude that fixed-point iteration is a very powerful tool for prov-
ing a program’s properties. However, there are cases where fixed-point iteration becomes
explicitly hard, error-prone and might not lead to a conclusive result at all. Furthermore
we have seen that we may be able to guess a fixed-point of the loop. This gives us a strat-
egy to find invariants by looking for a fixed-point that captures the program’s behavior
w.r.t. a property we want to prove and merely show that it is a fixed-point of ®. We will
benefit from this in the next sections as we are going to revisit our programs to look at
post-expectations of the form [x=k]|, i.e. the pre-expectation should be the probability of
x having value k at the end of the program. As we will see, those invariants will not be
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linear anymore but exponential.

3.3 Invariants for Individual Outcomes

From now on, since we learned that we may be able to guess the program’s fixed-points by
looking at known properties of the different distributions we will leave fixed-point iterations
behind and instead try to guess the fixed-point F' of the loop and verify it by ensuring
that ®(F) = F. This has one major reason: As we are investigating post-expectations of
the form [z = k] we will see that all our invariants will turn from linear to exponential, for
example because the respective distribution is described by binomial coefficients. Therefore
fixed-point iteration becomes harder to perform manually. On the other hand, guessing a
fixed-point and proving that it indeed is a fixed-point is a lot easier.

The pre-expectation of post-expectation [x = k| is the probability that at the end of
the program x = k holds. This will verify that our programs indeed model the respective
distribution, because the pre-expectation of the program should be the probability mass
function of the distribution. To begin with, we are looking at the geometric distribution
since this one is particularly easy.

3.3.1 Geometric Distribution

The geometric distribution |4] can be described as the number of failed Bernoulli trials until
success. Formally, a random variable x follows the geometric distribution if the probability
that exactly k failed trials occur until success is given by the probability mass function

Plz=k)=(1-p"-p. (3.6)

The following PGCL program models this distribution:

var x, flip;

x:=0;

flip:=0;

while (flip = 0){ //until success
(flip:=1[plx:=x+1); //flip coin

}

Listing 3.5: geometric.pgcl

In this program x is the number of failed trials. As soon as a successful trial occurs
variable flip is set to 1 and the loop terminates. If we compute the weakest pre-expectation
for post-expectation z, i.e. the expected number of trials needed until success, a fixed-point
is given by

F=[flip=0]-(x+52)+[flip#0] - = .

As this result is given in detail in published work we will not prove this hereE] Instead
we are interested in post-expectation [x = k|, i.e. that x has exactly k as a value at the

3Proof can be found in Appendix
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end of the program and therefore the pre-expectation should be the probability for that to
happen.

As this probability is described by we will use this formula to guess a fixed-point
and invariant instead of performing a fixed-point iteration to prove the program’s property.
Since k is the only variable in this formula and describes the number of failed trials we
subtract the number z of failed trials that already happened and obtain a formula that
describes the probability of [x = k| in any state of the loops execution:

(I—pfk—=.p

As we have learned earlier this expectation requires sanity checks, for example to dis-
tinct cases where the loop is entered and where it is not entered or to prevent negativity of
expectations. Obviously, the expression above only calculates the correct probability if the
loop is entered, i.e. [flip = 0] is true. On the other hand, if [flip # 0] holds the probability
of x = k should not be 0, because x might have been initialized with value k, hence the
probability that x = k is 1. This will lead to the following guess for an invariant:

I = [flip=0]-(1 — p)*~*p + [flip # 0]-[z = K]

Unfortunately this is not enough to prove that ®(Z) = Z, i.e. Z is a fixed-point that
satisfies Theorem [ We will need one more constraint to prove this equality, namely that
[k —x > 0]. In other words this sanity check ensures that z is not greater than k, because
x > k would mean that there is no possibility for us to achieve exactly k failed trials since
we already have more than that. Thus, the probability should be 0. Finally we obtain our
invariant candidate:

I=[flip=0Ak—ax>0]-(1—p)*Tp+[flip #0]-[x = K]

As mentioned before, we are not going through fixed-point iteration anymore and in-
stead will only try to prove that our invariant candidate is a fixed-point of the loop. This
saves us a lot of work, as we are able to consistently guess the invariant by looking at
the probability mass function, express it w.r.t. different variable initializations and provide
proper constraints to prove that it is a fixed-point.

®(Z) = ®([flip = 0 A k—z > 0]-(1—p)"*-p+[flip # 0]-[x = K])
= [flip = 0]-wp((flip := 1[p]z := z+1),
[flip = 0 A k—x > 0]-(1—p)F~"-p+[flip # 0)-[x = k])
+ [flip # 0]-[x = K]

= [flip = 0)-(p-[x = k]-+(1—p)-([flip = O A k—z—1 > 0]-(1—p)*“"Lp
+ [flip # 0]-[z+1 = K]))
+ [flip # 0]-[x = K]
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= [flip = 0]-([x = K]-p
+ [flip =0 A k—z—1 > 0]-(1—p)*%-p
£ [flip # 0)fa-+1 = K- (1—p))

+ (flip # 0o = K

= [flip=0)-lz = k]-p
+ [flip = 0)-k—z—1 > 0]-(1—p)*~*p
+ [flip = 0]-[flip # 0] -[z+1 = k]-(1—p)

=0
+ [flip # Oz = K]

= [flip = 0]-[0 = k—x]-p
+ [flip = 0)-[k—2 > 1]-(1—p)**p
+ [flip # 0]-[z = k]

In line one of the last result k—x = 0 holds, hence we know that we can write p as
1-p = (1-p)°p = (1—p)*~*-p and we obtain:

®(I)=[flip=010=k—=]- (1—p)" " p
+[flip=0[k —x>1-1—p*=.p
+ [flip # O][z = k]

This is the where we can see why we added [k — x > 0] as a constraint, because now
we can follow that

[k—x =0]+[k—x > 1] =[k—2x =0V k-2 > 1] = [k—z > 0]
and thus conclude:
O(Z) = [flip=0Nk—2>0]-(1—p)** -p+[flip#0]-[x =k =F

Consequently 7 is a fixed-point and therefore invariant. If we set « and flip to 0 we
obtain the probability mass function of the geometric distribution if & > 0, hence our
program indeed models a random variable following the geometric distribution. All we
needed to do was to alter the probability mass function to consider different initializations
and provide a sanity check that allows us to prove that our invariant is also a fixed-point
of the loop. One could even state that finding the arithmetic expression describing the
invariant is not hard at all but finding the constraint to prove that it is a fixed-point is
the true challenge. Finding those constraints comes down to a trial and error approach.
Unfortunately we cannot simply add a lot of constraints that we assume to hold for our
guess, but have to find the exact set that works, because any additional constraints might
make the simplification steps harder or impossible.
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3.3.2 Binomial Distribution

Next, we are going to revisit the binomial distribution and try to guess an invariant for post-
expectation [¢c = k|. Looking at the program in Lst. and probability mass function
we can assume that our invariant candidate to prove that our program models a binomial
distribution is something along the lines of

7= fal- (L) [ e = A

where a and ( are constraints to be determined that suffice as a sanity check to prove
®(Z) = Z. First of all, we can safely assume that « should contain the loop guard and
B the negated loop guard. Furthermore « should rule out that ¢ > k, that is we already
achieved more successful trials than we want to achieve and hence it is impossible to achieve
exactly ¢ = k. Therefore we will choose our invariant candidate to be:

n—i

Z=[n—i—-1>0Ak—c>=0] (k—c

)-<1—p>"-i-k+c-pk-c+[n—z’—1 £00fc=K

We are going to check if ®(Z) =Z:

®(7) = [n—i—1 > 0]-wp((c := c+1[p]skip);i := i+1,

—i—1>0Ak—c>=0]
[n—i—1> c> ]<k—c

) -(l—p)n_i_k+c-pk_c

+[n—i—1 # 0]-[c = k])
+ [n—i—1 # 0]-[c = K]

= [n—i—1 > 0]-wp((c := c+1[p|skip),

[n—i—2>0Ak—c>=0] (nk t >‘(1_p)n—z—1—k+c.pk—c

+[n—i—2 # 0]-[c = k])
+ [n—i—1 # 0]-[c = K]

= [n—i—1>0]-(p:([n—i—2>0A k—c—1 >= 0]
. <Zf—i_1> .(1_p)nfifk+c_pkfcfl
+[n—i—2 # 0]-[c+1 = k])
+(1-p)([n—i—2> 0 A k—c >= 0]
_ <n;ﬁ;1) (1—p)rini-k+e ph—e
+[n—i—2 # 0]-[c = k]))
+ [n—i—1 # 0]-[c = K]
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= [nfifl > 0].[71*@'*2 > 0].[kfcf1 > ()]. (Z:Z:i) ,(17p)n—i—k+c,pk—c

+ [n—i—1 > 0]-[n—i—2 # 0]-[k—c—1 = 0] -p (1)
+ [n—i—1 > 0]-[n—i—2 > 0]-[k—c > 0]- <”kicl> (1—p)—ihte.phe
+ [n—i—1 > 0]-[n—i—2 # 0]-[k—c = 0]-(1—p) (2)
+ [n—i—1 # 0]-[c = k]

We take a closer look at (1) and (2):

(1) With [n—i—1 > 0]-[n—i—2 # 0] and assuming integers we obtain [n—i = 1]. Com-
bining this with [k—c—1 = 0] we can conclude:

o fneie1\
1-p—< >p1 (1-p)°

0
=1
= =—1
_ n—i—1 k—c ﬂ—k(—k—i—c)
—<k_c_1>-p (1-p)

(2) With [n—i—1 > 0]:[n—i—2 # 0] and assuming integers we obtain [n—i = 1]. Com-
bining this with [k—c = 0] we can conclude:

n—i—1

1~(1—p)=< 0 >-p°-(1—p)1

=1
=1 =0

—~

_ <n;i;1>.pkC,(l_p);;—\iJr(_k_’_C)

Further we are going to simplify constraints, because [n—i—1 > 0]-[n—i—2 > 0] is equiv-
alent to [n—i > 2]

®(Z) = [n—i > 2]-[k—c—1 > 0] (Z:Z:D (1—p)n—i—ktephe

+ [n—i = 1)-[k—c—1 = 0] (n—z’—l) (1—p)ri—hte phe
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Line 1 4 2 and 3 + 4 can be simplified to:

(T) = [n—i > 1] [k—c-1> 0] (Z_i_i) ()i phe

n—i—1
k—c

+[n—i>1)[k—c> o]-( )-(1—p)"—i—’“+0-p’f—c
+ [n—i—1 # 0]-[c = K]
If we factorize [n—i > 1]-(1—p)"~#=*+c.pk=¢ we obtain:
B(T) = [n—i > 1(1—p)" e
(=emrz 0 ({7 ez ()
+ [n—i—1 # 0]-[c = K]
For (x) we need a case distinction w.r.t. k—e:

1. k—c < 0: Since both constraints are unsatisfied the result is 0.

o —i1 i1
2 kee=0 et 200 (17 )etez 0 (")

-o:("37) = (%)
()= ()

3. k—c > 0: lhme—1 > 0]- <n—i—1>+[k_c . 0]'<n—i—1>

Finally, we can conclude:

O(Z) = [n—i > 1]-(1—p)" = F+eph=—<k—c > 0] (Z:Z) + [n—i—1 % 0]-[c = k]

— [n—i-1>0Ak—c>=0]
[n—i—1> c> ]<k—c

)-(l—p)"_i_k+c-pk_c + [n—i—1# 0]-[c = k]
=7

Hence our invariant candidate is a fixed-point of the loop and therefore satisfies Theo-
rem [I} If we initialize ¢ and ¢ with 0 and choose n > 1 A k > 0 we obtain the probability
mass function of the binomial distribution, thus our program indeed models a random
variable following the binomial distribution.
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3.3.3 Negative Binomial Distribution

In this section we revisit the negative binomial distribution and find an invariant for post-
expectation [x = kl, i.e. the probability that exactly k& Bernoulli trials are performed before
r successes are achieved. Looking back at the program in Lst. [3:2] and probability mass
function (3.3) we attempt to alter this function, so that it defines the probability w.r.t.
different initializations.

We switch r to r — ¢, because the number of successes that is still needed depends on
the number of successes already achieved and k to k — x, because the number of trials
left depends on the number of trials already performed. Hence we assume our invariant
candidate to be of the form

T— [a}(k - — 1>~pr_c'(1 _p)k—x—(r—c) + [,3][]{ _ :L'] )

r—c—1

We safely assume that a contains the loop guard and § the negated loop guard. If
we look closely at the sanity check of the loop invariants of the last two sections we can
infer that both rule out conditions for which achieving the post-expectation is impossible.
Ruling out that we already did more than k trials is not sufficient here. Instead we need
a tighter bound, because we further have to ensure that we still have enough trials left to
achieve r successes, i.e. k — x > r — c¢. Hence our invariant candidate is

1= [r—c—lEO/\k—:pzr—c]-(k_x_l)-pr_c-(1—p)k_x_(”_c)+[7"—c—1;éO]'[k‘ =zx] .

r—c—1

Also note that condition z > k, which makes achieving [z = k| impossible is excluded
by transitivity, since k —z > r — ¢ > 1. Now we are going to check if ®(Z) = Z:

®(Z) = [r—c—1 > 0]-wp((c := c+1[p]skip); x := z+1,
k—xz—1

[r—c—1>0ANk—x >= r—c]-(
r—c—1

> '(1_p)k7xfr+c‘prfc

+ [r—c—1 # 0]-[z = k])
+ [r—c—1 # 0]z = k]

= [r—c—1 > 0]-wp((c := c+1[p]skip),
[r—c—l >0A ] >— r_c]. <k—x—2> _(1_p)k—x—1—r+c,pr—c
+ [r—c—1 # 0]-[z+1 = k])
+ [r—c—1 % 0]-[z = k]
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= [r—c12 0] ([r—c=22 0N k—a—1 >=r—c—1]
(D
+ [r—c—2 % 0]-[z+1 = k])
+ (1=p)(fr—e=1 2 0N k—a—1>=r—]
(Dt
+ [r—c—1 # 0]-[z+1 = k]))
+ [r—c—1 % 0]-[z = K]

k—x—2

(1— k—x—r+4c  r—c
)

=[r—c—=1>0Ar—c-2>0Nk—x> r—c]-(

+[r—c=1>0Ar—c—2#0}-lk = z+1]-p
k—x—2

+[r—c-1>0ANk—2z—1> r—c]-( )
r—c—

) '(1_p)k—x—r+c.pr—c

+ [r—c—1# 0]-[z = k]

k—x—2

=lr—c-2>0Nk—z >r—c|
[r—c—2> x > r—c| ('r—c—2

) ‘(1_p)k—z—r+c.pr—c

+ [r—c=1>0Ar—c—2 # 0]-lk = z+1]-p
k—x—2
r—c—1

+[r—c-1>0ANk—2—1> r—c]-( )-(1—p)k_’”_T+c'pr_c

+ [r—c—1%# 0]-[z = K]

Splitting up the summand in line three of the last sum we obtain:

(7)

k—x—2

=|lr—c—2>0Ak—x>r—c]
[r—c—2> x> r—c (’I"—C—Q

) _(1_p)k—z—r+c.pr—c

k—x—2
r—c—1
k—x—1
r—c—1

+[r—c2>0Nk—2z—12> r—c]-( >'(1—p)er+c~p’"c

+[r—c—-1=0ANk—2z—1> r—c]~( )~(1—p)I"’_g[”_”c-pr_C
+[r—c=1>0Ar—c—2#0}-lk = z+1]-p

+ [r—c—1 % 0]-[z = k]
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We reason analogous to the case distinction in Section [3.3.2] and obtain:
k—x—1
OZ)=[r—c-2>0Nk—x> r—c].< x ),(1_p)ks—w—r+9pr_c

r—c—1
> '(1_p)k7:pfr+c'prfc

+[r—c=1>0Ar—c—2%# 0}k = z+1]p (%)
+ [r—c—1 # 0]z = k]

k—x—1

+[r—c—1=0ANk—2z—1 zr—c]'< )
r—c—

() can be transformed due to constraints [r —c—1>0Ar —c—2#0] = [r—c=1]
and [k —x —1=0] to

1-1-p= (0> S(1=p)°-p!

0
E—x—1 i

— (1= —xr—r+4c  r—c
(T_C_1> (1-p) p

and thus:

k—x—1
(1— k—x—r+c  r—c
r_c_1> (1-p) p

k—x—1

r—c—1

k—z—1 i
(1= —r—r4c r—c
T_C_1> (1-p) P

O(Z)=[r—c-2>0Nk—a > r_c].(

+[r—c—1=0ANk—2z—1> r—c]'< >-(1—p)k_x_r+c-pr_c

—f—[r—c—l:O/\k:::H—l}'(
+ [r—c—1%# 0]-[z = k]
Dueto [r—c—1=0] we know that [k =z+1]=[k=c+r—c=k—az=1r—c

k—x—1 &
(1= —xr—r+4c r—c
T_C_l) (1-p) P

k—x—1
r—c—1

O(I)=[r—c—2>0Nk—zx> T’—c]-<

+r—c-1=0Nk—z> T—C—i-l]'( >-(1—p)k:’3”‘3-gfc

+[r—c—1=0Ak—x =r—c] <k_$_1> (1—p)k-wmrepr—c
+ [r—c—1# 0]-[z = k]

k—x—1

=[r—c—2>0Nk—z> r—c]-(
r—c—1

> '(1_p)kfa:fr+c'prfc

k—z—1
+[r—c—1=0ANk—z>r—(] <T_i_1> (1—p)k-—rteyr=e

+ [r—c—1 % 0]-[z = k]
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k—x—1

=[r—c-1>0ANk—z > rc]-(
r—c—1

)‘(1p)k—z—r+c'pr—c
+ [r—c—1%# 0]-[z = K]
=7

We conclude that our guess was correct and Z is a fixed-point of the loop and therefore
invariant. If we set « and ¢ to 0 and choose r > 1 A k > r we obtain the probability mass
function of the negative binomial distribution. Thus the given program indeed models a
random variable following the negative binomial distribution.

As we can see, in all our examples we were able to find the necessary constraints to
prove ®(Z) = T by excluding conditions which make it impossible to achieve the given post-
expectation. This rule of thumb makes it possible for us to confidently guess invariants.
However, proving that our invariant candidate is a fixed-point of the loop is highly non-
trivial as we will see in the next section.

3.3.4 Hypergeometric Distribution

At the end of this chapter we are going to see that not only fixed-point iteration is hard,
but performing the last step (i.e. showing that ®(Z) = Z) can be hard as well. The Hy-
pergeometric distribution will serve as an example for that. If we look back at probability
mass function and the program in Lst. we can assume that our invariant candidate
to post-expectation [c=Kk] is of the form

(h)- ()

()

Applying our rule of thumb we first add the (negated) loop guard to « (8 resp.) as
usual, however there is a lot of things to be excluded so achieving [¢c = k| does not become
impossible:

7= [a)

+ [Bl-le=k] .

e The remaining number of elements with a certain property must be lower or equal
to the total number of remaining elements (i.e. M —c < N — x)

e The remaining number of elements with a certain property must be greater or equal
to the number of elements with the certain property we still need to achieve [c = k]

(iee M —c>k—c).

e The number of elements with a certain property we have already drawn should not
be greater than than the number we want to achieve (i.e. k —c¢ >=0).

e The number of total elements remaining must be larger than the sample size remain-
ing to be drawn (i.e. N —z >n — x).
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Adding these constraints to our invariant candidate yields:

(G N G Ay

I=[N—xz>M—-c>k—c>0ANN—-z>n—z—12>0] joa
()

+ [n—z—1 % 0][c = k]

If we want to prove that Z is a fixed-point of the loop we have to prove that the
following equality holds

(]\/I—c).(N—ac—]\J-Q»c)
[IN—2>M—-c>k—c>0AN—z>n—z—1>(0]-t= (NTL;”S’“C +[n—x—1%0][c =k

(M — ) ({7 - (5
N — I‘) (Nfzfl)

n—x—1

[IN—-2>M—-c>k—c>1AN—-xz>n—xz—12>2]

+[n—x=1]c+1=k]

M —
- 1>0)(1—
+[n—=x > 0)( N

_;)[N—sz—czk—cz1/\N—x2n—:1;—122]
(9 R G shiy
CV—I—l)

n—zr—1

M—c)
N —z

+n—z—1>0]n—z—2%0]c=Fk(1-
+[n—x—1%0]c=k]

which is impossible to do with a reasonable amount of effort, so this will stand as an open
challenge to be solved by some automated technique and illustrates why automatization
is needed.

Summing this chapter up, we have seen that fixed-point iteration can be a very
powerful tool to prove a program’s properties but is a very expensive task in general.
Instead of performing a fixed-point iteration to prove a property an invariant can be
provided that is easier to find than performing a fixed-point iteration.

Normally, invariants are allowed to underestimate the pre-expectation which is not
desired if we want to prove that a program has a certain property. Our strategy for finding
invariants is to guess a fixed-point of the loop, because fixed-points are always invariant.
The advantage of using a fixed-point of the loop as an invariant is that it captures the
program’s behavior exactly and thus describes the pre-expectation precisely.
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Furthermore, if we know the underlying probability distribution (and thus the pre-
expectation) we are able to confidently guess an invariant by altering well known formulae
to consider different initializations of the variables. Then we only have to look for proper
constraints to prove that it is a fixed-point. Additionally a rule of thumb has been intro-
duced that lets us find those constraints. Nonetheless, as a program becomes more and
more complicated it appears to be impossible to prove our candidates manually, and even
automated solution will fail to do so. A list of all our invariants can be found in Table [3.1]
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Program invariant for postExp:= var invariant for postExp:= |var=k|
geometric [flip = SAH.T%I.:?.@ # 0z [flip =0 A k—z > 0](1—p)*~*p+[flip # 0][x = k]
[n—i—1>0Ak—c>0]-(}77) - (1—p)n~i~Fte.ph=e
binomial [n—i—1 > 0]((n—i)p+c)+[n—i—1 < 0]c +[n—i—1 # 0]-[c = K]
[r—c—1>0Ak—x > r—c| Awwwwwv@ﬁlnﬁlﬁvwlal?fo
negbinomial [r—c—1> o_%.lﬁlmlH < 0]z +r—c—1 < 0][x = k]
hypergeometric | [n—z—1 > 0)((n—z) 3= +c)+[n—2—1 < O]c —\-

T

Table 3.1: Table of all invariants found
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Chapter 4

Evaluating PRINSYS

In this chapter we are going to benchmark PRINSYS and detect its bottlenecks. First of
all we are going to introduce the core procedures of PRINSYS. Thereafter we are going to
enrich our current set of invariants with invariants found by other researchers to create a
benchmark suite. Afterwards we will use said benchmark suite to detect where the current
implementation of PRINSYS has its limits and why. Finally a challenge is proposed that
illustrates the gap between what PRINSYS is presently able to do and what we want it to
be able to do in the future.

4.1 PRINSYS

PRINSYS (pronounced “princess” |10]) is a probabilistic invariant synthesis tool that uses a
constraint-based approach proposed by Katoen et al. [12] to infer probabilistic loop invari-
ants. Furthermore, provided with a program and an invariant candidate PRINSYS is able
to check whether or not the given expression is an invariant for the respective program.

The general approach proposed in [12] is based on speculatively annotating the loop
with a so called invariant template, a parametrized invariant candidate. Using constraint
solvers PRINSYS then determines parameters for which the template is indeed a loop in-
variant, i.e. satisfies condition 7 page .

Example 2. Dueling Cowboys [9), 17]. We consider a modified version of the dueling
cowboys program. The program models the classic situation of two cowboys A and B taking
turns shooting at each other until one of them is hit. In this version both cowboys are of
equal skill and thus have the same probability p to hit his opponent. Furthermore a counter
1s introduced that counts the number of shots.
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var turn, alive, x;

x:=0; //shot count
(turn:=A[]turn:=B);//decide who starts
dead:=0;
while (dead=0) {
if (turn=A) {
(dead:=1[plturn:=B);
}
else(
(dead:=1[plturn:=A);
}

x:=x+1;

Listing 4.1: modified dueling cowboys

We are interested in the number of shots taken until one of the duelists is dead, i.e. the
expected value of x. The interested reader will notice that this program models a variant of
the geometric distribution where the trials are performed by two players and the successful
trial is counted as well, hence the expected value of random variable x should be %. If we
want to prove this using PRINSYS we will start by finding a template to use. Because we
already obtained an invariant for the geometric distribution we will choose our template to

be
To=[dead #0Nz > 0] -+ [dead =0Ax > 0] (z+ @)

where a is an unknown real valued parameter. Depending on instantiation of o the instance
of template T, may or may not satisfy the invariance condition . PRINSYS is able to
characterize all as that make T, invariant. Provided with the above program and template
PRINSYS will return

a-p—a<l0Aha-p—1<L0.
which simplifies to

0<aL

RS

To obtain the greatest pre-expectation possible we will choose the greatest o and obtain
an invariant:

1
P

This result can be used to prove that variable x has an expected outcome of% which
corresponds to the mean value of a random variable following the geometric distribution.

In order to distill the parameters for which the template is invariant PRINSYS follows
a specific workflow [10].
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Step 1. PRINSYS parses template T, and program P and generates a control flow graph.
Afterwards PRINSYS traverses the graph of the program and computes wp(P, 74) to set up
the inequality given by the invariance condition (2.2)). Theoretically this inequality is of
the form

[O1] w1+ + [Om] - um, < [Ra] - 01+ -+ + [Rn] - vy,
[G)Ta wp(PT2,)

where O;, R; are constraints, u;, v; are arithmetic expressions and [G] is the loop’s guard.
All unsatisfiable and trivially 0 summands generated are removed. In order to satisfy this
inequality we need to find all as for which the point-wise inequality holds. PRINSYS will
do this by pairwise comparisons of the summands of the left-hand side and the right-hand
side. Since the constraints of the summands may overlap the expectations first have to be
rewritten into disjoint normal form.

Step 2. PRINSYS transforms the expectation of the left-hand side and the right-hand side
of the inequality above into disjoint normal form (DNF). An expectation is in DNF if it
is of the form [Py - f1 + -+ + [Py] - fn where Py,..., P, are disjoint, i.e. at most one of
them evaluates to true on any valuation. The transformation is performed according to
the following theorem:

Theorem 2. [10] Given an expectation of the form:
f=[P]wi+ -+ [P wn.
Then an equivalent expectation in DNF' can be written as:
Yo (AARA-CA PO w)
IeP@m)\) i€l jem\I icl

where T is the index set {1,...,n} and P(-) denotes the power set.

All unsatisfiable and trivially zero summands generated are removed.

Step 3. The resulting inequality in DNF is encoded as a first-order formula by transforming
it according to the folowing theorem:

Theorem 3. [10] Given two expectation f, g in DNF over variables x1, ..., xg
f=101]-u1+-+[On] unm , g=|[Ri]-vi+ -+ [Rn] vn -
The inequality f < g holds if and only if
Vri,...,2 € R: /\ /\(Oi/\Rj = (u; —v; <0))

€M jJEN

A N\ (Oi A (N ~Ry) = u; <0)
icm jen

AN N@R;A (N —0i) =0 <)
JEN i€m

holds, where T is the set of indices {1,2,...,x}.
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This generated first-order formula is passed to REDLOG|7| that uses quantifier elimi-
nation to simplify the formula. The result returned by REDLOG is then presented to the
user by PRINSYS (e.g. see Example [2) and may contain redundant information that can
be further simplified manually by the user.

In technical terms the following steps take place in the current implementation of
PRINSYS:

1. PRINSYS sets up the inequality to verify the invariance condition:

(a) Template 7 and program P are parsed.

(b) T is multiplied with the loop guard and stored in variable ‘lesserExp’, as it is
the lesser side of the invariance condition.

(c) Method ‘getWLP()’ computes wp(body,T) and stores the result in ‘greater-
Expr’, as it is the greater side of the invariance condition.

(d) Method ‘removeUnsatAndZero()’ removes all unsatisifiable and trivially zero
summands from greaterExpr.

2. both expressions are passed to method ‘transformToFormula()’:

(a) Method ‘toDNF()’ transforms both lesserExpr and greaterExpr to disjoint nor-
mal form.

(b) removeUnsatAndZero() ‘cleans’ both lesserExpr and greaterExpr.

3. lesserExpr and greaterExpr are encoded to a FO-formula and forwarded to REDLOG.

Remark Provided with an invariant candidate instead of a parametrized template PRIN-
sys will check if the candidate is indeed invariant by performing the steps above. Ideally
PrINsYS will return ‘true’ if the candidate satisfies the invariance condition . How-
ever, often times REDLOG is not able to entirely simplify the first-order formula to the
point where it can return ‘true’, but instead returns a statement that can be identified as
a tautology by a user manually with a reasonable amount of effort.

4.2 Acquiring a Benchmark Suite for PRINSYS

Before we start to evaluate PRINSYS we are going to enrich our current set of invariants by
invariants found by other researchers in this field and trivial invariants for hard programs, as
not all of our invariants found in Chapter|3|can be used with PRINSYS. In fact, we will only
be able to verify three of our invariants as the current implementation does neither support
input of a fraction for the probability parameter in the probabilistic choice statement (as
used in Lst. , nor does it support input of binomials or exponentials in the template.
The latter is due to the fact that it is currently unknown if the theory of real numbers with
exponential functions is decidable at all [16]. Thus our invariant for the hypergeometric
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var h, t, jump, step, count;

h:=0;
t:=30;
count := 0;

//h 1s hare and t is turtle
while (h—-t<=0) {
(Jump:=0[0.5] jump:=1) ;
if (jump = 0){  //uniform0-10
{{{step:=0;1}[0.5]{step:=1;1}}1[2/5]{{step:=2;}

[1/3]
{{step:=3;1}[0.5]{step:=4;}}}}
[5/11]
{{{step:=5;}[1/3]{{step:=6;}[0.5]{step:=7;1}}}
[0.5]
{{step:=8;}[1/3]{{step:=9;1}[0.5] {step:=10;}}}}
// jump
h := h+tstep;

}

ti=t+1;

count :=count+1;

Listing 4.2: HARE-TURTLE.pgcl

distribution as well as all invariants in column “invariant for postExp:= [var := k|” of
Table [3.1] are not supported by PRINSYS.

First we are going to adapt programs and invariants by Yu-Fang Chen et al. presented
in [3]. The programs can be found in Appendix Although they “failed to verify
any of [their| non-linear examples with PRINSYS” we will be able to remedy this issue by
providing proper constraints for the respective invariants and altering the loop guards of
the programs.

Furthermore we will adapt the HARE-TURTLE program by Aleksandar Chakarov et
al. presented in [2| together with a trivial invariant. The program in Lst. models
the classic story of a race between a hare and a turtle, where the turtle is given a head
start. The hare jumps with a fifty percent chance a distance between zero and ten steps
while the turtle consistently moves one step per turn. A trivial invariant for this program
is [ > 0At>0Acount > 0] because this condition obviously holds through the entire
program. The complete benchmark suite can be found in Table

Before we can use these invariants for benchmarking we have to discuss the syntax of
templates for PRINSYS.
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Program Invariant
geometric [flip =0](z + 1],%1)) + [flip # 0]z
binomial n—i—1>0((n—d)p+c)+[n—i—1<0]c
negbinomial [r—c—1> O]% +r—c—1<0z
gamblersruin 2+ xy — 22
geol T+ 3zy
geo2 %z — 5224+ + gn:r
binl T+ iny
bin2 x4+ %nZ + %n — %ny
sum T+ %ng + in
prod inz%—%nx4—%ny+—xy——in
coinl —T — %yZ + %y +1
coin2 —x2+2x+%2—%y+1
coin3 nf%x2+§:cy+23—ox+%y274y+§
HARETURTLE [h>0At>0Acount > 0]

Table 4.1: PRINSYS benchmark suite

Definition 1. PRINSYS Template Syntax. PRINSYS templates have to be of the form
[constraint] * (expression)+...+[constraint] x (expression)
where each constraint is of the form
[expression rel 0 con ... con expression rel 0]

where rel € {>=,<=,! ==} and con € {and,or}. Note that each of the comparisons
always has to compare to 0 and also ‘true’ and ‘false’ instead of comparisons are allowed.
FEach expression is a polynomial with no variables in the exponents. If an expression con-
tains a fraction, the whole expression has to be converted to a fraction with a common
denominator. All dividers have to be surrounded by braces.

Example 3. Geometric Distribution. In Section we have seen that an invariant
for the program in Lst. is given by

[flip = 0](x + 52) + [flip # O]z .

This invariant will not be accepted by PRINSYS as the first expression of the sum is of
the form x + fraction. To be successfully parsed by PRINSYS the input has to be rewritten
to
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[flip = 0] % ((p 2+ 1 — p)/(p)) + [Flip! = 0] * () .

If a user enters this invariant together with the respective program PRINSYS will produce
the output:

false

This indicates that our invariant is not invariant and this may seem perplexing because
we know for sure that is an invariant. This is due to the fact that we assumed z to
be positive, but PRINSYS tries to prove the invariance condition over all real numbers.
Therefore we have to add a constraint that ensures that values of x are positive. Thus the
correct invariant is given by

[flip=0and x >=0]* ((p*xz+1—p)/(p)) + [flip! =0 and = >= 0] * (x)
which yields the outpuﬂ:
pxx3 —p <=0

This statement is obviously true, because 0 < p < 1. As mentioned earlier a tautology
s a common output if parametrized probabilistic choice statements are involved.

We can conclude that often times we have to alter the invariant we obtained manually,
e.g. by adding a sanity check. This is because we often assume facts (i.e. positivity,
integers) which are not automatically assumed by PRINSYS, since it will try to verify the
invariance condition over the set of real numbers. The fact that PRINSYS occasionally
does not yield ‘true’ but a tautology can be unfortunate, because it is possible for the
tautology to blow up in size for complex programs. This makes them complicated to read
and identifying them as a tautology suddenly becomes hard.

Next we are going to see that we sometimes will be able to obtain a simplified repre-
sentation of our invariant by including certain summands into others.

Example 4. Binomial Distribution. As an example for simplification consider the
binomial distribution and our invariant found in Section [3.2.1)

m—i—1>0]((n—i)p+c)+[n—i—1<0lc
First we rewrite this invariant to PRINSYS syntax:
n—i—1>=0*(n*xp—i*xp+c)+[n—i—1<0]x*(c)

Entering this into PRINSYS will yield ‘false’, because we assumed integers, but if we
change the constraint of the first summand to [n —i > 0] the second summand is just the
[n —i = 0] case of the first summand. Thus our invariant is simplified to

[n—i>=0]*(n*xp—ixp+c)

and yields the result

19 % 3 simply means p>
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true
because the invariant now holds for real numbers as well.
Example 5. Negative Binomial Distribution. As an ezxample for a required sanity

check consider our invariant for the negative binomial distribution found in Section [3.2.3
Similar to Example[]] it can be simplified into a single summand:

[r—c>=0l%((z*xp+7r—0c)/(p))
Passed to PRINSYS this will yield the result
p—-1=0o0or p =20

which is obviously ‘false’, because 0 < p < 1. We can remedy this by adding a sanity check,
1.e. that both x > 0 and ¢ > 0:

[r—c>=0and z>=0and c >=0]* ((z*xp+7r—c)/(p)),
Forwarded to PRINSYS this will produce the output

(pxr — p > 0 or p =0 or r — 1 < 0)
and (p*x*2 — p <= 0 or r — 1 < 0)

which is not trivially ‘true’, but if we look at it in detail we can show that both clauses are
‘true’ and therefore the and-conjunction is ‘true’:

(pxr — p > 0 or p =0 or r — 1 < 0)

The first or-clause holds for all ¥ > 1 and the third or-clause for all v < 1, thus the
statement always holds.

(pr*2 — p <= 0 or r — 1 < 0)
We know that 0 < p < 1 holds and hence the statement holds.
If we proceed with all programs and invariants we obtain a benchmark suite for PRINSYS
that can be found in Table L2
4.3 Benchmarking PRINSYS
Sometimes PRINSYS appears to not terminate and/or crash when attempting to prove the

invariance condition for a template or invariant candidate. Finding out what is the limiting
factor in PRINSYS’ current implementation is subject to this section.
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Program Invariant
geometric [flip=0and z >=0]*((p*xx+1—p)/(p)) + [flip! =0 and  >= 0] * (x)
binomial [n—i>=0]*%(n*xp—i*xp+c)
negbinomial [r—c>=0and x >=0and c>=0]*((xxp+7r—c)/(p))
gamblersruin [t—1>=0andx —y+1<=0]x(z+z*y—2?)
geol [x>=0and z—1<=0and z>=0and y >=0]* (x + 3% z*y)
[z>=0and z—1<=0and z >=0and y >= 0]
geo2 (1252 —bxzxz24+x+25xnx*1)
binl [y>=0andn—1>=0]*(z+0.25 % n xy)
bin2 [y>=0andn—1>=0]* (x4 0.125%xn*xn +0.125 xn — 0.75 * n *x y)
sum [n—1>=0]*(x+025%xn*n+0.25%n)
[n—1>=0and z >=0and y >= 0]
prod (025 xn*xn+05xn*xn+05xn*xy+x*xy—0.25%n)
coin! [true] « (1 —z —0.5%xy*xy+ 1.5%y)
coin? [true]* (1 —z*xz+2%x+0.5*%y*xy—1.5%y)
[t>=0andz—1<=0andy>=0and y— 1 <=0 and n >=0]
coin® x(3xn—28xxxx4+16xx*xy+20xx+4*xyxy—12xy+8)/(3))
HARETURTLE [h >=0 and t >= 0 and count >= 0] * (1)

Table 4.2: PRINSYS benchmark suite (fixed)

4.3.1 Benchmarking Runtimes

To benchmark the runtimes of PRINSYS we will use a simple time logger. This time logger
is able to hand out timers that can be requested by any method providing its method
name. If a method signals that it has finished the time logger stops the timer associated
with that method and writes the method’s name as well its runtime into a log file. A
sample output in a log file could look like this:

[2015-06-18 13:35:53]:Method tools.reduce.sat () took
203milliseconds to complete!

Using this time logger to benchmark the runtimes of PRINSYS will produce the results
that can be found in Table 3]
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Program Time Program Time
geometric 3.2sec binomial 1.35sec
negbinomial | 1.0sec gamblersruin 1.04sec
geol 1.19sec geo2 1.16sec
binl 1.9sec bin2 1.3sec
sum 1.2sec prod 1.1sec
coinl 1.85sec coin2 2.1sec
coin3 3.77sec | HARETURTLE | 12min 5sec

Table 4.3: PRINSYS runtime benchmark (rounded)

The first thing we notice is that the runtimes are very different depending on the
program and invariant and range from 1 second to about 12 minutes.

The reason for this large gap can be found in method removeUnsatAndZero() that
removes unsatisfiable and trivially zero summands to reduce computational overhead of
methods like toDNF(). Method removeUnsatAndZero() will repeatedly invoke a SAT-
solver on every single summand of the given inequality to check if it is unsatisfiable. Re-
moving these summands is crucial and cannot be omitted because toDNF() uses a power
set of all summands to transform an expectation into disjoint normal form and thus each
additional summand will double the computational overhead.

Example 6. Geometric Distribution. Checking the invariant of the geometric

distribution with PRINSYS produces the following output of the time logger if we only
benchmark the calls to the SAT-solver:

//4 Elements 1.lsec

.sat () took 203milliseconds to complete!
.sat () took 45Imilliseconds to complete!
.sat () took 258milliseconds to complete!
.sat () took 190milliseconds to complete!

.removeUnsatandZero took 1139milliseconds to complete!

//3 Elements 0.7sec

.sat () took 282milliseconds to complete!
.sat () took 210milliseconds to complete!
.sat () took 198milliseconds to complete!

.removeUnsatandZero took 706milliseconds to complete!
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//7 Elements 1l.4sec

sat () took 156milliseconds to complete!
sat () took 180milliseconds to complete!
sat () took 201lmilliseconds to complete!
sat () took 178milliseconds to complete!
sat () took 187milliseconds to complete!
sat () took 194milliseconds to complete!

..sat () took 253milliseconds to complete!
.removeUnsatandZero took 1385milliseconds to complete!

The first four calls to the SAT-solver are performed on the right-hand side of the inequal-
ity of the invariance condition, i.e. the expression produced by get WLP() (see Item @,@
The next three calls are on the DNF representation of the left-hand side of the inequality
(see Item . The last 7 calls are made on the DNF representation of the result of

getWLP() (see Item[2d][21).

Each of the calls to the SAT-solver takes about 200ms, because the SAT-solver is called
via the slow hard disk drive. Adding it up the entire verification process takes about 3.2
seconds plus some negligible small time used by REDLOG and other PRINSYS methodsﬂ

We conclude that the runtime of the verification process primarily depends on the
number of calls to the SAT-solver that have to be performed. This number varies widely
depending on the program and template, as we can see in the next example.

Example 7. HARE-TURTLE Recall the HARE-TURTLE program in Lst. and the
trivial invariant proposed. Verification of the trivial invariant takes about 12 minutes and
produces the following output:

//24 Elements 4.4sec
.sat () took 465milliseconds to complete!
.sat () took 177milliseconds to complete!

.sat () took 158milliseconds to complete!
.sat () took 157milliseconds to complete!
.removeUnsatandZero took 4354milliseconds to complete!

//1 Element 0.25 sec
.sat () took 224milliseconds to complete!
.removeUnsatandZero took 246milliseconds to complete!

//4095 Elements 12min
.sat () took 193milliseconds to complete!
.sat () took 170milliseconds to complete!

2All benchmarks were performed on a 3GHz quad-core processor with 4GB RAM. OS: Windows 8.1.
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..sat () took 158milliseconds to complete!
..sat () took 160milliseconds to complete!
. .removeUnsatandZero took 769706milliseconds to complete!

The first 24 calls to the SAT-solver are performed on the result of getWLP() (see
Item @,@ The following single call is on the DNF representation of the left-hand side
of the inequality (see Item @,@) The subsequent 4095 calls are made on the DNF repre-
sentation of the result of get WLP() (see Item[2d[2l). Finally PRINSYS will output ‘true’.

As we can see, the majority of calls to the SAT-solver are performed on the DNF
representation of the result of getWLP(), i.e. the result of wp(body,T). Consequently
the runtime is primarily affected by the formula produced by get WLP() and toDNF() in
terms of number of summands, because the SAT-solver is called on every single summand.
Determining the size of these expressions is subject of the next section.

4.3.2 Benchmarking Expression Size

As we have seen in the last section the runtime of PRINSYS primarily depends on the
expression size produced by get WLP() and toDNF(). The goal of this section is to deter-
mine this expression size in terms of an upper bound that can be computed before actually
starting the verification process.

The question how many summands are produced by toDNF() can be answered by look-
ing back at Theorem [2, page As we can see the surrounding sum produces summands
by using a power set of the summands of the given expectation f without the empty
set. Thus, the number of summands resulting from that process is 274msun(f) — 1 where
numsum(-) denotes the number of summands of the given expression. Consequently we
need to find out how large numsum(f) is going to be.

The number of summands on the left-hand side of the inequality will be the num-
ber of summands of the template, because it is only multiplied by the loop guard. The
number of summands on the right-hand side of the inequality will be the number of sum-
mands produced by getWLP() on the template, i.e. the number of summands produced
by wp(body, T) without the summands that get removed by removeUnsatAndZero() (see
[tem .

Looking back at Example |§| getWLP() produces 4 summands. One of those summands
is removed by removeUnsatAndZero() leading to a DNF representation of 23 —1 = 7
(instead of 15 if removeUnsatAndZero() is not used). In Example|7} 12 of the 24 summands
produced by getWLP() are removed leading to a DNF representation of 212 — 1 = 4095
instead of 224 — 1 = 16777215. As we can see removing unsatisfiable and trivially 0
summands is a crucial step in the workflow of PRINSYS and has a large impact on the
expression size. However, as we can not possibly tell how many of the summands are
going to get removed by removeUnsatAndZero() beforehand we are satisfied with an upper
bound, i.e. the number of summands of the result of get WLP() before cleaning.

50



Loop Invariants in Probabilistic Programs

This number of summands produced by wp(body,T) can be computed before actually
computing the sum itself, because it only depends on the program and the number of
summands in the given template. Consequently we can define a function numsum(-) com-
puting the number of summands produced by wp depending on the number of summands
in the template.

Definition 2. numsum(-) Let R,Q be loop free (probabilistic) programs, x a program
variable, E an arithmetic expression, G a boolean guard, p a probability, t an expectation
and |t| the number of summands of the expectation. We recursively define the number of
summands generated by wp on a loop free program as:

numsum(skip, |t|) = |¢|

numsum(x = E, |t|) = |t|

numsum(R; Q, |t]) = numsum(R, numsum(Q, |t]))

numsum({R} [p] {@},|t]) = numsum(R, |t|) + numsum(Q, |t|)
numsum({R} [[{Q}, |t]) = numsum(R, |t]) + numsum(Q, |t|)
numsum(if (G) {R} else {Q}, |t]) = numsum(R, [t]) + numsum(Q, |t])

Thus, with every decision the program makes during execution we effectively double
the number of summands of the current sum at that point. Consequently we can compute
the worst case runtime before starting the verification process by computing the number of
calls to the SAT-solver that have to be performed at most. PRINSYS will call the method
removeUnsatAndZero() three times:

1. On wp(body, T).
2. On the DNF representation of [G] - T.
3. On the DNF representation of wp(body, T ).

Thus the maximum number of calls to the SAT-solver is given by:

numsum(body7 ‘TD + 2\[G}T| 1+ 2numsum(body,|T|) 1

1. 2. 3.

This possibly large number is why PRINSYS may crash or take a long time on com-
plicated programs. As the number of calls to the SAT-solver in the worst case is given
by the formula above and every expectation is stored as a String, this exponential growth
results in a memory outage in a very short time if the program is very complicated. The
more decisions are made during a programs execution, the larger the result of numsum(-)
becomes. The result of the expression size benchmark can be found in Table [4.4]

Remark Using a simple example program, that can be found in Appendix[A:4] PRINSYS
was able to store a maximum expression size of 2% —1 = 32767 summands and took about
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Program | getWLP() size | toDNF() size Program getWLP() size | toDNF() size
geometric 4 7 binomial 2 3
negbinomial 2 3 gamblersruin 2 3
geol 2 3 geo2 2 3
binl 2 3 bin2 2 3
sum 2 3 prod 2 3
coin? 3 7 coin? 3 7
coin® 4 15 HARETURTLE 24 4095

Table 4.4: PRINSYS size benchmark

216

8 hours to process them. It crashed on 2 —1 = 65535 summands due to a memory outage.

The summands were of the form

k
Z[x—i>:0]-(x) .

=0

Keep in mind that PRINSYS stores this summands as Strings and might be able to
process less or more summands depending on how long the actual String is. However, it
gives you an idea of the dimensions PRINSYS is able to store.

4.4 Challenge

At the end of this thesis we are going to discuss a challenging program that illustrates the
gap between what PRINSYS is presently able to analyze and what we want it to be able to
analyze in the future. Furthermore this challenge illustrates the goal of this research area.

4.4.1 Choice Coordination Problem

The following example is a problem that occurs in distributed system, when entities indepen-
dently need to pick the same choice — for example in a network. This choice coordination
problem can be solved by an algorithm using symmetry breaking randomness.

In our scenario we will investigate two processes that need to decide on one of two
registers. The decision is indicated by writing a “2” in the specific register. Since this
is a coordination problem an algorithm solving it should ensure that at the end of the
algorithm only one of the two registers contains a “2”.

The pseudo-code representation of the algorithm “synch-ccp” [18] solving this problem
is given in Lst. [4.3] A PGCL implementation can be found in Appendix

Automated verification could be used here to show that [c1 4+ ¢2 < 3] is an invariant,
because it is a condition that has to hold through the entire program if the algorithm
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Input: Registers c0 and cl initialized to 0.
Output: Exactly one of the two registers has the value 2.

0. P_i is initially scanning the register C_i and has its
local variable B_i initialized to O.

1. Read the current register and obtain a bit R_i.
2. Select one of three cases.

case: 2.1 (R_i = 2)
halt;

case: 2.2 (R_i =0, B_i = 1])
Write 2 into the current register;
halt;

case: 2.3 (otherwise)
Assign an unbiased random bit to B_i;
write B_i into the current register;

3. P_i exchanges its current register with P_1-i and returns
to Step 1.

Listing 4.3: pseudo-code for synch-ccp.pgcl

is correct. Indeed, drawing a Markov decision process of the program yields that in no
state the violating condition [c1+c2>4] holds, thus there is no state where both registers
contain a 2. However, the PGCL implementation contains many if-then-else statements,
which results in an expression size of 32 summands for wp(body, [c1 4+ ¢2 < 3]) which in
return leads to a DNF representation of 232 — 1 = 4294967295 summands in the worst case,
if none of the 32 summands of wp is removed. This will lead to a crash of PRINSYS as the
expression size becomes multiple gigabytes large in just a few seconds.

Furthermore we can conjecture that this program is a more complicated version of the
dueling cowboys program in [9], because both processes are ‘shooting’ for write access to
decide on a register and thus could have a similar expected value for the number of ‘shots’
needed to decide on a register. Actually finding out that programs like synch-ccp can
be reduced to dueling cowboys, which in return models kind of a geometric distribution
would be a major step towards finding invariants, since this would mean that a user only
needs to figure out the underlying probability distribution (which could be done by just
plotting the result of various runs) to confidently guess an invariant candidate or template
for PRINSYS by just parameterizing our invariant findings in the previous chapters.

Summing up, we have seen that an exponential growth of the disjunctive normal form of
an expectation results in very large formulae for complicated programs, but we can give an
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upper bound on how large these expectations will become a-priori and hence could inform
a user that PRINSYS might be going to crash if he tries to analyze his program /template.

The current bottleneck of expression size combined with about 200ms long calls to the
SAT-solver can only be shortened by a native inclusion of a SAT-solver into the PRINSYS
implementation instead of calling a SAT-solver via the slow hard disk drive. The space
explosion problem of the formulae stored as Strings can be adressed by calling the SAT-
solver interleaved with the transformation to DNF, as summands are eliminated directly
instead afterwards, thus saving space.

54



Loop Invariants in Probabilistic Programs

Chapter 5

Conclusion

5.1 Summary

In this thesis we have used fixed-point iterations to prove properties of various programs
and though fixed-point iteration gives an impression of what the program does, it is a very
expensive task which may not lead to a conclusive result. To avoid performing a fixed-point
iteration an invariant can be provided, which can be easier to find than performing a fixed-
point iteration if we know the pre-expectation we want to prove. The strategy is to use
existing formulae for the pre-expectation to guess fixed-points of the loop, because we have
shown that fixed-points are always invariant. This also ensures that our invariant does not
underestimate the pre-expectation but instead describes it precisely. The main task was
to find constraints that allow us to prove that our invariant candidate is a fixed-point of
the loop and a rule of thumb was introduced that helps finding those constraints.

Furthermore we have benchmarked the probabilistic invariant synthesis tool PRINSYS
with a benchmark suite created by composing our invariants and programs with those of
other researchers. In addition we identified the computational bottleneck of PRINSYS to
be the expression size generated by disjoint normal form transformation combined with
the removal of unsatisfiable and trivially zero summands of the expectations generated.
Finally we suggested measures that may increase the usability as well as performance of
PRINSYS.

5.2 Future Work

As future work, we might consider an extension of the heuristic to find constraints for
proving an invariant to be a fixed-point to post-expectations other than [var = k]. A tool
that performs for example the first five steps of a fixed-point iteration and presents the
result in a readable way to aid a user in finding invariants would be very helpful as well and
could be implemented as an extension of PRINSYS. Furthermore, the suggested measures
to improve PRINSYS performance by natively including a SAT-solver and interleaving it
with the disjoint normal form transformation of expectations could be implemented and
further optimized.
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Appendix A

Appendix

A.1 Geometric Distribution (Expected Outcome)

wp(P,x) = wp(z := 0,wp(flip := 0, wp(while( flip = 0){
(Jlip = 1[pl == & + 1)}, 2))
= wp(z := 0, wp(flip := 0,
Ifp ([flip = O]-wp(flip := 1[plx := x + 1, F) + [flip # 0]-x)))
O(F)

= wp(z := 0, wp(flip := 0,
Slip([flip = 0]-wp(flip := 1[plz := & + 1,0) + [flip # 0]-z)"))
2(0)

We start a fixed-point iteration beginning with ®(0):

®(0) = [flip = 0] wp(flip := 1[p]x := x + 1,0) +[flip # 0]-x
=0

= [flip # 0]

©%(0) = 2((0))
= [flip = OJwp(flip := 1[plx := x + 1, [flip # O]-x) + [flip # 0]«

= [flip = 0]-(p[1 # Oz + (1 — p)[flip # O)(z + 1)) + [flip # O)-«

= [flip = Olp + (1 — p) [flip = O][flip # O)(x + 1) + [flip # 0]«

~~

=0
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= [flip = Opx + [flip # O)x
0%(0) = [flip = 0)(px + p(1 — p)(z + 1)) + [flip # O]x
®*(0) = [flip = 0](pz + p(1 — p)(x + 1) + p(1 — p)*(z + 2)) + [flip # O]z

®°(0) = [flip = 0](pz + p(1 — p)(z + 1) + p(1 — p)*(z + 2) + p(1 — p)*(z + 3))
+ [flip £ 0

k
ok (0) = [flip = 0] Z p(x + 1) + [flip # 0]
=0

The sum in the last equation is convergent so we can assume that a fixed-point of @ is
given by:

— [flip= 0] « @+1p)[ﬂw#@*m (A1)

To ensure that (A.1)) is a fixed-point of the loop we merely have to insert the fixed-point
into ® and see if the result is the same as the input.

O(F) = [flip = 0]-wp(flip := 1[p|x := z + 1, [flip = 0](z +

+ [flip # 0]-x

“;pwwﬂw¢mm

= [ftip = O + (1 = p)-a + 1+ L))+ [flip # 0]z

N2
= [flip=0]-(pzr + (1 —p)z+ (1 —p) + Ct) )+ [flip # 0]-x
N2
= [flip=0]-(pr +z —pr + (1 —p) + d pp) ) + [flip # 0]-x
N2
= tip = 0o+ 1= p+ L2204 (11 # 01

2 _
— (ftip = 0o+ 1= p+ T o (flip £ 0]z
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102—2]9+1_]i2

=[flip=0]-(x+1+ p)—i—[flz’p;éO]‘x

=[flip=0]-(x +1+ L= 2p) + [flip # 0]-z
= [ftip = 01z + 2+ 2=) + 1ip £ 0}
= [flip=0]-(z + ~—TP) 4 f1ip £ 0]

= [ftip = Oz + L) + [flip # O}
=F

As we can see, the result is the same as the input. Thus, F is a fixed-point of the loop.
Now we can insert this fixed-point into our wp calculation:

wp(P,x) = wp(z := 0,wp(flip := 0,
h;p([flip = 0-wp(flip := 1[plz := x + 1, F) + [flip # 0]-2)))

— wp(a = 0. up(flip =0, [flip = O)-(o + L)+ [7lip £ 0]0)

This corresponds with our prediction of the mean value of a random variable following
the geometric distribution.

A.2 Synch-ccp.pgcl

var turn, c0,cl,b0,bl,r0,rl,registerOfP0,registerOfP1l,halt,turn;
//the two registers, initially 0

c0:=0;
cl:=0;
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//variable of the processes to read register, initially 0

r0:=0;
rl:=0;

//local variabel for each process (b0 for p0, bl for pl)
//initially 0

b0:=0;

bl:=1;

//the currently assigned register to the respective process

registerOfP0 := 0;
registerOfPl := 1;

//variabel for termination
halt := 0;

//while there is no fixed choice
while (halt = 0) {

//nondeterministically decide which processor 1s acting

//0 means p0, 1 means pl
(turn := O0[]turn := 1);

//1f p0 is taking action
if (turn = 0) {
//if his current register is cO
if (registerOfP0 = 0) {
//read cO
r0 := c0;
//2 means one process has fixed a choice
// in that register
if(r0-2 =0){
halt:=1;
}
//1f register is 0 and the internal bit is 1
//fix the choice in that register and end

else{
if(r0 = 0 and b0 - 1= 0){
c0:=2;
halt:=1;
}
else/(

//assign new unbiased bit to local

//variabel and write it to the register

(b0:=0 [0.5] bO := 1);
cO0 := b0;

}
//exchange registers with other process
registerOfP0 := 1;
registerOfPl := 0;
}

//same for register cl
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else/
r0 := cl;
if(r0-2 = 0){
halt:=1;
}
else{
if(r0 = 0 and b0-1 = 0){
cl:=2;
halt:=1;
}
else(
(b0:=0 [0.5] b0 := 1);
cl := b0;
}
}
registerOfP0 := 0;
registerOfPl := 1;

}

//same for process Pl

else(
if (registerOfPl = 0) {
rl := cO0;
if(rl1-2 = 0){
halt:=1;
}
else/(
if(rl = 0 and bl-1 = 0){
c0:=2;
halt:=1;
}
else(
(bl1:=0 [0.5] bl := 1);
cO0 := bl;
}
}
registerOfP0 := 0;
registerOfPl := 1;
}
else{
rl := cl;
if(rl1-2 = 0){
halt:=1;
}
else/(
if(rl = 0 and bl-1 = 0){
cl:=2;
halt:=1;
}
else(
(bl1:=0 [0.5] bl := 1);
cl := bl;
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}
registerOfP0 := 1;
registerOfPl := 0;

Listing A.1: synch-ccp.pgcl

A.3 Programs of Yu-Fang Chen et al. [3]

The following programs are modified versions of those proposed in [3|. Since PRINSYS
tries to prove the invariance condition over the real numbers it is recommended to use
“<,>”" in boolean guards instead of “<,>". Thus, we alter those guards by adding or
subtracting 1. For example guard n > 0 is changed ton — 1 > 0.

Gamblers ruin

var z;
z:=0;
while (x-1>=0 and x-y+1<=0) {

(x:=x+1[0.5]x:=x-1);
z:=z+1;

Listing A.2: gamblersruin.pgcl

Geometric distribution

var x,z;

x:=0;
z:=1;

while (z!=0) {
(z:=0[0.25]1x:=x+y);
}

Listing A.3: geol.pgcl
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var xX,V,z;
x:=0;
y:=0;
z:=1;
while (z!=0) {
yi=y+l;
(z:=0[0.25]x:=x+y);
}
Listing A.4: geo2.pgcl
Binomial distribution
var Xx;
x:=0;
while (n-1>=0) {
(x:=x+y[0.25]skip);
n:=n-1;
}
Listing A.5: binl.pgcl
var Xx;
x:=0;
while (n—-1>=0) {
(x:=x+n[0.25]x:=x+y) ;
n:=n-1;
}
Listing A.6: bin2.pgcl
Sum of Random Series
var x;
while (n-1>=0) {
(x:=x+n[0.5]skip);
n:=n-1;
}
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Product of dependent random variables

var X,Vy;

while (n—-1>=0) {
(x:=x+1[0.5]y:=y+1);
n:=n-1;

}

Listing A.8: prod.pgcl

Simulation of a fair coin

var x,y,n;

x:=0;

y:=0;

n:=0;

while (x-y=0) {
(x:=1[0.25]1x:=0);
(y:=1[0.25]y:=0);

n:=n+l;

Listing A.9: coin.pgcl

A.4 PRINSYS Worst Case Example

var x, flip;

x:=0;

flip:=0;

while (f1ip=0) {
(flip:=0[plx:=x+1);
(flip:=0[plx:=x+1);
(flip:=0[plx:=x+1);
(flip:=0[plx:=x+1);

Listing A.10: PRINSYS worst case

Entering the above program with invariant candidate [z >= 0] * (x) yields 16 summands
after wp which leads to a DNF representation of size 216 — 1 = 65535.

var x, flip;

x:=0;

flip:=0;

while (f1ip=0) {
flip:=1;

}

Listing A.11: PRINSYS worst case
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Entering the above program with invariant candidate

14

dle—i>=0]-(x)

=0

will yield 15 summands after wp which leads to a DNF representation of exactly 215 —1 =
32767 summands.
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