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Abstract

IC3 is a bit-level formal verification method for hardware systems. Given the
program in terms of a finite-state transition system, the IC3 algorithm tries to
infer an inductive invariant strong enough to prove the correctness of the pro-
gram. Therefore, it incrementally derives a sequence of overapproximations of the
reachable program states. The IC3 generalisation function is a key component
of the entire algorithm, because it abstracts from the concrete counterexamples.
This abstraction is computed by applying Boolean SAT-solving techniques, such
that the resulting generalisation blocks multiple states simultaneously. IC3CFA is
based on the idea to lift the principles of Boolean IC3 to software model checking,
i.e. SMT. Thereby, the program is given in terms of a control flow automaton
(CFA). This thesis presents several approaches to improve the IC3CFA generali-
sation algorithm, where these approaches try to avoid unnecessary or redundant
computations. More precise, since the SMT calls are usually considered to be time
consuming and badly scalable, the SMT queries are as far as possible replaced by
equivalent syntactical checks. The experimental results show the effectiveness of
the presented improvements regarding runtime and memory requirements.
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1. Introduction

Nowadays, computerised systems are spread over a huge range of applications areas,
but analysing these more and more complex systems becomes very difficult. One
approach to prove that a given program behaves as intended is formal verification.
In particular, we are looking for an automated version of the verification process,
e.g. model checking. Model checking is an algorithmic approach to verify the
correctness of a given program with respect to the corresponding specification
[BKO8,ICGP99]. However, model checking is an extensive task, because all possible
program executions need to be analysed. In contrast to ordinary testing (with
test cases), model checking can prove the correctness of the whole program, while
testing may only prove the existence of an error.

program property
(C) (assertions)

verifier

{ } { unsafe + Timeout / }
safe
counterexample

Figure 1.0.1.: Model checking process.

Out of Memory

The general model checking process is illustrated in Fig. [1.0.1. More precise, we
consider C programs as input files to the verifier in this thesis. The specification is
given in terms of assertions in the corresponding C program. Basically, the verifier
tries to determine, if the given program is safe, i.e. every assertion evaluates to
true for all possible executions. Otherwise, if an assertion is violated, the verifier



1. Introduction

returns the result unsafe and provides a counterexample, respectively. However,
in practice we are also limited by the available resources, i.e. memory and time.
Thus, we might get neither safe nor unsafe as possible result because of insufficient
resources.

IC3 is state-of-the-art one of the most prominent model checking algorithm de-
signed for bit-level verification of hardware systems (hardware model checking). It
has been originally proposed in [Brall]. The IC3 algorithm operates on a finite-
state transition system representing the given program. Thereby, it tries to prove
the correctness of an invariant property by iteratively deriving overapproximations
of the reachable state space. In every iteration the algorithm tries to block all
potential counterexamples with respect to the desired property. Simultaneously,
IC3 relies on an aggressive abstraction, so-called generalisation, of these counterex-
amples. The whole IC3 algorithm terminates with the result "safe”, if a fixpoint
in the derived sequence of overapproximations is found. Different experimental
results have proven the effectiveness of this approach [Bralll.

IC3CFA is an approach, which tries to lift the ideas of the original IC3 algorithm
to software model checking [LNN15]. Thereby, the program is given in terms of a
control-flow automaton (CFA). Respectively, the original IC3 algorithm is adapted
to incorporate the location information of the CFA. The IC3CFA approach has
shown promising results in the domain of software model checking [LNN15].

In this thesis we try to improve the IC3CFA generalisation algorithm, which
is part of the entire IC3CFA algorithm. So far, the abstraction of the potential
counterexamples in the IC3CFA generalisation relies on a significant amount of
requests to the SMT (Satisfiability Modulo Theories) solver. However, the SMT
calls in the algorithm are considered to be computational expensive and to scale
worse for larger requests. Thus, we try to replace the SMT calls by equivalent syn-
tactical checks, which for example exploit the structure of the CFA. Furthermore,
we try to avoid unnecessary computations, where the result is already derived by
previous computations. Note that we basically consider an analysis independent of
the underlying theory, e.g. bit-vector (BV) logic or linear real arithmetic (LRA).

Another approach, which is also based on the idea to lift the original IC3 al-
gorithm to software model checking, is called TreeIC3 [CGI12]. However, this ap-
proach is based on abstract reachability trees (ARTSs), where the ART is created
by unwinding the original control flow automaton. In consequence, each ART node
is associated with a program location and a first-order formula. The TreelC3 al-



gorithm iteratively derives a tree-like structure given in terms of the ART, where
the algorithm computes under-approximations of candidate counterexamples.

Bounded model checking (BMC) is a model checking algorithm similar to a
breadth-first search [BCCT03, [CBRZ01), Lee6G1]. Starting in the initial program
location, the algorithm unwinds a search-tree of all possible program executions,
where the maximal length of a path is limited by the specified bound. Since the
BMC algorithm is only able to find paths leading to an error location, it can not
prove the correctness of the given program.

__| initial (coarse) property yes cofe
abstraction satisfied?

/ no
refine spurious analyse real unsafe +
abstraction counterexample counterexample

Figure 1.0.2.: Standard CEGAR procedure.

CEGAR (”CounterExample-Guided Abstraction Refinement”) is state-of-the-
art another popular model checking approach [CGJT00, (CGJT03]. It is based on
the idea to iteratively refine a set of abstractions based on the derived counterex-
amples. The standard CEGAR procedure is illustrated in Fig. 1.0.2][WGI07]. The
algorithm starts with a coarse abstraction and checks, if there is a realisable coun-
terexample. Otherwise, the counterexample is called spurious and the algorithm
refines the set of predicates to block this spurious counterexample. The algorithm
has proven the correctness of the given program, if there not exists a counterex-
ample any more.

Another approach is based on the idea to combine the static program analyses
and the verification process. This combination has been proposed in [BHT07]
and is implemented in the model checking tool CPAchecker [BK11]. Different
experimental results have shown that the CPAchecker is state-of-the-art one of
the fastest model checkers with respect to the given set of benchmark programs
(Appendix |A) [Beyl15].
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This thesis is structured as follows. First, we introduce the preliminaries in
Chapter 2, which also include the definition of the control-flow automata. Based
on the original IC3 algorithm for hardware model checking (Chapter 3), we intro-
duce the IC3CFA algorithm in Chapter 4. In this thesis we mainly consider the
generalisation algorithm of IC3CFA, wherefore we present several improvements in
Chapter 5l Finally, we evaluate the performance of our new IC3CFA generalisation
with regard to the given set of benchmark programs (Appendix A]). Furthermore,
we compare the new IC3CFA algorithm to other state-of-the-art model checkers
(Chapter (6)).



2. Preliminaries

In this chapter we introduce the background to formally reason about a given
program and its correctness. Therefore, we use first-order formulas to represent
the program states (Sec. 2.1) and the Guarded Command Language to model
the program behaviour in between (Sec. [2.2)). All possible program executions
are specified in terms of a control flow automaton, which is introduced in Sec.
2.3l This control flow automaton includes the initial program valuation and the
specification of the undesired behaviour.

2.1. Formulas

In this thesis we use quantifier-free first-order logic to reason about program states
[Fit90, [Smu95].

Definition 2.1.1 (Satisfiability).

Let ¢ be a quantifier-free first-order formula [Fit90, Smu95]. The formula ¢ is
called satisfiable, iff there exists a model o, i.e. o = ¢ [CK90]. We define a
function sat(y), such that

sat(p) < Jmodel 0. 0 |= .
Vice versa, we define a function unsat(y), where
unsat(p) < —(Imodel 0. 0 = ).

Definition 2.1.1] introduces the model relation = for first-order formulas. Let
¢ denote a quantifier-free first-order formula in the following . We define two
functions sat(y) and unsat(y) to indicate the existence or the absence of a model
with respect to the formula ¢ (Def. [2.1.1). The set Var(y) contains all variables,
which occur in the formula ¢. A primed formula ¢’ indicates that every variable
in ¢ is replaced by their primed version, i.e. ¢’ = plx — 2’ | z € Var(p)].

Let Var denote the set of program variables in the remainder of this section.
A model o over Var represents a concrete program state, where each program
variable is assigned a specific value. In consequence, a formula ¢ is an abstract
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representation of a set of program states. In the following, we define several terms
specifying the syntactic structure of a formula ¢.

Definition 2.1.2 (Literals).
A literal p is a first-order atom over Var or its negation [Smu95|.

Definition 2.1.3 (Cubes).
A cube ¢ over Var is a first-order formula, such that

c:/\L

where L is a set of literals over Var.

A literal p (Def. 2.1.2) is an atomic formula, i.e. it has no strict sub-formulas.
We introduce compound formulas in terms of cubes (Def. [2.1.3) , where each cube
is a conjunction of literals. A cube with an empty set of literals L = () equals the
formula true. Note that a set of literals L uniquely determines a cube. Thus, we
often use the equivalent notation ¢ = L = A L. The negation of a cube —c¢ is called
clause.

Definition 2.1.4 (Clausesets).
A clauseset cs is a (quantifier-free) first-order formula, i.e.

cs:/\C

where C' is a set of clauses over Var.

A clauseset cs is a conjunction of explicitly negated cubes (Def. 2.1.4). Similar
to cubes, we also use the equivalent set notation, i.e. cs = C' = /A C. We introduce
the symbol T for the clauseset cs with an empty set of clauses C' = (), since
it is equivalent to the formula true. Respectively, the unsatifiable counterpart
cs = {~true} = false is represented by the symbol L. An example of the different
terms presented in this section is shown in Example 2.1.5.

Example 2.1.5.

Let Var = {x,y} be the set of program variables. Furthermore, let p; = (y > z)
and po = (x = 1) be two literals over Var. The example cube ¢; contains both
literals p; and po, such that ¢; = {y >z, 2 =1} =y > xAx = 1. Let p3 = (x = 2)
be another literal, which is part of the cube ¢o = {y > z,x = 2}. We obtain the
example clauseset c¢s = {—¢y, 7o}, where the corresponding formula is given by
S(y>zxAhz=1)A-(y>xAx=2).
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2.2. Guarded Command Language

In this section we introduce the Guarded Command Language, short GCL, to
reason about the sequential program behaviour between two program states. GCL
has originally been introduced by Dijkstra for predicate transformer semantics
[Dij75]. Tt represents the given sequential program in a standardised way, which is
independent of the actual programming language.

Definition 2.2.1 (Expressions).
Let Var denote the program variables. An arithmetic expression a is a first-order
formula defined by

a:=z | v | agoas

where z € Z,v € Var and o = {+,—, %, /,%}. Furthermore, a; and ay are also
arithmetic expressions.
A restricted Boolean expression b is a first-order formula defined by

bu=true | false | xoa | by Aby

where x € Var is a variable, o = {=,#, <, >, <, >} and «a is an arithmetic expres-
sion. In addition, b; and by are also restricted Boolean expressions.

We define first-order expressions (Def. 2.2.1)), where we distinguish between
arithmetic and restricted Boolean ones. The arithmetic expressions include the
basic arithmetic operations on integers, where the operator / denotes the integer
division. A restricted Boolean expression either evaluates to true or false, where
compound expressions are constructed via the conjunction of sub-expression. Note
that we use a restricted form of Boolean expressions to guarantee the correctness
of our approach presented in Sec. 5.2 [GS93]. However, although we syntactically
restrict to the conjunction of multiple expressions, we are also able to represent the
negation and disjunction of expressions with the help of GCL commands introduced
in the following.

Definition 2.2.2 (Guarded Command Language (GCL)).
The syntax of a command in Guarded Command Language (GCL) is defined as
follows:

emd = assume b | x:=a | emdy;emdy | emdiOemds

where b is a restricted Boolean expression, z is a variable, a is an arithmetic
expression and cmd;, cmd, are GCL commands.

The definition of a GCL command is shown in Def. 2.2.2|, where we distinguish
between four command types [Dij75]. The first basic command is the assume
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assume b, which is derived from a condition or an assertion in the given program.
Note that b is a restricted Boolean expression, i.e. we only allow the conjunction
of two sub-expressions. However, we can represent the disjunction b; V by with the
help of the choice command (assume by )O(assume by). Respectively, the negation
—b; is handled by applying the De Morgan’s laws [CG15] and, if necessary, invert-
ing the arithmetic operators. The second basic command z := a is the common
variable assignment. The sequential execution of GCL commands is represented
by the sequence rule ecmd;; cmds, which contains two sub-commands cmdy, cmds.
The choice command cmd;lemds allows us to also model non-deterministic pro-
gram behaviour, e.g. programs with non-deterministic variables nondet Bool and
nondetInt.

Definition 2.2.3 (GCL Semantics).

Let o, 0" be two concrete (program) states. The semantics of a GCL command e¢md
are specified by the execution relation —, where < ¢md,o >— o’ is a notation
for the statement o evaluates to o' under cmd. The execution relation — is
inductively defined by:

b(o) = true
(assume)
< assume b, >— o
(assign)
<x:=a,0 > olr— a(o)]
<cmdy, o >— o0 <cemdy, o’ >— o
(seq)
< emdy; emdsy, 0 >— o
< cemdy, o >— o’
(choicel) andn, 7 7
< emdiOemdsy, 0 >— o
. < cmdy, 0 >— o
(choice2) 297 7

< emdOemdsy, 0 >— o

The semantics of a GCL command is shown in Def. [2.2.3 [Dij75], where a
concrete state o is a mapping of the program variables Var to an element of their
respective domain Dom(Var), i.e. o : Var — Dom(Var). Given an initial state
o, the execution relation specifies the resulting states o’ after executing the GCL
command cmd. We say that o evaluates to ¢’ under emd. Regarding the assume
command assume b, the notation b(c) represents the evaluation of the Boolean
expression b under the variable valuation o. Note that the execution relation is
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only specified, if the condition b of the assume command assume b evaluates to
true. Otherwise, there exists no successor state, such that we model the blocking
behaviour of an assume in the given program.

Example 2.2.4.
Let = be the single program variable and o = [z + 0] be a concrete state. We
consider an example GCL command

cmde, = assume x > 0; z:=x+1; (2 :=4*z)0(assume true); x =z —1

and apply the execution relation — starting in 0. Note that = indicates the
application of the sequence rule (seq).

< emdey, [z — 0] >
< assume x > 0, [z — 0] >— [z +— 0] (assume)
= <z:=x+1; (z:=4xx)0(assume true); x =z —1,[x — 0] >
<z:=zx+1[z—0 > [z—1] (assign)
= < (z:=4xx)0(assume true); x:=x —1,[z+— 1] >
We distinguish between the first and the second choice rule, where the first one
yields:

<z:=4dxx, v 1] > [r— 4] (choice2)
= <z:=z-1,[z—4]>

<z:=z—1[z—4] > [z — 3] (assign)
= [z 3

Alternatively, if we apply the second choice rule, we get:

< assume true, [z — 1] >— [z +— 1] (choicel)
= <z:=z-1[z—1]>

<z:=z-—1[z—1 > [z~ 0 (assign)
= [z 0

In summary, o = [z — 0] evaluates to [z — 0] or [z — 3] under cmd,,.

2.3. Control Flow Automata

So far, we have introduced GCL commands to model sequential program executions
(Sec. 2.2)). In this section we introduce a graph-based representation, called control
flow automaton (CFA), to represent more complex programs with loop structures.
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Definition 2.3.1 (Control Flow Automaton (CFA)).
A control flow automaton (CFA) is a tuple

A= (L,G, lini,lg)
where
e [ is a finite set of program locations,
e G C LxGCLxL is afinite set of transitions labelled with a GCL command,
e [;,i € L is an initial program location,
e [p € L is an error location.

The formal definition of a CFA is shown in Def. 2.3.1 [AII70]. Intuitively,
each node [ € L represents a specific program location, i.e. a specific value of the
program counter. The initial location l;,;; € L represents the entry of the program.
An edge between two nodes represents a sequential program execution, thus it is
labelled with a GCL command. An edge leading to the error location lg € L
indicates that the desired property of the program is violated. The property is
violated, if an assertion in the program evaluates to false. In the following, we
assume that there is at most one edge between two locations and that the error
location g has no outgoing edges. Furthermore, we apply Large-Block Encoding

(LBE) to group several loop-free program locations, such that we minimise the
overall graph [BCGT09, BKWT0].

Definition 2.3.2 (Transition Formulas).

Let Var denote the program variables. Furthermore, let (L, G, lipi, ) be a CFA
and e = (I,emd, ') € G be an edge between the locations [,l’ € L. The transition
formula T, is a quantifier-free first-order formula over the variables Var and Var'.
It is derived from the GCL command c¢md by the recursive auxiliary function

b if emd = (assume b)
2 — ¥ =a if emd = (x :=a)
flemd) flemd)[y' \ yi] A f(emds)[y \ vi] if emd = (emdy; emds)
flemdy) V f(emds) if emd = (emd,0emdy)

where y € Var(cmd) and y; € Var(cmd) is a fresh variable.

Since we check, if an edge in the CFA is realisable, we have to compute a
(quantifier-free) first-order formula of this edge. Intuitively, a transition formula
(Def. 2.3.2) specifies a mapping from a source to a target valuation with respect to

10
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the variables Var. The common unprimed variables are used to encode the source
program state, whereas the new primed ones encode the target state.

Example 2.3.3.
We introduce an example program P... (Alg. 2.3.1)).

Algorithm 2.3.1 Pseudocode of the example program Pj,..

1: procedure MAIN(z, )

2 assume(y < )

3 while true do

4: assert(y <z V (r £ 1Nz #2))
5 y+—y—1

6 end while

7: end procedure

y=y—1
(assume y >z ANz =1)0

assume y < x /& (assume y >z Nz = 2)
—{ Linit >® A g

Figure 2.3.1.: The CFA A;,,. of the example program Pj,.,.

The corresponding CFA A, of the program P, is shown in Fig. 2.3.1. More
formally, it is defined by
Atrue - (L7 G7 linitu lE)

where

L :{linit7l17lE}7
G :{(linit7a88ume Yy <, l1)7 (lluy =Y - 1711)7

(ly,assume y > x ANz = l;assume y > x ANz =2,1lg)}
The transition formulas are given by

T(limt,assume y<z,l1) — y<uwx,
T, ymy—110) = (y/ =y—1),
T(ll,assume y>zAz=1l;assume y>xAx=2,lg) — (y >xNr=1A y>xrxAhr= 2)

11






3. IC3

IC3 ("Incremental Construction of Inductive Clauses for Indubitable Correctness”)
is state-of-the-art one of the most important bit-level formal verification methods
for hardware systems. The algorithm has been originally developed by Bradley
[Brall] and tries to incrementally infer an inductive invariant strong enough to
prove the correctness of the given program.

We present the main algorithm of IC3 in Sec. [3.1, where the generalisation
function is introduced in Sec. 3.2l Although IC3 originally focuses on Boolean
variables, we introduce a first extension to Satisfiability Modulo Theories (SMT)
in Sec. 13.3.

3.1. Main Algorithm

The IC3 algorithm operates on a transition system over Boolean variables, where

the transition systems models the given program. The transitions system is for-
mally defined as follows (Def. [3.1.1)) [Kel76].

Definition 3.1.1 (Transition Systems (TS)).
A (finite-state) transition system is a tuple

TS =(z,T,1)

where

e 7 is a finite set of Boolean variables,
e T'(z,7') is propositional formula describing the transition relation,
e /(Z) is a predicate specifying the initial states.

Given a set of Boolean variables Z, the propositional formula I(Z) evaluates
to true, iff the variable valuation T represents an initial state. Accordingly, the
transition formula T'(z,z’) yields true, iff we can reach the program state with
valuation Z’ from Z within one step. Similar to priming the first order formulas
(Sec. 2.1)), the primed variables ¥’ characterise the target state, while the unprimed
ones T specify the source state.

13
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Definition 3.1.2 (Inductiveness).
Let TS = (z,1,T) be a transition system and P be a propositional property over
the variables . Then P is called inductive, if

e [ = P (initiation),
e PAT = P’ (consecution).

The desired behaviour of the given program is specified by a propositional prop-
erty P(z) . Note that if we consider the propositional property E(Z) specifying
the error states, we set P(z) = —E(Z). To prove the correctness of the given
program, we show that the property P is an invariant, i.e. it is inductive with
respect to the transition system 7S (Def. [3.1.2). However, the inductiveness of
P is not essential for the correctness of the program. Thus, the IC3 algorithm
instead derives an strengthening F', such that F' A P is inductive. The inductive
strengthening F'(z) of P is formally given in terms of a clauseset over the variables
T, i.e. it is a (quantifier-free) first-order formula. We say that the strengthening F’
is relative inductive with respect to a property P, iff I = FFand PAF AT = F’
holds. The computation of a single inductive strengthening F' is often complex
and computational expensive, such that the IC3 algorithm iteratively derives a
sequence of frames Fy...F). The index £ € N is called the maximal frame index
and every frame F; (0 < i < k) overapproximates the i-step reachable states R;
from an initial location.

Definition 3.1.3 (IC3 Invariants).
The IC3 algorithm incrementally derives a sequence of frames Fy, ..., F},, which has
to satisfy the following invariants

o [ = I,

e VO<i<k F,= Fi,

e V0<i<k F,= P,

e VO<i<k F,NT = F/ .

The IC3 algorithm preserves the invariants shown in Def. 3.1.3 for the frame
sequence Fy...F). First, the frame Fj is equal to initial states I, such that it is the
most precise overapproximation of reachable states. Second, a frame F;,; contains
all states reachable with at most ¢ + 1 steps, which by definition also includes the
i-step reachable states F;. Furthermore, the frame Fj,; contains at least all one-
step successor of the states in Fj. Finally, every frame has to satisfy the desired
property P. Otherwise, the IC3 algorithm terminates with the result false. The
IC3 invariants are graphically depicted in Fig. [3.1.1.
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3.1. Main Algorithm

Figure 3.1.1.: Illustration of the IC3 invariants.

Definition 3.1.4 (Counterexample to Induction (CTI)).
Let T'S = (z,1,T) be a transition system. A cube ¢ over the set of variables T
is a counterexample to induction at index ¢ € N with respect to the propositional
property P, iff

sat(F; N\e NT N—P')

Program states in the frame F}, from which we can reach a one step successor
state in =P, are called counterexamples to induction (Def. 3.1.4). The CTIs are
formally given in terms of a set of cubes, i.e. a (quantifier-free) first-order formulas.
An example CTI ¢ is illustrated in Fig. 3.1.2]

Lo

Figure 3.1.2.: [llustration of a CTT c.

Each CTI ¢ has to be blocked in the frame F}, to prove the correctness of the given
program. In terms of IC3, the algorithm tries to strengthen the frame sequence
Fy...F; to exclude ¢ and all its recursive predecessors. If it fails to block ¢, a state
violating the property is reachable from an initial state of the transition system.
Respectively, the IC3 algorithm provides a counterexample path in the transition
system (Def. 3.1.5) [Bralll.

15



3. IC3

Definition 3.1.5 (Counterexample).

Let n € N and Fj...F,, be a sequence of frames derived by the 1C3 algorithm.
A counterexample is formally defined as a sequence of concrete (program) states
09...0p, in the transition system, such that

e V0<i<n.o FF,
o V0§l<n (Ui70i+1) ):T
.O’n):ﬁp

The pseudocode of the IC3 main function is shown in Alg. [3.1.1] [Brall]. The
function returns true, iff the given transition system 7T'S satisfies the desired prop-
erty P. Otherwise, it returns false and provides a counterexample.

Algorithm 3.1.1 The main function of the original IC3 algorithm.

1: function BooL MAIN(T'S, P)

2 if sat(I A—=P)V sat(I N'T N —P’) then > check 0-/1-step cex.
3 return false

4 Fo {1}, FA < {P} > initialise frames
5: for k =1...00 do

6 if —strengthen(T'S, P, k) then > block CTIs
7 return false

8 Fk+1 — {P}

9: propagate(TS, P, k)

10: if 31 <i<k. F; = F;;; then > check termination
11: return true

12: end for

13: end function

At the beginning, the IC3 algorithm checks, if there exists a 0-/1-step counterex-
amples. A O-step counterexample is a concrete state o, which satisfies the initial
condition [ and violates P. A 1-step counterexample is a direct successor of an ini-
tial state, which violates the property P. The main loop of the algorithm iterates
over the maximum frame index k € N. Basically, it is separated into a blocking
and a propagation phase. In the first phase, the algorithm tries to strengthen the
frame sequence Fj...F} to block all CTIs. If the strengthening has been successful,
we increase the index k by one and continue with the second phase. In the prop-
agation phase, we push as many cubes as possible to the next frame. The whole
algorithm terminates with the result true, if we have found an invariant, i.e. a
fixpoint in the frame sequence Fy...Fy.
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Algorithm 3.1.2 The strengthen function of the original 1C3 algorithm.

1: function BOOL STRENGTHEN(T'S, P, k)

2 Queue < {(c,k) | cis CTI} > initialise queue with CTIs
3 while Queue # () do

4 (c,1) < Queue.pop() > get element from queue
5: if i =0 then

6 return false

7 if sat(F;_1 AN—=c AT A ') then

8 Queue <+ Queue U {(¢,i — 1) | sat(F;_y A—c NcANT N}

9 Queue < Queue U {(c,i)}
10: else
11: g < genMicIC3(TS, c,1) > generalise ¢
12: F,+ U {—|g}
13: end while
14: return {rue

15: end function

Algorithm [3.1.2| shows the pseudocode of the function strengthen. The queue
is initialised with all CTIs, which have to be blocked at the frame F). An element
(¢,1) in the queue is called proof obligation of the cube ¢ and index ¢ € N. For each
proof obligation (¢, ), we block the cube ¢ in the frame Fj, if ¢ is relative inductive
with respect to the predecessor frame F;_;. Otherwise, we compute the predecessor
cubes violating the relative inductiveness and add new proof obligations to the
queue, respectively. If we get a proof obligation with index ¢ = 0, we have reached
an initial state of the program. Thus, the property P is violated and the function
returns false including a counterexample. If all CTIs are blocked, i.e. the queue
is empty, the function returns true to indicate the successful strengthening of
the frame sequence Fj...F}). Note that the generalisation function genMicIC3 is
considered in detail in Sec. |3.2. For the moment, we assume that g = c.

Algorithm 3.1.3 The propagate function of the original 1C3 algorithm.

1: procedure PROPAGATE(T'S, P, k)

2 for:=1...k do

3 for —c € F; do

4 if unsat(F; AT A —c') then
a3t Fipy + Fipn U {=c}

6 end for

7 end for

8: end procedure
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Algorithm |3.1.3 shows the pseudocode of the function propagate [Brall], which
tries to propagate known information to a frame with an higher index. We move a

cube c to the next frame F;q, iff it is relative inductive with respect to the frame
F;.

3.2. Generalisation

The generalisation is one of the key components of IC3, because it allows us to block
multiple program states simultaneously. It relies on the aggressive application of
SAT-solving, such that we abstract from the concrete program state.

- ~-~o

‘‘‘‘‘‘

Figure 3.2.1.: Intuitive notion of the IC3 generalisation.

In this section we introduce the standard generalisation function of the IC3
algorithm (Alg. [3.1.1)), where we block a generalised cube g with respect to the
original cube c¢. More precise, we call the generalisation algorithm in the function
strengthen (Alg. [3.1.2) previous to adding the negated cube to the frame F;.
Thereby, the cube ¢, which has to be blocked at index i, is relative inductive with
respect to the transition relation 7" and the predecessor frame F;_1, i.e. sat(F;_1 A
¢ ANT N') = false. The computed generalisation g has to satisfy the following
conditions. First, it has to be a syntactical subset of the original cube, such that
we guarantee to block at least c¢. Second, the generalised cube g has to be still
relative inductive with respect to the predecessor frame F; i, i.e. sat(F;_1 A =g A
T A ¢') yields false. Intuitively, the relative inductiveness asserts to block only
unreachable states, such that the frame F; remains a safe overapproximation after
adding the clause —g. The intuitive notion of the generalisation is illustrated in
Fig. [3.2.1]
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Algorithm 3.2.1 The generalisation function of the original IC3 algorithm.

1: function cCUBE GENMICIC3(T'S, ¢, 1)

2 for p € cdo

3 c<+c\{p} > drop literal p
4: ¢ < down(TS,c,c,i)

5: end for

6 return c

7: end function

8: function CUBE DOWN(T'S, ¢, ¢, 1)

9 while true do

10: if sat(I A¢) then

11: return c

12: else if unsat(F;_y A—=¢ AT AC) then

13: return ¢

14: else

15: S {s|sat(F;ci N\=cANsANT NT)} > get predecessors
16: for s € S do

17: c<«clUs > compute least upper bound
18: end for

19: end while
20: end function

The pseudocode of the standard generalisation function genMicIC3 is shown in
Alg. |3.2.1 [HBS13]. Given a cube ¢ to be blocked, we compute the generalisation
g by dropping one literal p € c¢ after the other. We call the function down (Alg.
3.2.1) and check, if the temporary cube ¢ is still relative inductive with respect
to the predecessor frame. If ¢ is relative inductive, then we continue with the
cube ¢. Otherwise, we compute the predecessor cubes S of ¢, which violate the
relative inductiveness. The least upper bound LI is the syntactical intersection of
two cubes, i.e. ¢; Ucy = ¢;Neg . Within the context of the generalisation, it yields
an overapproximation of the temporary cube ¢ and all predecessors S. However,
if the temporary cube ¢ implies an initial state, we fall back to the previous cube
c. Note that the resulting generalisation ¢ is a syntactical subset g C ¢ of the
original cube ¢, such that g always implies c¢. Beside the introduced standard
generalisation algorithm, there is also an optimised function, which potentially
performs exponentially better [BMOT].
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3.3. SMT

The original IC3 algorithm has been designed for checking bit-level hardware sys-
tems, i.e. it restricts to Boolean variables and propositional logic. An approach to
lift the IC3 algorithm to software model checking has been presented in [CG12].
Therefore, we make use of an SMT (satisfiable modulo theories ) solver, which for
example supports Linear Real Arithmetic (LRA) and bit-vector (BV) logic. The
remaining lifting of the original IC3 algorithm is straightforward [CG12], except
the predecessor computation becomes non-trivial. To get the predecessor cubes
of a cube ¢ with respect to T, we have to compute the entire preimage or an
under-approximation of the preimage. While there is a trade-off between the com-
putational effort and the precision, a common approach uses quantifier elimination
for theories supporting this elimination [CG12, WHMI13| [Mon08]. However, the
quantifier elimination makes the whole algorithm theory-dependent. In this the-
sis we will present a theory independent approach based on our model checking
framework.
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4. 1IC3CFA

In this chapter we present the basic IC3CFA algorithm, which has been originally
introduced in [LNNI5]. IC3CFA is based on the original IC3 algorithm, where the
program is given in terms of a CFA. In the remainder of this chapter, we assume

that the CFA is specified by (L, G, linit, lg) (Def. 4.1.1)).

First, we adjust the definition of frames to incorporate the CFA information
(Sec. |4.1)). In Sec. 4.2 we show the pseudocode of the standard IC3CFA functions
and give an explanation. Analogously, we introduce the IC3CFA generalisation
function (Sec. 4.3). The whole IC3CFA algorithm is embedded into an existing
framework, which is outlined in Sec. 4.4.

4.1. Frames

In this section we extend the original IC3 frames to incorporate the CFA.

Definition 4.1.1 (Frames).

Let i € N be an index and (L, G, linit, [g) be a CFA. Furthermore, let R;; denote
the set of reachable state at location [ € L within 7 steps from the initial one [;,;.
A frame F{;; at index ¢ and location [ is a clauseset, which overapproximates the
reachable states at the corresponding location [, i.e.

Ry = Fay

An IC3CFA frame is characterised by an index ¢ € N and a location [ € L in the
given CFA. Similar to an original IC3 frame, it contains the negation of blocked
cubes, i.e. it is a clauseset representing a (quantifier-free) first-order formula. All
frames are represented by a two dimensional matrix of index and location. The
symbol T denotes the empty clauseset T = () = true. In contrast, L is the empty
frame L = {-true} = false. Each frame F{;;) overapproximates the reachable
states at location [ € L within i-steps from the initial location [;,;;. An example
IC3CFA frame is graphically depicted in Fig. 4.1.1.
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4. IC3CFA

Figure 4.1.1.: Illustration of a single frame.

Given a location [ € L in the CFA, the IC3CFA algorithm derives a sequence of
frames F{oy...Fik,) similar to the original IC3 algorithm (Fig. 4.1.2)). The index
k € N again denotes the maximum frame index.

Figure 4.1.2.: Illustration of a frame sequence.

Definition 4.1.2 (Frame Relation).
Let i, j € N be two indices and [, I’ € L be two locations in the CFA (L, G, linit, lg).
Given the frames F{;;) and F{; ), we define the syntactic frame relation Cp by

Fay Er Fpy = Fhr € Fay

To reason about the syntactical relation between two frames F{; ;) and F{;;y, we
introduce a relational symbol Cr (Def. 4.1.2). Basically, it inverts the common
subset relation with respect to the sets, such that it reflects the intuitive notation
of a greater frame. An example is shown in the following (Ex. [4.1.3).
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4.2. Main Algorithm

Example 4.1.3.

Let i, j € N be two indices and (L, G, linit, [g) be a CFA. The frame F;;y = {—c1}
contains only the blocked cube ¢, i.e. the negation of ¢;. Respectively, the frame
Fijy = {—c1,~ca} contains two blocked cubes ¢; and c,. It holds that

{—ei} C{-er,mee} = Fuy CFiry = Fup Er Fuy-

In consequence, the frame F{; ;) is greater than F{;, i.e. F{;; contains more states.

4.2. Main Algorithm

In this section we introduce the main algorithm of IC3CFA [LNNT5].

Definition 4.2.1 (Relative Inductiveness).
Let 7 € N be an index and (L, G, ljnit, [g) be a CFA with edge e = (I,emd, l') € G.
Given the frame F{;_1;) and a cube ¢, we define a function rellnd(F;_1y),¢,c),
such that

o [ £

relInd(F_15,e,¢) & unsat(F_1) ATe Ac)
o [ =1
relInd(F_1y),e,c) < unsat(F_1y A—cANTe Ac)

The cube c is called relative inductive with respect to the edge e, iff the function
relInd(F;_14,e, c) evaluates to true.

First, we have to adjust the definition of relative inductiveness to the CFA (Def.
4.2.1). We check the relative inductiveness with respect to a specific edge e € G
in the CFA, where we distinguish between e being a self-loop or not.

Figure 4.2.1.: Graphical representation of a relative inductive cube c.

Given a relative inductive cube c at index ¢ € N, there is no satisfiable predecessor
state with respect to the edge e = (I,cmd,l') € G and frame F{;_1 ;). Intuitively,
there is no transition 7, from a state in F{;_1, to a state in ¢’ (Fig. 4.2.1).
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Similar to the original IC3 algorithm, IC3CFA preserves the following invariants
for all frames (Def. 4.2.2)).

Definition 4.2.2 (IC3CFA Invariants).

Let (L, G, linit, g) be a CFA. The IC3CFA algorithm incrementally derives a se-
quence of frames F{q ), ..., F(x,) for all locations [ € L, which have to satisfy the
following invariants

[ ] F(o[

sbinit

y = T, VI # linie- Flogy) = 1L,
eVielL 0<1<k. F(i,l) = F(i+1,l);
e V0 < 1 < k. _'EIF(i,lE)v

o VI'e L\{lp}, e=(l,emd,l') € G, 0 <i < k. Fiupy NTe = Fj,q -

At index ¢ = 0, all locations in the CFA, except the initial one [;,;;, are not
reachable, such that the corresponding frames are set to L = false. In contrast,
the frame of the initial location F{g,.,) is set to the T = true. Every frame F{; 1)
with respect to a specific location [ € L always includes the locations reachable
within i-steps, i.e. F(;;) = Fi41,). We omit the frame for the error location Ig,
because it implicitly represents the undesired behaviour of the given program. If it
is yet reachable, the algorithm provides a counterexample, respectively [LNNT5].
Given an edge e = (I, cmd,l") € G between two locations [, I' € L, the frame Fi; 1 1)

at least includes all successor states of the states specified by F{; ).

Algorithm 4.2.1 The outer loop of the IC3CFA algorithm.

1: function BooL OUTERLOOP(A)
2: if L =l V (Fe = (linit, omd, lg) € G. sat(T,.)) then > check 0-/1-step

cex.
3: return UNSAFE
4: Flomi) < T,V # Linge. Fogy < L > initialise frames
5: Vi. F(l,l) «~ T
6: for £k =1...00 do
7 if —innerLoop(A, k) then > block CTIs
8: return UNSAFE
9: Vi. F(kJ,,lJ) — T
10: if 31 <¢ < kVI. F,1) = Flit1,) then > check termination
11: return SAFE
12: end for

13: end function
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The main function of the IC3CFA algorithm is shown in Alg. |4.2.1] [LNN15],
where A = (L, G, lini, lg) is the CFA representing the given program. Basically,
this function outer Loop is similar to the IC3 main function (Def. 3.1.1). We first
check, if there are any 0-/1-step counterexamples. A 0-step counterexample exists,
if the initial location [;,;; equals the error location [g. Respectively, a realisable
edge € = (ljnit,cmd,lgp) € G between both locations l;,; and [ indicates a 1-
step counterexample. Note that an edge e is called realisable, if the corresponding
transition formula 7, is satisfiable. At the beginning of the algorithm, the initial
state l;n; is the only reachable one, such that we initialise the frame Flg,,,,) with
true. All other locations [ # [;,;; are initialised with false. In the following, all
frames F{o;) with an index ¢ > 0 are initialised with the trivial overapproximation
true. The function outerLoop iterates over the maximal frame index £ € N and
tries to block all CTTs in each iteration. Therefore, the function inner Loop is called,
which is similar to the IC3 function strengthen (Def. 3.1.2)). If the strengthening
of the frames fails, the algorithm returns UNSAFE including a counterexample.
The unreachability of the error location [g is proven, if the frames remain constant
for a certain index ¢ € N and all locations in the CFA. If such a fixpoint is found,
the algorithm returns SAFE to indicate the correctness.

Algorithm 4.2.2 The inner loop of the IC3CFA algorithm.

1: function BOOL INNERLOOP(A, k)

2 Queue < {(c,k,1) | e = (I,cmd, lg) € G, ¢ = getPredecessor(e, true)}

3 while Queue # () do

4 (¢,i,1") < Queue.pop() > get element from queue
5: if 1 =0 then

6 return false

7 for e = (I,cmd,l') € G do > loop over predecessor edges
8 if relInd(F(;-1y),e,c) then

9: g < gen(i,l',c) > generalise ¢
10: Flapy + Flipy U{~g}
11: else
12: Queue + Queue U{(c,i — 1,1) | ¢ = get Predecessor(e,c)}
13: Queue + Queue U {(c,i,l')}
14: end for
15: end while
16: return true

17: end function

The pseudocode of the function innerLoop is shown in Alg. 4.2.2| [LNNT5]. The
queue is initialised with a proof obligation for each counterexample to induction
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(CTT), where a CTI is a predecessor cube of the error location [g. A proof obliga-
tion (c,1,1) is formally a three tuple, which specifies the cube ¢ to be blocked at
index ¢ € N and location [ € L. The function innerloop iterates over the queue,
until all proof obligations are processed. Note that the function Queue.pop() al-
ways returns the proof obligation with the minimal index in the queue. Given a
cube ¢ to be blocked, the cube ¢ has to be relative inductive with respect to all
predecessor edges. Otherwise, the feasible predecessor cubes of ¢ are added as new
proof obligation to the queue. After successfully blocking all predecessor cubes, the
clause —c is added to the frame F;;). Note that the generalisation of ¢ is covered
in Sec. 4.3

Example 4.2.3.
We consider the example program Py (Alg. 2.3.1) with the CFA A;... (Fig.
2.3.1).

linit ll
It
0 T 1
1 T {~(y>zrnz=1),

Sy = ahe=2)}

9 T {=~(y > zAz=1),

“(y>zAhr=2)}

Table 4.1.: Resulting frames of the IC3CFA algorithm.

Table 4.1 shows the resulting frames of the IC3CFA algorithm. At the beginning,
we initialise the frame Fo;,) with the empty frame, i.e. Fo;,) = L = {—true}.
In contrast, the frame Fig;,,.,) of the initial location [;,; is initialised with T = 0.
We introduce the abbreviations e; = (I, assume y < z,ly) and es = (l1,y =
y —1,11). At the first iteration i = 1, we derive two CTIs ¢; =y > x Az =1 and
o =y > o Ax = 2, which is explained in detail in Sec. 5.2 [Lei05]. Both CTIs
have to be blocked at location l;. The first cube ¢; yields relInd(T, ey, c;) = true
and rellnd(L, ey, ¢;) = true, such that the negation of ¢; is added to the frame
F1,4,)- Respectively, the same result holds for the cube cy. After blocking all CTlIs,
we continue with the second iteration ¢ = 2. The relative inductiveness checks for
the CTI ¢; are rellnd(T,ey,¢;) and rellnd({—-(y > z Az =1),-(y > z ANz =
2)}, €2, c2), where both evaluate to true. The same holds for the second CTT ¢s.
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For i =1 and 7 = 2 we get the same frames, such that the algorithm terminates
with the result true.

4.3. Generalisation

Based on the IC3CFA main algorithm (Sec. |4.2)), we introduce the IC3CFA gen-
eralisation function.

Te

Fliz1

Figure 4.3.1.: Intuitive notion of the IC3CFA generalisation.

Intuitively, given a cube c at index ¢ € N, the generalisation function tries to find
a generalisation ¢ including more states than the original cube c¢. However, the
generalisation g still has to be relative inductive with respect to a specific a specific
edge e = (I,cmd,l") € G and the corresponding frame F{;_ ;). The intuitive notion
of the generalisation is illustrated in Fig. 4.3.1]

Definition 4.3.1 (Generalisation).

Let ¢ € N be an index and (L, G, iy, lg) be a CFA. Let e = (I,emd,l') € G
be an edge and ¢ be a cube to be blocked at location I € L. An (edge-based)
generalisation g = gen;)(c,e) of ¢ with respect to the index 7 and edge e is a
cube, where the function gen (c, e) satisfies the following conditions:

e the function gen(;)(c,e) is deterministic, i.e.
Veubes g,g. g = gengy(c,e) NG = gengp(c,e) = g=37
e the generalisation g = gen(; )(c,e) is a subset of the original cube c, i.e.
g = geng(c,e) Cc
e the generalisation g = gen(c, e) is relative inductive with respect to the

edge e, i.e.
relInd(F—1y),e,¢) = relInd(Fi-1y),¢€,9)
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The formal definition of a generalisation g = gen(@F(Fu))(c, e) with respect to a
specific edge e € G is shown in Def. [4.3.1. Although not explicitly stated by the
original IC3 algorithm, we assume that the function gen; F(i_l,l))(c, e) computing
the generalisation has to be deterministic. This deterministic behaviour guaran-
tees reproducible results. Furthermore, we restrict the generalised cube g to be a
syntactical subset of the original cube ¢, i.e. ¢ C ¢. Finally, the generalisation ¢
still has to be inductive relative to the frame F;_, ).

Definition 4.3.2 (Location-based Generalisation).
Let i € N be an index and (L, G, l;ni, lg) be a CFA. The location-based generali-
sation of the cube ¢ and location I’ € L is defined by

gengn(c) = U geng i (c,e)
e

Since we block a generalised cube g C ¢ at a specific CFA location I" € L, we
have to combine the (edge-based) generalisation of all predecessor edges. The so
called location-based generalisation gen((c) is introduced in Def. 4.3.2, where
the cube ¢ has to be generalised a index ¢ € N and location I’ € L. Note that
gengn(c) is also a syntactical subset of the original cube ¢, i.e. geng iy (c) C c.

Algorithm 4.3.1 The generalisation of the IC3CFA algorithm.

1: function CUBE GEN(3, [, ¢)

2 res < true

3 for e = (I,emd,l') € G do

4 if |¢| > 4 then > choose generalisation method
5: res < res U genBinary(F_1y, e, ¢, true)

6 else

7 res < res U genMic(F;_1y), €, ¢, true)

8 end for

9: return res

10: end function

Algorithm [4.3.1] shows the entry point of the IC3CFA generalisation, which is
called by the function innerLoop (Alg. [4.2.2). For cubes with at most three
literals, we choose the default generalisation function genMic, which is similar to
the IC3 generalisation (Alg. 3.2.1)). Otherwise, for larger cubes we call the function
genBinary (Alg. 4.3.3), which potentially performs exponentially better [BMOT7].
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Algorithm 4.3.2 The default generalisation function of the IC3CFA algorithm.

function CUBE GENMIC(F) e, ¢, support)
res <— c U support
for p e cdo > loop over literals

1:

2

3

4: tmp < res \ {p}
5: if relInd(F,e,tmp) then
6

7

3

9:

res < tmp
end for
return res
end function

Given a cube ¢, the IC3CFA default generalisation function genMic tries to drop
each literal p of c¢. If the reduced cube is still relative inductive with respect to
the given edge e € G' and frame F{;_ ), the algorithm continues with the reduced
cube. Otherwise, it falls back to the previous cube including the literal p under
consideration.

Algorithm 4.3.3 The additional generalisation function of the IC3CFA algorithm.

1: function CUBE GENBINARY (F, T, ¢, support)
2 if |c| <1 then

3 return c U support

4 else

5: (I,7) < split(c)

6 if rellnd(F, e, support Ul) then

7 split(F, T, 1, support)

8 else if relInd(F, e, support Ur) then
9 split(F, T, r, support)
10: else
11: l + split(F,T,l, support Ur)
12: r < split(F, T, r, support Ul)
13: return [Ur

14: end function

Algorithm 4.3.3| shows the additional generalisation function genBinary, which
potentially performs exponentially better than the default one [BMO7]. In par-
ticular, this function is used for larger cubes. Intuitively, the function splits the
given cube c¢ similar to a binary search and checks the relative inductiveness for
each part. Thus, this functions allows to drop more than one literal with a single
relative inductiveness check.
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4. IC3CFA

Example 4.3.3.
We consider the example program Py.,. (Alg. 2.3.1) with the CFA Ay, (Fig.
2.3.1)) again.

l:
lim't ll
1:
0 T 1
1 T {=(y>2)}
2 T {=(y>2)}

Table 4.2.: Resulting frames of the IC3CFA algorithm with generalisation.

Table 4.2] shows the resulting frames of the IC3CFA algorithm with generali-
sation. We introduce the variables e; = (lipir, assume y < z,l1),es = (l1,y :=
y — 1,1y) for the predecessor edges of the location ;.

At the first iteration ¢ = 1, we try to block the cube ¢; =y > z Ax =1
at location [;. The generalisation of ¢; results in the cube gen(l,ll)(cl) =y >
r C ¢, ie. rellnd(T,e,y > x) = true and rellnd(L,es,y > ) = true. A
generalisation to the cube true is not possible, because relInd(T, ey, true) is false.
The generalisation of the first cube ¢; also blocks the second CTI ¢y =y > xAx = 2,
ie. y >z Cco.

The second iteration i = 2 yields the same result, except that the relative induc-
tiveness checks for the cube ¢; are rellnd(T, e,y > ) = true and relInd({—(y >
x)},e9,y > x) = true. Overall, the algorithm terminates with the result true
again.

4.4. Framework

The IC3CFA algorithm is implemented within an existing proprietary model check-
ing framework, which is graphically illustrated in Fig. 4.4.1| [LNN15].
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4.4. Framework

C . CFA
optimization —< Fixpoint? >»----- '
yes | construction
no 4
________ large-block
encoding

{other model} { [C3CTFA }

checkers

static
analyses

Figure 4.4.1.: Model checking framework.

In this thesis we focus on the verification of C programs, such that the framework
takes a C program file as input. The internal C parser translates the program into
our own intermediate verification language, short IVL. The representation in terms
of IVL makes the program more suitable for further verification analysis. We apply
common static program analyses [WCCT95], like expression propagation, needed
variables analysis and program slicing. After reaching a fixpoint with respect to
these analyses, we convert the resulting IVL program into a CFA labelled with
GCL commands (Def. 2.3.1). Additionally, we apply Large-Block Encoding and
bisimulation to minimise the resulting CFA [BS92, [FV02]. Afterwards, the frame-
work offers a wide range of model checking algorithms including the IC3CFA algo-
rithm. More over, CEGAR (” CounterExample-Guided Abstraction Refinement”)
[CGJT00, ICGJIT03] and BMC ("bounded model checking”) [BCCT03, [CBRZOI]
are also available in the framework. Similar to IC3CFA, there is another approach,
called TreelC3 [CGI2|], which is also based on the idea to lift the principles of
the original IC3 algorithm to software model checking. However, in contrast to
IC3CFA, TreelC3 makes use of abstract reachability trees (ARTSs). Basically, the
whole framework is theory unaware and supports also infinite domains, e.g. linear
real arithmetic (LRA). We focus on bit-precise analysis, such that we use the the-
ory of bit-vectors (BV). As SMT solver, the framework supports Z3 [MB0§| and
MathSAT [BCET0S].
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5. Generalisation

In this chapter we present several improvements of the original IC3CFA algorithm,
which has been introduced in Chapter |4. In general, we try to improve the per-
formance by reducing the number of SMT calls in the IC3CFA generalisation.
First, we try to avoid unnecessary SMT calls, where we can already derive the
result based on previous computations. Second, a SMT check with respect to a
first-order formula scales in worst-case exponentially in the size of the formula
[GKSS08]. Thus, we apply different syntactical checks, which can often be divided
into sub-tasks and scale better than the alternative SMT check.

5.1. Improved Initialisation

In this section we improve the initialisation of the IC3CFA frames to avoid unnec-
essary computations in the generalisation.

Definition 5.1.1 (Paths).
Let (L, G, linit,lg) be a CFA and n € N. A path 7 of length (n + 1) is a sequence
of states ly...l,,, where

o lo = linit,

e VO<m<n.l, €L,

o VO <m < n. (ly,emd, i) €G.

We introduce the notion of paths in Def. |5.1.1. Intuitively, a path is a sequence
of states in the given CFA starting in the initial location [;,;;. Note that a path
is only derived by graph analysis, such that it is not necessarily realisable. The
set Paths=" denotes all paths of the length (n + 1) or less, i.e. Paths=" = {r =
loedm | m <n, 7wisa path}.

Theorem 5.1.2.
Let i € N and (L, G, linit, lg) be a CFA with location I' € L. It holds that

—3y..l' € Paths™ = Fupy=1

Proof.
We prove the theorem by induction over the index 1.
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5. (eneralisation

° i:OAl/:linitZ
linit € Paths=°
= 3’ € Paths™’
[ ] Z:O/\l,#llmt

' ¢ Paths=°
-3" € Paths=’
F(OJI) = J_ (Def 422)

4J

e |~ 17+ 1:;

—3ly...I" € Paths=""!

= VY(l,emd,l') € G. (=3l...l € Paths™")

= V({,emd,l') e G. Fp =1 (by hypothesis)
= VY(,emd,l') € G. relInd(F; ), e, true)

= Fluyry) = {—true}

= Finpn =1

]

Let i € N be an index and [’ € L be a location in the CFA. Furthermore, we
assume that the shortest path between the location I’ and the initial one l;,; is of
length n € N. The improved initialisation is based on the following observation.
Since the state I’ is not reachable within less than n steps, L = {—true} is a safe
over-approximation for all frames F{,, ;) and m < n. In consequence, we save
unnecessary computations for these frames, e.g. the generalisation of cubes to be
blocked in one of these frames. The improved initialisation is formally specified by
Th. 5.1.2.
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Example 5.1.3.
We consider an example program Py, where the pseudocode is shown in Alg.
5.1.1 The corresponding CFA Aygse of Proise is shown in Fig. |5.1.1}

Algorithm 5.1.1 Pseudocode of the example program Ppgse.

1: procedure MAIN(z)

2 assert(z > 0)

3 T x+1

4: while nondetBool do
5: T4 4xx

6 end while

7 ré—xv—1

8 assert(z # 3)

9: end procedure

assume x > ()
—A linit >\ll

r:=x+1
I::4*LECQQ>
r.=x—1

@ \@
3 N lE
assume r = 3

Figure 5.1.1.: The CFA Ay, of the example program Pjgse.

The application of the IC3CFA algorithm with improved initialisation yields the
frames shown in Table 5.1. For example, the location I3 € L is reachable with at
least 3 steps from the location l;,;;, such that we initialise both frames F{; ;,) and
F(le) with L.
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5. (eneralisation

I:
Linit l lo I3
i
0 T 1 1 1
1 1 1
2 1
3

Table 5.1.: Resulting frames of the IC3CFA algorithm with improved initialisation.

5.2. Predecessor Computation

So far, the predecessors of a cube ¢ with respect to an edge e have been computed
by the function getPredecessor(e,c) (Alg. 4.2.2). In this section we consider
the concrete implementation of this function. In general, our aim is to present
a theory-unaware IC3CFA algorithm. Thus, we introduce the notion of weakest
preconditions to compute a safe over-approximation of the entire preimage [Dij76].
Note that the original IC3 algorithm only computes a under-approximation of the
entire preimage. Since we consider the blocking of cubes in the IC3CFA algorithm,
we also present an optimisation for converting the result into a set of cubes.

Definition 5.2.1 (Weakest Precondition (WP)).

Let ¢ be a cube and emd be a GCL command. The weakest precondition wp(cmd, c)
is a quantifier-free first-order formula, which specifies all predecessor states of ¢
with respect to emd. More formally, let 0,0’ be two concrete program states,

where o’ |= c. It holds that
V—=. <cmd,oc >=0') < oFwp(emd,c)
where — is the execution relation specified in Def. [2.2.3.

The weakest precondition, short WP (Def. |5.2.1)), with respect to a GCL com-
mand cmd and a first-order formula ¢ has been originally introduced by Dijkstra in
[Dij76]. Intuitively, the WP wp(cmd, ¢) determines the predecessor states, which
for all possible executions — induced by emd satisfy the formula ¢ after execution
of emd. However, in IC3CFA we have to block all possible predecessors, i.e. pre-
decessor states reachable with at least one execution —. Thus, we introduce the
weakest existential precondition, short WEP, to model this behaviour correctly.
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5.2. Predecessor Computation

Definition 5.2.2 (Weakest Existential Precondition (WEP)).

Let ¢ be a cube and e¢md be a GCL command. The weakest existential precondition
wep(cmd, ¢) is a quantifier-free first-order formula, which specifies all predecessor
states of ¢ with respect to cmd. More formally, let o, ¢’ be two concrete program
states, where o’ |= c. It holds that

F—. <cmd,oc >—0') & o FEwep(emd,c)

where — denotes the execution relation of Def. 2.2.3.

Basically, the definition of the WEP (Def. |5.2.2) is equal to the one of the WP,
except that the quantifier V is replaced by the existential quantification 3. Intu-
itively, we get all predecessor states, which are realisable via at least one execution
—. The WEP is graphically illustrated in Fig. |5.2.1.

Figure 5.2.1.: Tllustration of the WEP of ¢ with respect to the edge e = (I, emd, l').

Based on our four GCL command types (Def. [2.2.2), the WEP is constructed
according to the following rules:

wep(assume b,p) =@ Ab

(
ep(
(
(

Ti=a,p) = [z +— d]

S

g

ep(cmdy; emds, @) = wep(cmdy, wep(cmds, @))

wep(emd;Oemds, ) = wep(emdy, @) V wep(emds, )

The following Example 5.2.3| shows a transformation based on these rules.

Example 5.2.3.
Let ¢ = (x = 3) be a cube with a single literal. We compute the WEP of ¢ in DNF
with regard to the GCL command

cmde, = assume x > 0; v :=x + 1; (z:=4*x)0(assume true); v =z — 1.

Note that the WEP is computed backwards with respect to the given GCL com-
mand. The symbol = indicates the application of the sequence rule.
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The computation of wep(cmd,,, c) yields

wep(x :=x—1,x=3)=(x—1=3) (assign)
wep(cmdey, x = 3) =

wep(assume x > 0; x:=x + 1; (x :=4*x)0(assume true),r — 1 = 3)

wep((x := 4 % x)O(assume true),z —1=3) = (choice/ assign/ assume)
dxrx—-1=3Ver—-1=3
wep(assume > 0; x:=x +1; (x :=4x*x)0(assume true),x — 1 =3) =

wep(assume © > 0; x:=x+ 1, 4sx—1=3Vae—1=3)

wep(x :=x+ 1,4z —1=3Var—1=3)= (assign)
4% (z+1)—1=3Vae+1—-1=3

wep(assume > 0; z:=x+ 1,4dxx—1=3Ver—-1=3) =

wep(assume v > 0,4% (r+1)—1=3Vae+1—-1=3)

wep(assume > 0,4% (x+1)—1=3Ver+1-1=3) = (assume)
Adx(x+1)—1=3Ve+1—-1=3)Az>0

Definition 5.2.4 (Split).
Let (L, G, linit, lg) be a CFA and e¢md be a GCL command. We define a function
split(emd), which translates the choice command into a set of GCL commands,

1.e.

split(cmdy ) U split(cmdy) if emd = (emd,0cemds)

split(emd) = < {c1;00 | 1 € {1,2}, ¢ € split(emd;)}  if emd = (emdy; emdsy)

{emd} otherwise

Given a GCL command c¢md with a choice command, this command c¢md can be
split into independent sub-commands without a choice (Def. 5.2.4). It holds that

(l,emd,I'Ye G < {(l,emd,l') | emd € split(cmd)} C G.

Intuitively, an edge e = (I,cmd,l") € G, which is labelled with a GCL command
cmd including a choice, is separated into multiple edges between the same locations.
Each new edge contains no choice command any more, such that it models a
deterministic, sequential behaviour.
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5.2. Predecessor Computation

Definition 5.2.5 (Disjunctive Normal Form (DNF)).
Let ¢ be a quantifier-free first-order formula. The formula ¢ is in disjunctive
normal form, if it is of the form

c1V..Ve,

where n € N and ¢4, ..., ¢, are cubes.

In principle, the computation of the WEP yields a first-order formula ¢, which is
not necessarily a cube. Since the IC3CFA algorithm tries to block cubes, we have
to convert the formula ¢ into possibly multiple cubes. Therefore, we compute the
disjunctive normal form (Def. |5.2.5)) of ¢, such that we get a disjunction of cubes
[DP02]. Note that any first-order formula can be converted into DNF, however
the resulting DNF is in worst-case exponential in the size of the formula [DP02].
In addition, experimental results have proven that the computation of the DNF
itself also requires a significant amount of time, especially for larger and complex
formulas.

Given a GCL command c¢md without a choice and a cube ¢, the computation of
the WEP wep(emd, ¢) always yields a single cube (Lemma [5.2.6)).

Lemma 5.2.6.
Let emd be a GCL command without a choice and ¢ be a cube. It holds that

dn f(wep(cmd, ¢)) = wep(ecmd, c)
where dnf(p) converts the given quantifier-free first-order formula ¢ into DNF

according to the rules presented in [DP02)].

Proof.
Note that the GCL command e¢md contains no choice. We prove the lemma by
structural induction over emd without the choice case.

e cmd = (assume b):

dn f(wep(assume b, c))
= dnf(cAb)
cAb (Det. [2.2.1)

= wep(assume b, c)
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e cmd = (z:=a):

dn f(wep(x = a,c))
= dnf(clx > a])
= clz— d

= wep(r:=a,c)
e cmd = (emdy; emdy):

dn f(wep(cmdy; cmds, ¢))
= dnf(wep(cmdy,wep(cmds, c)))
= wep(cmdy, wep(cmdy, ¢)) (by hypothesis)
= wep(emdy; emdy, ¢)
[

We extend the previous lemma to also incorporate the GCL choice command.
Intuitively, Th. |5.2.7| states that the WEP of a choice emd;cmds results in the
disjunction of two cubes.

Theorem 5.2.7.
Let emd be a GCL command and ¢ be a cube. It holds that

dnf(wep(emd, c)) = \/{wep(cmd', ¢) | emd' € split(cmd)}

where dnf(p) converts the given quantifier-free first-order formula ¢ into DNF
according to the rules presented in [DP02].

Proof.

dn f(wep(cmd, c))
= dnf(\/{wep(cmd’, ¢) | emd € split(ecmd)})
= \/{dnf(wep(cmd',c)) | emd’ € split(cmd)}
= \/{wep(cmd', ¢) | emd' € split(cmd)} (Lemma 5.2.6))

]

Overall, we avoid computing the DNF of a first-order formula in the IC3CFA

algorithm. Instead, we derive an equivalent set of cubes based on the structure of
the GCL command.
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Example 5.2.8.
Let ¢ = (z = 3) be a cube again. Based on the Example |5.2.3, we have computed

o =wep(cmdeg,c) = (4dx(x+1)—1=3Ve+1—-1=3)Az>0.

By applying the function dnf(p), we transfer the resulting formula ¢ into DNF
[DP02].
dn f(wep(cmde,, x = 3))
= dnf(d*(z+1)—1=3Va+1—-1=3)Az>0)
= A*x(z+1)—1=3ANx>0)V(x+1-1=3Az>0)

In comparison, we apply the function split(cmde,) to the GCL command cmd,,.

split(cmd,,) ={assume x > 0; z:=x+1; x:=4d*x; v =z — 1,

assume x > 0; x:=x + 1; assume true; x =z — 1}

The resulting partial GCL commands emd’ € split(cmd,,) are independent of the
given cube ¢, such that they are usually cached. For all partial commands emd’,
we compute the WEP wep(emd/, ¢).

wep(assume v > 0; x:=x+1; x :=4d*x;, v:=x— 1,0 =23)
= 4x(z+1)—1=3Az2>0

wep(assume x > 0; x:=x + 1; assume true; v =z — 1, = 3)
= x4+1—-1=3ANx>0

Overall, we get the same result for both computations.

dn f(wep(cmd, c))
= (@x(@+1)-1=3A2>0)V(r+1-1=3Az>0)

= \/{wep(cmd’, ¢) | emd' € split(cmd)}
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5.3. Relative Inductiveness

In the previous section we have introduced the WEP to compute the predecessors
of a given cube (Sec. [5.2). In this section we introduce an alternative relative
inductiveness check based on the WEP. Experimental results have proven that
this alternative check is advantageous, when using SMT solvers with caching.

Definition 5.3.1 (Alternative Relative Inductiveness).
Let i € N and (L, G, linit, lg) be a CFA with edge e = (I,cmd,l’) € G. Given the
frame F{;_1 ;) and a cube ¢, we define a function relIndAlt(F(;_1,,e, c), such that

o [ £
relIndAlt(F;_1p,e,c) < unsat(Fi_15) A wep(cmd, c))
o [ =1"
relIndAlt(F_1y,e,c) & unsat(F_1 A —~c A wep(emd, c))

The cube c is called relative inductive to the frame F(;_;; and the edge e, iff the
function rellnd(F;_1,, e, ¢) evaluates to true.

The formal definition of the alternative relative inductiveness is shown in Def.
5.3.1. So far, the standard relative inductiveness check (Def 4.2.1)) has intuitively
verified that there is a transition 7, from the given frame F{;_;;) to a successor
state in ¢’. Instead the alternative one first computes the exact preimage of the
given cube c and then checks, if this preimage intersects with the frame Fi;_y .
We show that both relative inductiveness checks yield the same result.

Lemma 5.3.2.
Leti € N and (L, G, linit, lg) be a CFA with edge e = (I,ecmd,l') € G. Furthermore,
let ¢ be a cube and F;_1;y be a frame. It holds that

relIndAlt(F;_1y,e,c) < rellnd(Fi_1y,e,c)
Proof.
o [ £

rel IndAlt(F;_1y,e,c)

unsat(F—1,1) AN wep(cmd, c))

unsat(F_iy AT, A ) (Def. [5.2.2)
relInd(F—1y),e,c)

Tt e
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o [ =1"

relIndAlt(F;_1y, e, c)

unsat(Fi—1 A —~c AN wep(cmd, c))

unsat(F_ipy A=c AT, A ) (Def. [5.2.2)
relInd(Fu_1y),e,c)

t ¢

]

As mentioned before, the alternative relative inductiveness check might be prefer-
able for SMT solvers with caching. Let emd and emd’ be two different GCL com-
mands of the edges e € G and ¢ € G, which yield the same WEP with respect
to a given cube ¢, i.e. wep(cmd,c) = wep(emd',c). If we apply the alterna-
tive relative inductiveness relIndAlt(F;_1y),e,c) and relIndAlt(F;_1y),¢€’,c) for
both commands, the second query is derived from the cached result, since both
requests are syntactically equivalent. Instead, the standard relative inductive-
ness check can not rely on caching, because both requests relInd(F(;_1 ), e, c) and
relInd(F(;—1y), €, c) are syntactically different.

Example 5.3.3.

We consider the example program P (Alg. 2.3.1) with the CFA A;... (Fig.
2.3.1) again. The CFA A, contains the self loop e = (I1,y ==y — 1,1;) € G.
Furthermore, let ¢ = y > x be the cube to be checked at location [;, where
wep(y =y — 1,y >x) =y —12>x. Given the frame Fj,_1; = T, we get

relIndAlt(F -1y, e,c)
= wunsat(-(y > z) Ny—1>x)
= true
= wunsat(=(y > x) Ny =y—1ANy >x)
= relInd(F—1y,e,c)
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5.4. Assumes

In this section we consider GCL assumes (Def. 2.2.2) in detail. Basically, we can
drop a literal of a cube with respect to an edge e € G, if this literal is implied by
an assume command along this edge e.

First, we have to introduce a lemma, which states the distributivity of the WEP
(Def. 5.2.2)) concerning the conjunction of cubes (Lemma[5.4.1).

Lemma 5.4.1.
Let emd be a GCL command without a choice. Given two cubes cq, ¢, it holds that

wep(emd, ¢y N ey) & wep(emd, ¢q) A wep(emd, )

Proof.
Note that the GCL command ¢md contains no choice. We prove the Lemma |5.4.1
by structural induction over GCL command e¢md without the choice case.

e cmd = (assume b):

wep(assume b, c; N ¢3)
(Cl A CQ) A b
= (1 AD)A(ca \D)

= wep(assume b, c;) N wep(assume b, cy)
e cmd = (z:=a):

wep(x == a, ¢ A )
= (e Nea)z — al
= ¢l a Aelr—a

= wep(r :=a,c;) Nwep(z = a,cs)

e cmd = (ecmdy; cmds):

wep(emdy; emds, ¢ N ¢3)
= wep(cmdy, wep(cmdy, ¢ A ¢2))
= wep(emdy, wep(emday, ¢1) A wep(emda, ¢3)) (by hypothesis)
= wep(emdy, wep(emda, ¢1)) A wep(emdy, wep(emds, ¢2)) (by hypothesis)
= wep(cmdy; emds, c1) A wep(emdy; emds, ¢z)
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Based on the previous lemma, we can proof the following Th. [5.4.2. Intuitively,
if a literal p € g of the generalisation g is implicitly guaranteed by a GCL assume in
cmd , we can drop this literal p without violating the relative inductiveness. How-
ever, the formal definition in Th. |5.4.2|is based on the WEP, such that the WEP
wep(emd, p) of the literal p is implied by the WEP wep(cmd, true) of the empty
cube true. Note that given a GCL command cmd’ without a choice command, the
WEP wep(cmd', p) yields a cube.

Theorem 5.4.2.

Let g be the generalisation of a cube ¢ at index i € N and location ' € L with
respect to the edge e € G, i.e. gen(i,l')(c,e) = g. Given a literal p € g of the
generalisation g, then it holds that for all cmd' € split(cmd)

wep(emd',p) C wep(emd', true) = rellnd(Fu_1y,¢, ¢\ {p})

where the function split(cmd) is specified by Def. |5.2.4.

Proof.

Let ¢ = ¢\ {p} be the reduced cube. We prove the relative inductiveness of ¢
with respect to every partial edge ¢ = (I,emd’,l"), where emd’ € split(cmd). We
further distinguish between edge e being a self-loop or not.

o [ £

relInd(F;_1,€,¢ A p)
relIndAlt(F;_1),€,¢ A\ p) (Lemma |5.3.2)
unsat(F,_1 A wep(emd', € A p))

e

unsat(F_1 A wep(emd', ¢) A wep(cmd', p)) (Lemma |5.4.1))
Since wep(emd', p) C wep(emd', true),

we get wep(emd', true) = wep(cmd', p).

unsat(Fi_1; A wep(emd', €) A wep(emd', true))

unsat(Fi_1y AN wep(emd', € A true)) (Lemma |5.4.1))
unsat(F_1 ;) A wep(emd', )

relIndAlt(F;_1y),€,¢)

relInd(F;_1y),€,c) (Lemma [5.3.2))

A
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o [ =1"

relInd(F;_1,),€, ¢\ p)
relIndAlt(F,_1y,€,¢ A\ p) (Lemma [5.3.2))
unsat(Fi_1p A =(¢ A p) Awep(emd', €A p))

unsat(Fi_1 A =(¢ A p) Awep(emd', ¢) A wep(emd',p))
(Lemma 5.4.1))

R

Since wep(emd', p) C wep(emd', true),
we get wep(emd', true) = wep(emd', p).

= unsat(F;_10 A (€A p) ANwep(emd', ¢) A wep(emd', true))

= unsat(F;_15 A ~¢ A wep(emd', ¢) A wep(emd', true))

= unsat(F;_15 A —¢ A wep(emd', € A true)) (Lemma 5.4.1))
= unsat(F;_1,) A —¢ A wep(cmd', €))

= relIndAlt(F;_1y,¢€',¢)

= rellnd(Fj,_1y,€,¢) (Lemma 5.3.2)

]

We show an example application of the previous theorem in the following (FEx-
ample 5.4.3)).

Example 5.4.3.

Let i € Nand (L, G, lipi, lg) be a CFA. Furthermore, let e = (I, cmd, ") € G be an
edge, where cmd = assume(x > 0);x := x + 1 be a GCL command. Note that the
command cmd implies # > 1 and it holds that split(cmd) = emd. We consider the
cube c= (z > 1Ay >1)={x>1,y > 1} to be blocked at location I'. Given the
frame F(;_1; = {—y > 1}, it holds that relInd(F;_14),e,c) = true. We compute
wep(cmd, true) = x > 0. The cube ¢ contains the literal > 1 € ¢, such that we
get wep(emd, x > 1) = x > 0. Since

wep(emd, x > 1) = {x > 0} C {z > 0} = wep(cmd, true),

we remove the literal © > 1 from the cube ¢, such that ¢ = ¢\ {x > 1} =y > 1.
The second literal y > 1 can not be dropped, because

wep(emd,y > 1) ={y > 1} £ {z > 0} = wep(cmd, true).

Overall, the resulting cube ¢ is also relative inductive with respect to the edge e,
i.e. relInd(Fi_1y,e,c) = true.
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5.5. Predecessor Cubes

In this section we present an approach to compute the (edge-based) generalisation
of a given cube ¢ based on a predecessor cube. Therefore, we first show that the
relative inductiveness of the cube ¢ can be derived from a predecessor cube.

Figure 5.5.1.: Graphical representation of a predecessor cube ¢ 2 wep(cmd, c).

More precise, if the predecessor frame under consideration contains a negated
cube —¢, which blocks at least the WEP wep(cmd, ¢) with respect to the edge
e = (l,emd,l") € G, then the original cube c is relative inductive to e. The intuitive
notion is graphically illustrated in Fig. [5.5.1. Respectively, the formal definition
is shown in the following Lemma |5.5.1. Note that this lemma is also applied
to the relative inductiveness checks in the main algorithm of IC3CFA algorithm
(Alg. 4.2.2). We can save a SAT call, every time we find a predecessor cube ¢
characterised by Lemma [5.5.1|

Lemma 5.5.1.

Leti € N and (L, G, linit, lg) be a CFA with edge e = (I,emd,l') € G. Furthermore,
let ¢ be a cube to be blocked at location I" € L and index i. Given the frame F(;_1,
it holds that

Jeube ¢. —¢ € F_1p Ne Cwep(emd,c) = rellnd(F;_1y,e,c)

Proof.

Jeube €. =¢ € Fi—1y N ¢ C wep(cmd, c)

= Jeube ¢. unsat(F;_1y A ¢) A ¢ C wep(emd, c)

= unsat(F_1 N wep(cmd, c))

= rellndAlt(F;—1y,e,c) (Def. 5.3.1)

= rellnd(Fi_14),€,c) (Lemma 5.3.2))
[
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Based on a found predecessor cube ¢, we also derive the generalisation g C ¢
of the original cube c. Therefore, we apply the inverse function wep™' of the
WEP. More precise, we define the function wep~!(cmd,c) for a GCL command
cmd without a choice as follows:

wep(assume b,c) =c\ {b}
wep™(x := a,c) = cla — 1]

wep™ (emdy; emds, ¢) = wep™ (emds, wep™ ' (cmdy, ¢))

Note that we consider GCL commands without a choice, which can be computed
by the function split (Def. [5.2.4). The following Lemma 5.5.2| states, that the
inverse function wep~!(cmd, ¢) of the WEP is monotonic.

Lemma 5.5.2.
Let emd be GCL command without a choice and c,¢ be two cubes. It holds that
wep~! is monotonic, i.e.

cCc = wep *(emd,e) Cwep (emd,c).
Proof.

Note that the GCL command e¢md contains no choice. We prove lemma by struc-
tural induction over GCL command cmd without the choice case.

e cmd = (assume b):

cCec
= e\ {b} Cc\{b}
= wep ' (assume b,¢) C wep ' (assume b, c)

e cmd = (z:=a):

cCec

Y

cla — x| C cla — x]

wep H(x :=a,¢) Cwep (x :=a,c)

4
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5.5. Predecessor Cubes

o cmd = (cmdy; cmds):

cCec
wep ™ (emdy, €) C wep ' (emdy, c) (by hypothesis)

wep ™ (emdy, wep™t(cmdy, €)) € wep™*(cmdy, wep™ (emdy, €))
(by hypothesis)

=
=

= wep ‘(emdy; emdy, &) C wep(emdy; emds, c)

Figure 5.5.2.: Graphical representation of a generalisation ¢ based on the predeces-
sor cube.

We assume in the following that we have found a predecessor cube
¢ C wep(emd, c), where emd is a GCL command without a choice. There al-
ways exists a cube ¢, such that it holds ¢ = wep(cmd, ¢) . In fact, we compute ¢ by
applying the inverse function wep~(cmd,c) = ¢. Tt follows that the cube ¢ C ¢ is
a generalisation of the original cube c. Figure |5.5.2 illustrates the relation between
the different cubes ¢, ¢ and ¢. The whole approach is formalised by the following
Th. 5.5.3.

Theorem 5.5.3.

Let i € N and (L, G, ljnit, lg) be a CFA with edge e = (I,cmd,l') € G. The cube ¢
has to be blocked at location I' € L and index i. Given the frame F;_1y, it holds
that

Vemd' € split(emd). —wep(emd',€) € Fi_1y A wep(emd',¢) C wep(emd', c)
= genun(c,e)=¢

where € is a cube and the function split(cmd) is given by Def. |5.2.4.
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Proof.
Let ¢ be a cube and emd be a GCL command without a choice

—wep(cmd, ) € F;_1 N wep(cmd,c) C wep(cmd, c)

= rellnd(F;-1y,e,¢) Nwep(cmd,c) C wep(cmd, c) (Lemma 5.5.1))
= rellnd(F;-1y,e,c) NCCc (Lemma 5.5.2))
= genu(c,e)=¢

O
The application of the previous theorem is shown in the following Example|5.5.4.

Example 5.5.4.

Let i € N and (L, G, ljnit, lg) be a CFA. Furthermore, let e = (l,y .=y —1,I') € G
be an edge, where split(y .=y —1)=y:=y—1. Letc=y >x Az =1bea
cube to be generalised at index ¢ and location I’ € L. We first compute the WEP
wep(y ==y —1,¢) =y —1>x Ax = 1 of the original cube c¢. Given the frame
Fi-1y ={-y —1 >z}, we obtain

c=weply=y—1,¢0)={y—1>z}C{y—1>x,2 =1} =wep(ly =y — 1,¢).
Based on the the found predecessor cube ¢, we compute the generalisation

gengry(c,e) =¢ = wep Ny =y—1,8=Yy—1>2)y—1—y =y >

5.6. Generalisation Context

In this section we present a so called generalisation context. Given a cube c to be
generalised with respect to an edge e € GG, we try to derive a generalisation based
on previous generalisations of the same cube c.

Definition 5.6.1 (Generalisation Context).
Let i € N and (L, G, linit,lg) be a CFA. The generalisation context GC; at index 4

is a set of four tuples
GC; C 2leera)

where g C ¢ is a generalisation of cube ¢, e = (I,cmd,l') € G is an edge and F is
a frame. It holds that

(C, e, F, g) € GCZ = Elj S 1. gen(j,l/)(c, 6) =g NF = F(j—l,l)

The formal definition of the generalisation context in terms of a 4-tuple is shown
in Def. [5.6.1L Each generalisation g of a cube ¢ at index 7 € N and edge e is stored
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5.6. Generalisation Context

as one generalisation context (c, e, F, g) available in all sets GC; (i > j). Note that
in fact, we use a least recently used cache for the generalisation contexts, such
that we omit older and less probable generalisations. The intuitive notion of the
generalisation context is graphically illustrated in Fig. 5.6.1.

Figure 5.6.1.: Intuitive notion of the generalisation context.

Given a generalisation context (c,e, F,g) € GC;, if we encounter the cube ¢
again at index ¢ € N, we might reuse the previously computed generalisation g.
Therefore, the frame F{;_;;) of the predecessor location [ € L has to be smaller
compared to the frame F' in the generalisation context. This condition is formally
specified by Th. |5.6.2, which is based on the idea presented in [Muel5].

Theorem 5.6.2.

Leti € N and (L, G, linit, lg) be a CFA with edge e = (I,emd,l') € G. Furthermore,
let ¢ be a cube to be generalised at index i and at locationl'. Given the frame Fi;_1 ),
it holds that

(c,e,F,9) e GC; AN Fi_ay Ep ' = gengpy(c,e) =g
Proof.

(c,e, F,9) € GC; N Fiy_1 Cp F

3j < i (gengun(c,e) = g N F = Fii1p)
relInd(F;_1y),e,9)

Since Fi_1) Cp F = F_1y), let Fy_1yy = F—1) U Fa.
relInd(F;j_1)U Fa,e,q)

relInd(Fi_1.), ¢, 9)

gen(c,e) =g

oy

LU
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5. (eneralisation

So far, we might reuse a generalisation g based on the generalisation context
(c,e, F,g), if we encounter the exact same cube ¢ again. We present a new general-
isation context, where we encounter a similar cube ¢. More precise, the cube ¢ has
to be a syntactical superset of the generalisation g, i.e. ¢ C ¢. If € is a syntactical
superset and the frame condition F(;_;; Ep F' still holds, then we also get g as
generalisation of ¢. In consequence, we avoid even more computations compared
to the standard generalisation context.

Theorem 5.6.3.
Leti € N and (L, G, lipi, lg) be a CFA with edge e = (I, emd, ") € G. Furthermore,

let ¢ be a cube to be generalised at index i and at locationl'. Given the frame Fi;_1 ),
it holds that

(c,e,F,g) e GC; N Fi_ay Ep FAgCT = genupy(ce) =g
Proof.

(07€7F79) EClcvi/\F’(ifl,l) EFF/\gg/C\

= Jj <. (gengpy(c,e) =g AN F = Fi_1yp)
= gengn(c,e) =g (Th. 5.6.2)
Since g C ¢, gis also a generalisation of C.
= genu(Ce)=yg (Def. 4.3.1))
]

Theorem 5.6.3| shows the formal definition of the new generalisation context. In
the following we show an example regarding the standard and new generalisation
context (Example 5.6.4), where we also point out the difference between both.

Example 5.6.4.

Let ¢ = p; A py be a cube to be blocked at location I’ and index i. Furthermore,
let e = (I,emd,l') € G be the edge from the only predecessor location [. The
corresponding frame of location [ is F(;_1; = {—c1, ~co}. We assume that the
generalisation context GC; only contains the tuple (¢, e, {—c1},p1) € GC;, i.e. the
cube ¢ has been previously generalised to literal p;. Overall, we obtain

(Ca €, {Cl}apl) € GC; A F(i—l,l) Lr {01} = gen(@l/)(c, 6) =D
(e {crit,m) € GO AN Fi—ryy Er{a} AMpi} S {p,p2} = gengiy(c.e) =p
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5.7. Minimal Generalisation

However, if we encounter a similar cube ¢ = p; A p3 at location I’ and index 1,
we get

(C.e.F,5) € GC,
(¢ e, {cri},p) € GO N Fimiyy Ep{a} AMm} € {pi,ps} = genuiy(Ce) =p

5.7. Minimal Generalisation

In the previous section we have introduced the generalisation contexts, which are
used to derive a generalisation based on the previous computations. In this section
we determine a minimal generalisation based on these generalisation contexts. A
minimal generalisation is formally given in terms of a cube and contains possibly
multiple literals, which are definitely part of the final generalisation.

Figure 5.7.1.: Intuitive notion of the minimal generalisation.

The intuitive notion of the minimal generalisation is illustrated in Fig. [5.7.1.
Let (¢, e, F, g) be a generalisation context, which has been introduced in Def. |5.6.1}
Since the original cube ¢ has been previously generalised to the cube g C ¢, all
real subsets g C g are not possible generalisations any more. Otherwise, ¢ would
have been previously generalised to the cube g. In consequence, every subset g
is not relative inductive with respect to the edge e = (I,cmd,l') € G and the
frame F'. Intuitively, there is a transition 7T, with respect to the edge e from the
frame F' to a state in g’. If we encounter a greater frame F(;_;; compared to F,
there is also a transition 7T, to the cube g, such that g is not relative inductive.
Thus, the minimal generalisation, i.e. the set of necessary literals, is given by
the previous generalisation g. Theorem 5.7.1] shows the formal definition of the
minimal generalisation based on the generalisation context.

Theorem 5.7.1.
Leti € N and (L, G, linit, lg) be a CFA, where e = (I,cmd,l') € G. Let ¢ be a cube
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5. (eneralisation

to be generalised at location " € L. Furthermore, we assume that the generalisation
g 1is minimal with respect to the cube size. It holds that

(c,e,F,9) e GC;NF Cp Fuap NG Ce g

= gen ) (Ca 6) 7é g
L 9 C genun(ee) C e

Proof.

(Cae7F7g> eGC’I'/\Fj('L’—l,l) EFF/\/g\Cg

= 3j < i (genguy(c,e) = g N F = Fiiap)
= 35 <. (gengn(c,e) #GNANF = Fi_1yp)
= —rellnd(Fj_1),€,9)
Since F' = F_11) Ep Fa_iy), let Fii_1y) == Fi—i) U Fa.
= —rellInd(F;—1; U Fa,e,9)
= —rellnd(Fi_1y,e,9)
= genguui(c,e) #9

Note that in the corresponding proof we assume that the previous generalisation
g C c is minimal with respect to the cube size. In certain limited cases, this
assumption is not fulfilled. Then, the resulting generalised cube might contain
more literals than necessary, i.e. the resulting generalisation is also not minimal.
However, the final generalisation remains correct, because we definitely block the
original cube c.

Example 5.7.2.
Let ¢ = p1 Apa A ps A psy A ps be a cube to be blocked at location !’ and index i.
Furthermore, let e = (I, cmd, ') € G be the edge from the only predecessor location
[. The corresponding frame of location [ is F(;_1; = {=c1}. We assume that the
generalisation context GC; only contains the tuple (c, e, {—c1, mea}, p1 Ap2) € GC,
such that we get

{—c1,me} Ep Flimiyy = {p1.p2} € gengry(c,e) € {p1, 2, P3, P4, D5 }-

For example, we generalise the cube ¢ to gen;y)(c,e) = pi A pa A ps, while
geng (¢, e) = py is not possible any more.
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5.8. Ordering

In this section we consider the predecessor computation introduced in Sec. [5.2)
again. Let e = (I,cmd,l") € G be an edge between the locations [,l" € L, where
the GCL command cmd contains a choice. If we compute the WEP (Def. 5.2.2)
of a certain cube ¢ with respect to the edge e, we get a set of predecessor cubes
as result. Regarding the IC3CFA generalisation, this opens the question, in which
order we should process these predecessor cubes. Different experimental result
have shown that a set ordering according to the cube size in ascending order yields
the best results. The following Example [5.8.1] gives an intuition, why this order is
preferable.

Example 5.8.1.

Let (L, G, linit, lg) be a CFA with edge e = (I, emd,l') € G. We assume that there
are three cubes ¢; = py A pa, co = p1 Aps A py and c3 = py A p3 A ps, which have to
be generalised at location I’ € L and index i € N. Furthermore, there is a possible
generalisation p;, which blocks all these cubes, i.e.

gen(i,l’)(cl) = gen(i,l/)(@) = gen(i,l’)(c3) =D

If the given cubes are sorted according to their cube size, we start by generalising
the cube ¢;. We execute the generalisation function gen(i,!’,¢;) (Def. |4.3.1), such
that we require only two SAT calls for each predecessor edge (I,cmd,l') € G to
obtain the desired generalisation p;. In contrast, if we start with another cube ¢, or
c3, we would require one additional SAT call per predecessor edge (I,cmd,l') € G
for the same result.

5.9. Multiple Predecessors

In this section we consider the generalisation of a given cube ¢ at a location with
multiple predecessor edges more detailed. Since we compute the union of all edge-
based generalisations (Def. 4.3.1)), we introduce an optimisation avoiding unneces-
sary computations.

Lemma 5.9.1.

Let i € N and (L, G, linit, lg) be a CFA. Let ¢ be cube to be generalised at location
U € L. It holds that

Ve = (I,emd,l") € G. gengy(c,e) C geng(c) C c
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Proof.

Ve € G. gengry(c,e) C geng iy (c) (Def. 4.3.2)
gengn(c) Cc (Def. 4.3.1)
= Ve € G. genipy(c,e) C gengy(c) Cc

[]

According to Lemma 5.9.1| each edge-based generalisation gen i (c, e) is a syn-
tactical subset of the entire (location-based) generalisation gen(;y)(c) at index
i € N and location I" € L, ie. gengr)(c,e) CC gengpy(c). In consequence,
every edge-based generalisation gen(;y(c,e) determines a set of necessary liter-
als with regard to the resulting generalisation. If we assume that we have already
computed the generalisations with respect to other edges, we do not try to derive a
generalisation smaller than the previous edge-based generalisations. The following
Example 5.9.2 shows the application of the Lemma |5.9.1]

Example 5.9.2.

Let Apwe = (L, G, linit, lg) (Fig. 2.3.1) be the CFA of the example program Py,
(Alg. [2.3.1). Furthermore, let ¢; =y > x A x = 1 be the cube to be blocked at
index 7 = 1 and location [; € L. According to the generalisation in Example 4.3.3,
we get gen,)(c1) =y > @ as result. If we take a closer look at the generalisation,
we start by generalising according the edge e; = (I, assume y < x,l;). The rela-
tive inductiveness check rellnd(T, e,y > z) yields true, while relInd(T, ey, true)
yields false. In consequence, we get the generalisation gen()(ci,e1) =y >
with respect to the edge e;. If we start generalising with respect to the second
edge e; = (I1,y .=y — 1,1;), we already know that

genau (e, en) = {y = 2} C genauy(a e2) S{y 2 2,0 =1} = ¢

The generalisation gen ;,)(ci,e2) = true is not possible any more, such that we
can save the relative check relInd(T, ey, true). We only have to check, if y > x is
also relative inductive to the edge eq, i.e. rellnd(T,es,y > x) = true. Overall, we

get the same result geni,)(c1) =y > x, but have saved one relative inductiveness
check.

5.10. Interpolation

So far, the IC3CFA algorithm has been restricted to a syntactical generalisation
g C ¢ with respect to the original cube c. In this section we weaken this restriction,
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5.10. Interpolation

such that we also allow a semantic generalisation g, i.e. ¢ = g. This semantic
generalisation g is computed via interpolation in the SMT solver.

First, we consider the example program Jainl (Alg. 5.10.1)), which illustrates
the usefulness of a semantic generalisation. The corresponding CFA is shown in
Fig. [5.10.1

Algorithm 5.10.1 Pseudocode of the program Jainl.

1: procedure MAIN

2 y+—1

3 while true do

4: assert(y # 0)

5 Yy <y + 2 xnondetInt
6 end while

7: end procedure

y =y + 2 * nondetInt

@ y:=1 l assume y =0 @
—\ linit >U "\ E

Figure 5.10.1.: The CFA of the program Jainl.

The given program Jainl is obviously correct, because we only add even values
to the odd initial valuation 1 of the variable y. Thus, the assertion assert(y # 0)
always holds. However, the standard IC3CFA algorithm is not able to prove the
correctness, because it derives a potentially infinite sequence of predecessors based
on the CTI y = 0. In consequence, the resulting frames never reach a fixpoint.

Definition 5.10.1 (Interpolants).
Let A, B be two (quantifier-free) first-order logic formulas, where A A B is unsat-
isfiable. An interpolant I for A and B satisfies

e A=1,
o [ = D,

e Var(l) C Var(A)NVar(B),
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where Var(y) is the set of variables contained in the first-order logic formula .

An interpolant I is formally introduced in Def. |5.10.1| [Cra57, McMO03]. Regard-
ing the IC3CFA generalisation, we choose the formulas A, B as follows:

o [ £

unsat( Fu_ipy N Te N )
ﬁ_/ W—/
B A

o [ =1"
unsat( Fu_1ipyy A —c AN T AN )

S ~ —
B A

Based on the chosen formulas A and B, we compute an interpolant I, which is a
semantic generalisation of the cube ¢, i.e. ¢ = I. Simultaneously, the interpolant
I is still relative inductive with respect to the predecessor edge e € G and the
corresponding frame F;_; ;. The graphical representation of the interpolant I is
shown in Fig. 5.10.2,

Fli—1

Figure 5.10.2.: Graphical representation of the interpolant I.

The IC3CFA algorithm with interpolation is able to prove the correctness of the
program Jainl (Example 5.10.2).

Example 5.10.2.
We consider the example program Jainl (Alg. |5.10.1) with the CFA in Fig. |5.10.1}
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5.11. CTGs

lim’t ll

0 T 1
1 T {-(y%2=0)}
2 T {~(y%2=0)}

Table 5.2.: Resulting frames of the IC3CFA algorithm with interpolation.

Table 5.2/ shows the resulting frames of the IC3CFA algorithm with interpolation.
The CTI ¢ = (y = 0) has to be blocked at the location l;. To compute the
interpolant I with respect to the edge e; = (i, y := 1,11), we choose A = ¢ =
(v =0) and B = Foy,,.,) NTe, = (y = 1). We get the interpolant I = (y'%2 = 0),
which satisfies

init

(v =0)= (yY%2=0) and (yY%2=0)= —(y =1).

The interpolant I = (y%2 = 0) is also relative inductive to the second edge
es = (l1,y := y + 2 x nondetInt, ly), i.e.

relInd(F,,), e2,y%2 = 0) = relInd(F(1,), €2, y%2 = 0) = true

Overall, we get geng (c) = geng,,)(c) = (y%2 = 0), such that the algorithm
terminates with the result true.

5.11. CTGs

There exists an extended generalisation function for the original 1C3 algorithm,
which has been proposed in [HBS13]. This extended generalisation is based on
so-called counterexamples to generalisations, short CTGs. Given a cube ¢ to be
generalised, we try to drop a literal p € ¢ and check the relative inductiveness of
the reduced cube ¢ = ¢\ {p}. If the cube ¢ is not satisfied, there are possibly
multiple predecessor cubes. These predecessor cubes are called CTGs, because
they prevent us from generalising ¢ to ¢. However, the extended generalisation
tries to recursively block all CTGs, such that a generalisation to ¢ is possible, again
[HBS13]. Regarding the IC3 algorithm, the extended generalisation improved the
performance of several programs. Thus, we have lifted the approach to the IC3CFA
algorithm and the given CFA. The corresponding pseudocode of the extended
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IC3CFA generalisation is shown in Alg. [5.11.1

Algorithm 5.11.1 The extended IC3CFA generalisation function with CTGs.

1: function CUBE GENCTG(F, e, c, support, i)

2 res <— c U support

3 for p € cdo

4: tmp < res \ {p}

5: if relInd(F,e,tmp) then

6: res <— tmp

7 else if 1 > 1 then

8 blocked < true > try to block CTGs
9 for e = (l,emd,l) € G do >e=(l,emd,l)
10: ¢ < getPredecessor(e, c) > compute CTG
11: if relInd(F;_,3,¢,¢) then

12: g+ gean'c(F(Fz’lA),E, ¢, true) > generalise ¢
13: F(i—l,l) — F(i—l,l) U {—fg\}

14: else

15: blocked < false

16: end for

17: if blocked then

18: res <— tmp

19: end for
20: return res

21: end function

However, different experimental results have shown, that the additional SAT
calls are too expensive. Furthermore, the effect of a better generalisation is only
minimal, because it is focused on a single location in the CFA. Let n be the
number of predecessor edges of the location under consideration. The extended
generalisation requires in worst-case (1 + n) SAT calls per literal p. Instead, the
standard generalisation genMic (Alg. 4.3.2)) always requires only a single SAT call
per literal. Respectively, the binary generalisation genBinary (Alg. 4.3.3) requires
in average even less than one SAT call per literal.
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5.12. New Generalisation Algorithm

Based on the presented improvements in this chapter, we consider the new IC3CFA
generalisation algorithm.

Algorithm 5.12.1 New generalisation algorithm of the IC3CFA algorithm.

1: function CUBE GEN(3, 0, ¢)

2: res < true

3: for e = (I,emd,l") € G do

4: res < res U genEdge(i,l', c, e, res)

5: end for

6: return res

7: end function

8: function CUBE GENEDGE(:, ', ¢, e, prev)

9: (found, gen) < findGenContext(i,c,e)

10: if found then

11: return gen

12: else

13: (found, gen) < findPredecessor(i,c,e)

14: if found then

15: return gen

16: else

17: necessary < prev U findMinGeneralisation(i, c, )
18: cand < ¢\ necessary

19: cand < removeAssumedLiterals(cand, e)
20: if |cand| > 4 then
21: res < genBinary(F_1, e, cand, necessary) > e = (I,cmd,l’)
22: else
23: res < genMic(F(;_1,), e, cand, necessary) >e=(l,emd,l)
24: if interpolate then
25: res <— interpolate(i, res, e)
26: addGenContext (i, res, e)
27 return res

28: end function

The pseudocode of the new generalisation function gen is shown in Alg. |5.12.1
Similar to the original IC3CFA generalisation (Def. 4.3.1)), the function takes a
cube ¢ to be generalised at index ¢ € N and location [ € L as input. Basically, we
first try to derive the generalisation g syntactically. Therefore, we call the function
findGenContext to lookup previous generalisations (Sec. [5.6). Additionally, we
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try to derive a generalisation g from a predecessor cube based on the approach
presented in Sec. (5.5 (findPredecessor). If both approaches are not successful,
we compute a necessary subset necessary C ¢ of original cube c¢. This necessary
subset contains literals, which are definitely contained in the final generalisation
g. The cube necessary is derived from the given cube prev based on the approach
presented in Sec. 5.9 and the function findMinGeneralisation (Sec. 5.7). The
remaining literals ¢\ necessary are called candidates. Again, we try to reduce these
candidates by a syntactical analysis of the GCL command of the edge e, which is
done in the function removeAssumedLiterals (Sec. |5.4)). For the resulting can-
didates, we call the common generalisation functions genMic (Alg. 4.3.2) and
genBinary (Alg. 4.3.3) depending on the cube size. Finally, we potentially inter-
polate the resulting generalisation (Sec. |5.10). Note that, although not explicitly
stated, we also make use of the improved initialisation (Sec. [5.1), the alternative
relative inductiveness check (Sec. [5.3) and the clauseset ordering (Sec. |5.8)) in the
generalisation.
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The new generalisation algorithm of IC3CFA, which has been presented in the pre-
vious Chapter [5, is realised in about 800 lines of functional OCaml code [LDF*14].
The implementation is embedded into the theory-unaware verification framework
introduced in Section 4.4l

In this chapter we evaluate the performance of the IC3CFA implementation
including our new generalisation algorithm (Sec. 5.12.1)), which we also refer to as
new IC3CFA algorithm. Therefore, we first take a closer look to the improvements
compared to the IC3CFA algorithm with old generalisation (Sec. 6.1). Second, we
measure the performance in comparison to other state-of-the-art model checking
tools (Sec. [6.2).

For all experimental results we use the benchmark programs specified in Ap-
pendix |A. Each program is executed with a timeout of 1800 seconds and a memory
limit of 4GB. Furthermore, each program is executed on a single CPU core with
2.1GHz.

The score is determined as follows: Since proving the correctness of a program
is usually considered to be much harder than deriving a counterexample, every
successfully solved safe program increases the score by two. Respectively, a suc-
cessfully solved unsafe program increases the score only by one. Overall, there are
100 safe and 50 unsafe programs in the benchmark set (Appendix A), such that
the maximum score is 250.
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6.1. Performance

In this section we evaluate the results of the new IC3CFA generalisation to other
settings of IC3CFA algorithm. Note that the detailed experimental results of the
new IC3CFA algorithm are shown in Appendix [B. We compare the results to
IC3CFA with the old generalisation function (Sec. 4.3.1)), which we further denote
by IC3CFAOId.
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Figure 6.1.1.: Graphical comparison with [C3CFAOId.

Regarding the runtime, the scatter plot in Fig. |6.1.1|shows that we, i.e. our new
IC3CFA algorithm, outperform IC3CFAOId for almost all benchmark programs.
Intuitively, each dot above the diagonal line indicates that we are faster compared
to the reference tool. In addition, the dots at the top represent successfully solved
programs by IC3CFA, which the reference tool can not solve. Vice versa, the dots
below the diagonal or at the right side indicates the opposite, respectively. Note
that both axis in the scatter plot use a logarithmic scale.

Algorithm # solved | t solved | score memory
IC3CFAOId 101 / 150 | 29200 s | 165 | 30820 MB
IC3CFA 117 / 150 | 10700 s | 194 | 14230 MB

Table 6.1.: Comparison with IC3CFAOQOId.
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Table 6.1/ shows the overall results for all programs. Based on the new generalisa-
tion, we can solve more 16 programs, while using only the half amount of memory.
Note that the memory is given in terms of MB and the runtime is measured in
seconds. In the following, we consider possible reasons for a better performance of
the new IC3CFA algorithm compared to the old one.
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Figure 6.1.2.: Number of iterations compared to IC3CFAOId.

Fig. 6.1.2| shows the number of iterations, i.e. the maximum frame index k,
required to solve the given program. Thereby, we only consider the programs
solved by the new IC3CFA algorithm as well as IC3CFAOId. Basically, a reduced
number of iterations indicates a faster convergence of the derived frames, which
might yield a better performance. However, according to Figure [6.1.2, there is
only a minor difference between both algorithms with respect to the number of
iterations. Furthermore, there are also programs, where IC3CFAOId requires less
iterations than our new IC3CFA algorithm.
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Since the number of iterations does not significantly differ between both algo-
rithms, we take a closer look at the required number of SMT calls in the generali-
sation. In general, we have tried to replace SMT calls by syntactical checks, which
potentially perform better than the respective SMT calls.
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Figure 6.1.3.: Number of SMT calls in generalisation compared to IC3CFAOId.

Regarding the benchmark programs solved by IC3CFA and IC3CFAOId, a com-
parison of the SMT calls between both IC3CFA algorithms is shown in Fig. [6.1.3.
We note that our new IC3CFA algorithm requires significantly less SMT calls for
each program compared to IC3CFAOQOId. In best-case, IC3CFA reduces the number
of SMT calls by factor 306, i.e. 2,924 SMT calls instead of 895,207 ones. Even
in worst-case, the number of SMT calls is reduced by factor two compared to the
old IC3CFA algorithm. Overall, the new IC3CFA algorithm requires 249,000 SM'T
calls for all programs under consideration, while IC3CFAQOId requires 24,700,000
for the same programs. This yields a reduction of factor 67 on average per pro-
gram. In consequence, the reduced number of SMT calls in the generalisation leads
to an improved performance of the new IC3CFA algorithm.

In principle, the generalisation is not necessary for the IC3CFA algorithm. Thus,
we also compare our new [C3CFA generalisation to the standard IC3CFA algorithm
without generalisation, i.e. I[C3CFANoGen.
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Figure 6.1.4.: Graphical comparison with IC3CFANoGen.

The experimental results are illustrated in Fig. |6.1.4. We observe that our new
IC3CFA algorithm is able to solve significantly more programs, which is indicated
by the dots at the top.

Algorithm # solved | t solved | score memory
IC3CFANoGen 65 /150 | 4630 s | 101 | 8620 MB
IC3CFA 117 / 150 | 10700 s | 194 | 14230 MB

Table 6.2.: Comparison with IC3CFA without generalisation.

The overall results in Table [6.2| support this observation. In total, the IC3CFA
algorithm with new generalisation can solve 52 programs more than the one without
generalisation. Respectively, the score is also 93 points higher. Note that regarding
the programs also solved by IC3CFANoGen, there is no clear trend between both
variants, i.e. both algorithms solve specific programs faster compared to the other
one. Furthermore, both IC3CFA variants require roughly the same amount of
memory with respect to the number of solved programs. Overall, we conclude that

our new IC3CFA algorithm is advantageous, because it solves significantly more
programs than IC3CFANoGen.
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6.2. Comparison

In this section we compare IC3CFA including our new generalisation algorithm to
other state-of-the-art model checkers. First, we consider the tool TreelC3 [CGI12],
which also tries to lift the idea of the original IC3 algorithm to software model
checking.
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Figure 6.2.1.: Graphical comparison with TreelC3.

Figure 6.2.1 shows a graphical comparison of the runtime between our new
IC3CFA algorithm and TreelC3 for the given benchmark programs (Appendix
Al).

Algorithm # solved | t solved | score memory
TreelC3 96 / 150 | 17400 s | 153 | 10360 MB
IC3CFA 117 / 150 | 10700 s | 194 | 14230 MB

Table 6.3.: Comparison with TreelC3.

The overall performance values are shown in Tab. [6.3. The IC3CFA algo-
rithm is able to solve 21 programs more than TreelC3, while simultaneously being
faster on most programs. Although, there are some programs, which TreelC3 can
solve faster, IC3CFA requires overall 6,700 seconds less time compared to TreelC3.
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Furthermore, the score indicates that IC3CFA can prove the correctness of 20
safe programs more compared to TreelC3, such that the overall score is 41 points
higher. Regarding the amount of memory, the IC3CFA algorithm requires about
4 GB RAM more to solve the 21 programs in comparison to TreelC3.

Second, we compare our new [C3CFA algorithm to bounded model checking
(BMC) [BCCT03, [CBRZ01], where the experimental results are shown in the fol-
lowing Fig. 6.2.2.
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Figure 6.2.2.: Graphical comparison with BMC.

Algorithm # solved | t solved | score memory
BMC 28 / 150 150 s 34 | 2980 MB
IC3CFA 117 /150 | 10700 s | 194 | 14230 MB

Table 6.4.: Comparison with BMC.

Based on Fig. [6.2.2] and Table 6.4, IC3CFA clearly outperforms the standard
BMC approach. Since BMC is only able to provide counterexamples for unsafe
programs, it solves 28 of the 150 programs leading to a score of 34. Note that there
are 6 safe programs, where the correctness is already derived from the computed
CFA. The new IC3CFA algorithm solves 89 programs more, especially it proves
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the correctness of 77 safe programs. In consequence, the overall score of IC3CFA
is 160 points higher compared to the one of BMC.

The experimental results of CEGAR (” CounterExample-Guided Abstraction Re-
finement”) compared to our new IC3CFA algorithm are illustrated in detail in the
following Fig. 6.2.3|
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Figure 6.2.3.: Graphical comparison with CEGAR.

CEGAR is a state-of-the-art model checking algorithm based on iterative ab-
straction refinements [CGJT00, (CGJT03]. We note that IC3CFA outperforms CE-
GAR on almost all benchmark programs, in particular it solves 62 programs more
in comparison to CEGAR.

Algorithm # solved | t solved | score memory
CEGAR 55 / 150 | 11500 s 79 | 7380 MB
IC3CFA 117 / 150 | 10700 s 194 | 14230 MB

Table 6.5.: Comparison with CEGAR.

Respectively, the score of IC3CFA in Table 6.5 is 115 pointer higher compared to
the one of CEGAR. Furthermore, the new IC3CFA algorithm proves the correctness
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of 117 programs in 10,700 seconds, while CEGAR requires 11,500 seconds to solve
only 55 programs.

Finally, we compare our new IC3CFA algorithm to the CPAchecker [BK11],
which is state-of-the-art one of the fastest model checkers for verifying the given
set of benchmark programs (Appendix |A) [Beyl15].
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Figure 6.2.4.: Graphical comparison with CPAchecker.

Algorithm # solved | t solved | score memory
CPAchecker 120 / 150 | 12680 s | 193 | 44000 MB
IC3CFA 117 / 150 | 10700 s | 194 | 14230 MB

Table 6.6.: Comparison with CPAchecker.

According to the resulting performance values in Table 6.6, the CPAChecker is
able to solve three programs more than our new IC3CFA algorithm. However,
IC3CFA can prove the correctness of more safe programs, such that the overall
score is one point higher. Regarding the runtime performance and the amount of
memory, IC3CFA is about 2,000 seconds faster and requires only one third of the
memory compared to CPAchecker. The detailed evaluation in Fig. [6.2.4/shows that
IC3CFA is faster regarding the runtime, when verifying more than 50 percent of the
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programs. However, there are also programs, which CPAchecker solves anyway or
verifies faster compared to IC3CFA. In consequence, we observe that IC3CFA and
CPAchecker are so-called orthogonal approaches, i.e. both algorithms have their
advantages with respect to the other one. Overall, the experimental results have
proven that our new IC3CFA algorithm is competitive to other state-of-the-art
model checking tools.
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7.1. Summary

In this thesis we have presented a new generalisation function for the IC3CFA
algorithm. Our approach has been based on the idea to lift the principles of the
original IC3 algorithm to software model checking. Furthermore, we have tried
to exploit the program structure given in terms of the control flow automaton
(CFA). With regard to the generalisation, we have mainly replaced SMT calls by
equivalent syntactical checks, which perform faster or scale better according to the
experimental results. More precise, we have made the following contributions to
the new IC3CFA generalisation.

The improved initialisation of the frames avoids unnecessary computations in
the generalisation (Sec. [5.1). Regarding the predecessor computation, we have
presented a new approach to convert the predecessors into DNF based on the
structure of the GCL command (Sec. |5.2)). Furthermore, we have shown an alter-
native relative inductiveness check, which is advantageous in combination with a
SMT solver with caching (Sec. 5.3)). Given a CFA edge labelled with a GCL com-
mand, we have extended the idea to remove literals already implied by the GCL
assumes (Sec. [5.4). We have also presented an approach to derive the generalisa-
tion based on the predecessor cubes (Sec. 5.5). In addition, we have introduced
the so-called generalisation context. This context is used to deduce the general-
isation based on the previous generalisations (Sec. 5.6). Analogously, we have
introduced the concept of minimal generalisation based on the generalisation con-
text, which determines a necessary sub-cube of the final generalisation (Sec. 5.7).
Regarding a set of cubes to be blocked at a certain location, we have proposed a
new ordering of these cubes to avoid SMT calls (Sec. |5.8)). Furthermore, we have
reduced the required number of SMT calls in the generalisation with regard to
multiple predecessor edges (Sec. 5.9). To compute semantic generalisations in the
IC3CFA algorithm, we have made use of interpolation (Sec. |5.10). We have also
tried to lift the idea of counterexamples to generalisation (CTGs) from the original
IC3 algorithm to IC3CFA (Sec. |5.11). Finally, we have proposed a new IC3CFA
generalisation algorithm, which includes the presented improvements (Sec. |5.12)).
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Based on the contributions, we have implemented a new IC3CFA algorithm
including our generalisation into the existing model checking framework (Sec. [4.4)).
Note that our implementation is also fully theory-unaware. We have evaluated the
performance of the new IC3CFA algorithm based on the given set of benchmark
programs (Appendix |A)). The new IC3CFA algorithm can solve significantly more
programs in comparison to the old IC3CFA generalisation, while simultaneously
being faster on most programs. The experimental results have also proven that
the new IC3CFA algorithm outperforms other model checking approaches, like
TreelC3 and CEGAR. Finally, we have shown that the new IC3CFA algorithm is
competitive to the state-of-the-art model checking tool CPAchecker, where both
approaches are orthogonal to each other.

7.2. Future Work

Regarding the future development of our new IC3CFA algorithm, we propose three
possible approaches.

First, we might consider the development of further syntactical checks in the gen-
eralisation algorithm. Since the experimental results have shown that the syntacti-
cal checks often perform faster or scale better, we potentially solve more programs
by further reducing the number of SMT calls. Analogously, we might consider the
reduction of SMT calls in the main IC3CFA algorithm, such that we try to reduce
the number of SMT calls for reachability.

Second, in this thesis we have mainly focused on the reduction of SMT calls.
However, we might also consider applying more and simpler SMT calls to derive
better generalisations. Following this idea, we have presented a first approach with
counterexamples to generalisation (CTGs) in Sec. |5.11. However, this approach
has not improved the performance. Nevertheless, there might be other approaches
or further developments with a positive effect on the overall runtime.

Third, we might consider the integration of IC3CFA into a so-called CPA frame-
work, similar to the one in the model checking tool CPAchecker. The CPAchecker
yields state-of-the-art a competitive performance with respect to our new IC3CFA
algorithm, while using an orthogonal approach. It is based on the idea to com-
bine the verification algorithm and static program analyses, where this idea has
been originally proposed in [BHT07|. Thus, a combination of our new IC3CFA
algorithm and the CPA framework might turn out to be very effective, because it
ideally combines the advantages of both approaches, i.e. IC3CFA and CPAchecker.
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cdaudio_simpll.cil_false-unreach-call.c
diskperf_simpll.cil_64_false-unreach-call.c
floppy-simpl3.cil_64_false-unreach-call.c
floppy-simpl3.cil_false-unreach-call.c
floppy-_simpl4.cil_64_false-unreach-call.c
floppy-simpl4.cil_false-unreach-call.c
kbfiltr_simpl1.cil_false-unreach-call.c
kbfiltr_simpl2.cil_false-unreach-call.c
kbfiltr_simpl2_wrong.cil_false-unreach-call.c
kundu-1_false-unreach-call.c
kundu-2_false-unreach-call.c
kundu_true-unreach-call.c
mem_slave_tlm.1_true-unreach-call.c
mem_slave_tlm.2_true-unreach-call.c
mem_slave_tlm.3_true-unreach-call.c
mem_slave_tlm.4_true-unreach-call.c
mem_slave_tlm.5_true-unreach-call.c
pc-sfifo_1_true-unreach-call.c
pc-sfifo_2_true-unreach-call.c
pc-sfifo_3_true-unreach-call.c
pipeline_false-unreach-call.c
pipeline_true-unreach-call.c
s3_cInt_1.cil_false-unreach-call.c
s3_cInt_1.cil_true-unreach-call.c
s3_cInt_2.cil_false-unreach-call.c
s3_clnt_2.cil_true-unreach-call.c
s3_cInt_3.cil_false-unreach-call.c
s3_clnt_3.cil_true-unreach-call.c
s3_clnt_4.cil_false-unreach-call.c
s3_cInt_4.cil_true-unreach-call.c
s3_srvr_1.cil_false-unreach-call.c
s3_srvr_1l.cil_true-unreach-call.c
s3_srvr_10.cil_true-unreach-call.c
s3_srvr_11.cil_true-unreach-call.c
s3_srvr_12.cil_true-unreach-call.c
s3_srvr_13.cil_true-unreach-call.c

s3_srvr_14.cil_true-unreach-call.c
s3_srvr_15.cil_true-unreach-call.c
s3_srvr_16.cil_true-unreach-call.c
s3_srvr_2.cil_false-unreach-call.c
s3_srvr_2.cil_true-unreach-call.c
s3_srvr_3.cil_true-unreach-call.c
s3_srvr_4.cil_true-unreach-call.c
s3_srvr_6.cil_true-unreach-call.c
s3_srvr_7.cil_true-unreach-call.c
s3_srvr_8.cil_true-unreach-call.c
s3_srvr_9.cil_true-unreach-call.c
simple_array_inversion-1_true-unreach-call.c
simple_array_inversion-2_true-unreach-call.c
simple_array_inversion-3_true-unreach-call.c
simple_array_inversion-4_true-unreach-call.c
simple_array _inversion-5_true-unreach-call.c
simple_array_inversion-6_true-unreach-call.c
simple_array_inversion-7_true-unreach-call.c
simple_array_inversion-8_true-unreach-call.c
simple_array_inversion-9_true-unreach-call.c
token_ring.10_true-unreach-call.c
token_ring.11_true-unreach-call.c
token_ring.12_true-unreach-call.c
token_ring.13_true-unreach-call.c
token_ring.1_true-unreach-call.c
token_ring.2_true-unreach-call.c
token_ring.3_true-unreach-call.c
token_ring.4_true-unreach-call.c
token_ring.5_true-unreach-call.c
token_ring.6_true-unreach-call.c
token_ring.7_true-unreach-call.c
token_ring.8_true-unreach-call.c
token_ring.9_true-unreach-call.c
toy-1_false-unreach-call.c
toy-2_false-unreach-call.c
toy_true-unreach-call.c
transmitter.10_false-unreach-call.c
transmitter.11_false-unreach-call.c
transmitter.12_false-unreach-call.c
transmitter.13_false-unreach-call.c
transmitter.1_false-unreach-call.c
transmitter.2_false-unreach-call.c
transmitter.3_false-unreach-call.c
transmitter.4_false-unreach-call.c
transmitter.5_false-unreach-call.c
transmitter.6_false-unreach-call.c
transmitter.7_false-unreach-call.c
transmitter.8_false-unreach-call.c
transmitter.9_false-unreach-call.c

Table A.1.: Benchmark programs used in [CG12].
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bitvector/byte_add_1_true-unreach-call.c
bitvector/byte_add_2_true-unreach-call.c
bitvector/byte_add_false-unreach-call.c
bitvector/ged_1_true-unreach-call.c
bitvector/ged-2_true-unreach-call.c
bitvector/gcd_3_true-unreach-call.c
bitvector/gcd_4_true-unreach-call.c
bitvector/interleave_bits_true-unreach-call.c
bitvector/jain_1_true-unreach-call.c
bitvector/jain_2_true-unreach-call.c
bitvector/jain_4_true-unreach-call.c
bitvector/jain_5_true-unreach-call.c
bitvector/jain_6_true-unreach-call.c
bitvector/jain_7_true-unreach-call.c
bitvector/modulus_true-unreach-call.c

bitvector /num_conversion_1_true-unreach-call.c

bitvector /num_conversion_2_true-unreach-call.c
bitvector/parity_true-unreach-call.c
bitvector/s3_clnt_1_false-unreach-call. BV .c.cil.c
bitvector/s3_clnt_1_true-unreach-call. BV.c.cil.c
bitvector/s3_clnt_2_false-unreach-call. BV .c.cil.c
bitvector/s3_clnt_2_true-unreach-call. BV.c.cil.c
bitvector/s3_clnt_3_false-unreach-call. BV .c.cil.c
bitvector/s3_clnt_3_true-unreach-call. BV.c.cil.c
bitvector/s3_srvr_1_alt_true-unreach-call. BV.c.cil.c
bitvector/s3_srvr_1_true-unreach-call. BV.c.cil.c
bitvector/s3_srvr_2_alt_true-unreach-call. BV .c.cil.c
bitvector/s3_srvr_2_true-unreach-call. BV.c.cil.c
bitvector/s3_srvr_3_alt_true-unreach-call. BV .c.cil.c
bitvector/s3_srvr_3_true-unreach-call. BV.c.cil.c
bitvector/soft_float_1_true-unreach-call.c.cil.c
bitvector/soft_float_2_true-unreach-call.c.cil.c
bitvector/soft_float_3_true-unreach-call.c.cil.c
bitvector/soft_float_4_true-unreach-call.c.cil.c
bitvector/soft_float_5_true-unreach-call.c.cil.c
bitvector/sum02_true-unreach-call.c
bitvector-regression/implicitfloatconversion_false-unreach-call.c
bitvector-regression/implicitunsignedconversion_false-unreach-call.c
bitvector-regression/implicitunsignedconversion_true-unreach-call.c
bitvector-regression/integerpromotion_false-unreach-call.c
bitvector-regression/integerpromotion_true-unreach-call.c
bitvector-regression/pointer_extension2_false-unreach-call.c
bitvector-regression/pointer_extension3_false-unreach-call.c
bitvector-regression/pointer_extension_false-unreach-call.c
bitvector-regression/pointer_extension_true-unreach-call.c
bitvector-regression/recHanoi03_unsafe.c
bitvector-regression/signextension2_false-unreach-call.c
bitvector-regression/signextension2_true-unreach-call.c
bitvector-regression/signextension_false-unreach-call.c
bitvector-regression/signextension_true-unreach-call.c
bitvector-loops/diamond_false-unreach-call2.c
bitvector-loops/overflow_false-unreach-calll.c

Table A.2.: Benchmark programs of the software verification competition [Sof15].
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B. Detailed Experimental Results

The following table shows the detailed experimental results of our new generalisation algorithm for IC3CFA with

optimal settings.

t: required time in seconds

# SAT: number of SMT queries

Program: name of the benchmark program
status: true (safe)/ false (unsafe)/ Timeout/ Memory (Out of Memory)/ Error

SAT: required time in the SMT solver

k: required number of IC3CFA iterations, i.e. maximum frame index
memory: required amount of memory in MB

Program status t SAT | # SAT k | memory
array_max-1_true-unreach-call true 13 7.656 1708 24 65
array-max-2_true-unreach-call true 76 48.84 4971 29 115
array-max-3_true-unreach-call true 330 215.7 13688 34 307
array_max-4_true-unreach-call true 1200 750.8 32913 42 848
array_max-5_true-unreach-call Timeout | 1800 1612
bist_cell_true-unreach-call true 0.33 56
bubblesort-1_true-unreach-call true 5.5 4.236 466 30 56
bubblesort-2_true-unreach-call true 42 34.93 2070 64 74
bubblesort-3_true-unreach-call true 800 730.4 16385 | 111 273
bubblesort_init-1_true-unreach-call true 3.7 2.584 420 32 55
bubblesort_init-2_true-unreach-call true 98 83.28 4448 65 101
bubblesort_init-3_true-unreach-call true 1300 1.146 23806 | 119 415
cdaudio_simpll_64_false-unreach-call false 5.7 0 2 58
cdaudio_simpll_false-unreach-call false 5.5 | 0.004000 2 58
diskperf_simpll_64_false-unreach-call false 3.0 0 2 54
floppy_simpl3_64_false-unreach-call false 1.8 62
floppy-simpl3_false-unreach-call false 1.9 62
floppy_simpl4_64_false-unreach-call false 4.8 0.1120 45 3 54
floppy_simpl4_false-unreach-call false 4.7 0.09200 46 3 54
kbfiltr_simpll_false-unreach-call false 0.65 56
kbfiltr_simpl2_false-unreach-call false 3.3 0.02800 10 2 56
kbfiltr_simpl2_wrong_false-unreach-call false 2.6 0.02000 9 2 56
kundu-1_false-unreach-call false 4.7 2.292 1020 16 52
kundu-2_false-unreach-call false 4.0 1.688 764 15 56
kundu_true-unreach-call true 320 162.3 23096 85 524
mem_slave_tlm.1_true-unreach-call Timeout | 1800 3132
mem_slave_tlm.2_true-unreach-call Timeout | 1800 3134
mem_slave_tlm.3_true-unreach-call Timeout | 1800 2736
mem_slave_tlm.4_true-unreach-call Timeout | 1800 2725
mem _slave_tlm.5_true-unreach-call Timeout | 1800 2829
pc-sfifo_1_true-unreach-call true 1.5 0.5200 357 17 51
pc-sfifo_2_true-unreach-call true 14 6.624 1764 31 81
pc-sfifo_3_true-unreach-call true 1.3 0.4960 178 21 58
pipeline_false-unreach-call false 530 198.3 21069 | 121 526
pipeline_true-unreach-call Timeout | 1800 804
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B. Detailed Experimental Results

Program status t SAT | # SAT k | memory
s3_clnt_1_false-unreach-call false 3.6 | 0.8120 345 | 15 50
s3_clnt_1_true-unreach-call true 6.9 1.800 657 | 33 54
s3_clnt_2_false-unreach-call false 4.0 1.040 385 | 16 54
s3_clnt_2_true-unreach-call true 8.4 3.104 916 | 37 55
s3_cInt_3_false-unreach-call false 3.7 | 0.9360 342 | 15 52
s3_clnt_3_true-unreach-call true 8.3 2.612 820 | 35 58
s3_cInt_4_false-unreach-call false 3.9 | 0.8880 339 | 15 49
s3_clnt_4_true-unreach-call true 14 3.976 1154 | 35 73
s3_srvr_1_false-unreach-call false 2.7 | 0.1680 78 | 11 57
s3_srvr_1_true-unreach-call true 53 3.324 864 | 65 98
s3_srvr_10_true-unreach-call true 58 3.412 1333 | 68 101
s3_srvr_11_true-unreach-call true 36 2.900 1139 | 65 84
s3_srvr_12_true-unreach-call true 71 2.924 1106 | 64 95
s3_srvr_13_true-unreach-call true 36 2.648 1070 | 59 95
s3_srvr_14_true-unreach-call true 71 3.524 1281 | 68 108
s3_srvr_15_true-unreach-call true 54 2.920 1342 | 73 84
s3_srvr_16_true-unreach-call true 64 3.140 1188 | 70 108
s3_srvr_2_false-unreach-call false 2.4 | 0.1200 62 | 11 59
s3_srvr_2_true-unreach-call true 18 1.568 699 | 47 71
s3_srvr_3_true-unreach-call true 30 1.828 759 | 59 80
s3_srvr_4_true-unreach-call true 26 1.648 726 | 49 79
s3_srvr_6_true-unreach-call true 72 3.100 1276 | 72 96
s3_srvr_7_true-unreach-call true 84 4.320 1546 | 75 108
s3_srvr_8_true-unreach-call true 53 2.940 1270 | 71 107
s3_srvr_9_true-unreach-call true 64 4.236 1588 | 72 121
simple_array_inversion-1_true-unreach-call true 1.3 | 0.5080 273 | 18 51
simple_array _inversion-2_true-unreach-call true 2.1 | 0.9120 412 | 20 56
simple_array_inversion-3_true-unreach-call true 3.4 1.456 622 | 26 53
simple_array_inversion-4_true-unreach-call true 5.6 2.504 937 | 32 54
simple_array_inversion-5_true-unreach-call true 6.9 2.484 1088 | 32 56
simple_array_inversion-6_true-unreach-call true 14 5.220 1865 | 44 68
simple_array_inversion-7_true-unreach-call true 97 34.84 5707 | 63 120
simple_array_inversion-8_true-unreach-call true 190 53.64 7526 | 62 229
simple_array _inversion-9_true-unreach-call true 370 94.97 11553 | 71 380
token_ring.10_true-unreach-call Timeout | 1800 1620
token_ring.11_true-unreach-call Timeout | 1800 1622
token_ring.12_true-unreach-call Timeout | 1800 1694
token_ring.13_true-unreach-call Timeout | 1800 1297
token_ring.1_true-unreach-call true 4.7 1.744 648 | 21 57
token_ring.2_true-unreach-call true 160 82.56 10047 | 53 279
token_ring.3_true-unreach-call true | 1500 766.2 55400 | 83 1661
token_ring.4_true-unreach-call Timeout | 1800 2664
token_ring.5_true-unreach-call Timeout | 1800 2404
token_ring.6_true-unreach-call Timeout | 1800 2456
token_ring.7_true-unreach-call Timeout | 1800 2473
token_ring.8_true-unreach-call Timeout | 1800 1706
token_ring.9_true-unreach-call Timeout | 1800 1953
toy-1_false-unreach-call false 98 53.26 9161 | 32 200
toy-2_false-unreach-call false 71 38.16 6376 | 32 136
toy_true-unreach-call Timeout | 1800 1938
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Program status t SAT | # SAT k | memory
transmitter.10_false-unreach-call Timeout | 1800 1859
transmitter.11_false-unreach-call Timeout | 1800 1824
transmitter.12_false-unreach-call Timeout | 1800 2594
transmitter.13_false-unreach-call Timeout | 1800 2831
transmitter.1_false-unreach-call false 0.57 | 0.05600 29 6 52
transmitter.2_false-unreach-call false 2.2 0.5800 290 | 10 42
transmitter.3_false-unreach-call false 9.9 3.164 1243 16 59
transmitter.4_false-unreach-call false 30 12.54 4112 | 22 103
transmitter.5_false-unreach-call false 150 67.16 15699 | 28 330
transmitter.6_false-unreach-call false 400 172.4 35380 | 33 935
transmitter.7_false-unreach-call Timeout | 1800 3189
transmitter.8_false-unreach-call Timeout | 1800 2787
transmitter.9_false-unreach-call Timeout | 1800 2717
byte_add_1_true-unreach-call true 54 39.88 3174 | 49 128
byte_add_2_true-unreach-call true 110 68.92 4895 | 43 193
byte_add_false-unreach-call false 1.8 0.6560 257 | 11 46
gcd-1_true-unreach-call true 47 47.06 68 8 85
gcd_2_true-unreach-call true 10 10.07 31 5 65
gcd_3_true-unreach-call true 20 19.84 40 5 72
gcd_4_true-unreach-call true 800 794.7 577 | 13 180
interleave_bits_true-unreach-call true 54 50.92 427 | 32 79
jain_1_true-unreach-call true 0.16 | 0.03200 9 3 47
jain_2_true-unreach-call true 0.40 0.1960 9 3 56
jain_4_true-unreach-call true 0.45 0.2440 9 3 55
jain_5_true-unreach-call Timeout | 1800 93
jain_6_true-unreach-call true 0.46 0.2600 9 3 56
jain_7_true-unreach-call Timeout | 1800 837
modulus_true-unreach-call true 3.0 2.812 12 2 48
num_conversion_1_true-unreach-call true 2.7 1.880 276 17 54
num_conversion_2_true-unreach-call true 410 339.5 15127 | 24 246
parity_true-unreach-call true 130 125.0 1245 | 35 71
s3_clnt_1_false-unreach-call false 8.2 2.232 719 | 21 63
s3_cInt_1_true-unreach-call Timeout | 1800 1819
s3_cInt_2_false-unreach-call false 11 4.192 1135 | 31 70
s3_clnt_2_true-unreach-call true 39 14.74 2928 | 48 97
s3_clnt_3_false-unreach-call false 11 3.220 883 14 70
s3_clnt_3_true-unreach-call true 9.0 2.376 870 | 25 59
s3_srvr_1_alt_true-unreach-call Timeout | 1800 167
s3_srvr_1_true-unreach-call true 80 6.876 1940 | 68 121
s3_srvr_2_alt_true-unreach-call true 23 2.872 598 | 52 85
s3_srvr_2_true-unreach-call true 23 2.868 600 | 52 80
s3_srvr_3_alt_true-unreach-call true 46 9.252 925 | 61 95
s3_srvr_3_true-unreach-call true 40 3.436 924 | 61 85
soft_float_1_true-unreach-call true 3.2 2.536 187 | 10 57
soft_float_2_true-unreach-call true 19 18.10 298 | 13 40
soft_float_3_true-unreach-call Timeout | 1800 134
soft_float_4_true-unreach-call true 8.5 7.328 409 12 39
soft_float_5_true-unreach-call true 28 27.18 418 | 21 47
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B. Detailed Experimental Results

Program status t SAT | # SAT | k | memory
sumO02_true-unreach-call Timeout | 1800 983
implicitfloatconversion_false-unreach-call false 0.13 0.02000 2 39
implicitunsignedconversion_false-unreach-call false 94 36
implicitunsignedconversion_true-unreach-call true 92 36
integerpromotion_false-unreach-call false | 0.10 37
integerpromotion_true-unreach-call true 0.10 37
pointer_extension2_false-unreach-call false 0.10 | 0.004000 2 38
pointer_extension3_false-unreach-call false 98 | 0.004000 2 37
pointer_extension_false-unreach-call false 97 0 2 37
pointer_extension_true-unreach-call true 95 0 1 37
recHanoi03_unsafe Memory 900 4000
signextension2_false-unreach-call false | 0.14 48
signextension2_true-unreach-call true 0.15 48
signextension_false-unreach-call false 0.10 37
signextension_true-unreach-call true | 0.10 37
diamond_false-unreach-call2 false 0.22 0.01200 3|2 44
overflow_false-unreach-calll Timeout | 1800 386

Table B.1.: Detailed experimental results of the benchmark programs.
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