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Zusammenfassung

Probabilistisches Model Checking ist eine Technik, um Systeme, die probabilistische Ver-
haltensweisen aufzeigen, beziiglich einer Spezifikation zu verifizieren. Um Systeme mit
besonders vielen Zustdnden behandeln zu koénnen, benutzt man beispielsweise symbo-
lische Datenstrukturen, wie etwa binére Entscheidungsdiagramme (BED), oder diverse
Minimierungstechniken. Eine dieser Techniken ist die Bisimulationsminimierung, die
Zusténde zusammenfasst, die sich dquivalent verhalten. Wir zeigen zwei Verfahren auf,
die den Bisimulationsquotienten mit Hilfe von symbolischen Datenstrukturen berechnen.
Wihrend die erste auf BED-Manipulationen basiert, formuliert die zweite die Berech-
nung als eine Serie von Anfragen an einen SAT-solver fiir die lineare Integer- Arithmetik.
Fiir beide Methoden untersuchten wir mit Fallstudien die Effektivitét beziiglich des Zeit-
aufwands als auch des Speicherverbrauchs. Wir konnten zeigen, dass grofle Zustands-
raumverkleinerungen erreicht werden, die aber gewdhnlich nicht zu einer verbesserten
Gesamtlaufzeit fithren. Dariiber hinaus konnten wir mittels der SAT-basierten Methode
Systeme verifizieren, deren BED-Reprisentation zu gro8 fiir eine direkte Analyse waren.

Abstract

Probabilistic model checking is a technique to verify systems that exhibit probabilistic
behavior with respect to a specification. Symbolic data structures, such as Binary
Decision Diagrams (BDD), and various minimization techniques are used to enable
treatment of systems with a large state space. One of these methods is bisimulation
minimization, which lumps states that behave equivalently. We present two methods
that compute the bisimulation quotient using symbolic data structures. While the first
one is based on BDD manipulations, the second formulates the computation as a series
of queries to a SAT solver for the linear integer arithmetic. For both methods we
conducted case studies to evaluate the effectiveness with respect to time and memory
requirements. We were able to achieve significant state space reductions, which usually
not result in a decreasing total runtime, however. Furthermore, using the SAT-based
method, we were able to verify systems whose BDD representation sizes rendered direct
analyses infeasible.
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1. Introduction

Begin at the beginning and go on till you come to the
end: then stop.

Lewis Carroll - Alice’s Adventures in Wonderland

This chapter introduces (probabilistic) model checking as a math-
ematically rigorous technique to verify systems against a specifica-
tion. We point out one of the central problems involved and give
an overview over already proposed countermeasures before we end
this chapter with an outline of this thesis.

1.1. Verification

In times of ever more complex system designs, it becomes increasingly difficult and often
even impossible to manually analyze systems. Yet, for certain systems, e.g. safety-
critical ones or ones for which the repair of previously undetected errors may be very
cost-intensive, it is crucial to determine whether they behave correctly with respect to
the requirements that they are intended to fulfill. Thus, the need for comprehensive,
automated analysis techniques arises. An obvious choice for this is testing: in order to
increase confidence in the design, prototypes may be built and tested extensively. This,
however, only reveals bugs, but cannot prove their absence, as the test cases usually do
not cover every possible execution of the system.

Aiming to counter this shortcoming, formal verification was proposed as a mathe-
matically rigorous technique to prove or disprove the correctness of a given system with
respect to a given specification. The two main approaches are model checking [1] and
logical inference [2, 3]. While logical inference uses theorem provers to reason about
the system, model checking amounts to an exhaustive search through all possible exe-
cutions of the system, the so-called state space, and proves (or disproves) that none of
these violate a requirement of the given specification. In this thesis, we focus on model
checking as the technique of choice.

Figure 1.1 provides an overview of the general approach. Given an informal de-
scription of a system to be verified and a set of informal requirements, both must be
formalized first to enable rigorous treatment. For requirements this is usually a formu-
lation in a temporal logic, e.g. CTL or LTL [1]. These allow for the formal specification
of (qualitative) properties such as ”"the system will never reach a bad state” or "at any
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point in time, the system is able to return to its initial state”. The system model usually
is a labeled transition system, i.e. comprises the states of the system and the possible
transitions between these states. Then, both formal models are passed to a software
tool, the model checker, which checks the system model against the properties. If the
system fulfills all of them, the model checker reports satisfied to confirm the system’s
compliance with the provided requirements. If, on the other hand, a property is vio-
lated, a counterexample, i.e. a violating execution of the system, can be returned to
provide the designer with insightful feedback about how to improve the design of the
system. Furthermore, after the formalization stage, model checking is a push-button
technique as it is fully automated. Moreover, it can support the whole development
cycle of the system through the various design stages by refining the accuracy of the
model accordingly. Consequently, there is an increasing interest and support for model
checking by industry, e.g. through various research projects such as the COMPASS!
project funded by the European Space Agency (ESA).

requirements System

formalizing modeling

formal system
properties model

[model checking

[ satisfied ] [out of memory] [ violated ]

+ counterex.

Figure 1.1.: A schematic of the model checking approach [1].

Whilst "normal” qualitative model checking has proven to be remarkably successful in
some settings, others are inherently probabilistic and are consequently only amenable to
qualitative model checking in a very restricted way. Consider, for example, a hardware
circuit that uses components that fail with a given probability. Now, trying to prove
that the complete circuit will never produce wrong results will inevitably fail, as there

LCorrectness, Modeling And Performance of Aerospace Systems.
http://compass.informatik.rwth-aachen.de
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is a non-zero probability for this scenario, but clearly it is not the case that the system
will fail in any case. So the only information derivable by conventional model checking
is that the system might fail, but does not do so in any case, giving no meaningful
insight. To overcome this deficit, probabilistic model checking extends conventional
model checking with quantitative aspects, such as probabilities and - to a certain degree
- time. Using these techniques and the corresponding models, it is possible to verify
whether the aforementioned system will stay intact with a probability greater than, say,
95%. So unlike before, the designer can either decide that the proven probability is
high enough or take appropriate measures to increase the probability, e.g. introduce
redundancy to some components in order to reduce failure rates. In this thesis, the
focus lies entirely on models exhibiting quantitative behavior.

1.2. State Space Explosion Problem

Unfortunately, despite the many advantages of model checking, it suffers from problems
that often prevent real-world models from being successfully verified. Most notably this
is due to the state space explosion problem, meaning that the state space of the system
becomes too large to be stored in memory (indicated by the corresponding ”outcome” of
the model checking process in Figure 1.1). State-of-the-art model checkers can process
state spaces up to 10® to 10? states using an explicit representation of the states in
memory and 10%° up to even 10%7 (for very specific systems) using so-called symbolic
data structures that exploit similarity in the state space [1].

In particular, in the context of probabilistic model checking, where computationally
expensive numerical operations dominate the runtime, it may also well be that state
spaces that can be stored in memory are still too large to be analyzed, because the
analysis simply takes too long to be feasible. In order to stem this problem many
techniques have been proposed, such as bisimulation minimization [4], probabilistic
counterexample-guided abstraction-refinement [5], game-based abstraction-refinement
[6] and assume-guarantee verification [7].

(Probabilistic) bisimulation minimization exploits redundancies in the state space by
lumping states that behave ”in the same way” according to some defined measure. This
is done in a way that simultaneously preserves the temporal properties of interest of
the original system. Hence, the original system can be minimized and the sometimes
significantly smaller quotient system can be used to verify the original system. Katoen et
al. present a survey [4] of the effectiveness of bisimulation minimization in a probabilistic
setting using an explicit state space representation and conclude that in many cases the
application of this technique is worthwhile. This thesis aims to analyze the effectiveness
of bisimulation minimization in a symbolic setting as well as to develop a new approach
for computing the bisimulation quotient symbolically without constructing the state
space beforehand.
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1.3. Outline

The thesis is divided as follows. In chapter 2 we establish the theoretical background and
setting, before we present and evaluate a bisimulation minimization procedure based on
the manipulation of Binary Decision Diagrams (BDD) in chapter 3. In chapter 4 we
develop a novel approach that centers on solving instances of a variant of the satisfiability
problem (SAT) as a means to extract the quotient system without building the full
system first and evaluate its effectiveness. Finally, chapter 5 summarizes the results of
the two different approaches and gives an overview about possible future work.
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So be sure when you step, step with care and great
tact. And remember that life’s a great balancing act.
And will you succeed? Yes! You will, indeed! (98 and
% percent guaranteed) Kid, you’ll move mountains.

Dr. Seuss - Oh, the Places You’ll Go!

This chapter introduces Markov models, the logics used to specify
properties and the connection thereof to bisimulation minimiza-
tion. We describe the modeling language of PRISM, a probabilis-
tic model checker, and establish the specifics of the BDD-based
bisimulation minimization approach.

2.1. Markov Models

Markov models are similar to transition systems in that they comprise states and tran-
sitions between these states, but unlike them transitions are equipped with random-
ness information. Put differently, in each state, the successor state is determined by a
stochastic choice. In particular, it is important that the stochastic choice in each state
only depends on the state itself and not on the path that was taken to reach that state, a
property that is referred to as the Markov property, which gives rise to the term Markov
models.

Markov models can be classified according to their ability to model non-determinism
and time. Time may be measured in discrete time steps or continuously, depending on
the accuracy of timed behavior that the model is required to reflect. Non-determinism
is an important means to model the possible concurrency of certain actions in ab-
sence of any information about which is scheduled first. Table 2.1 gives an overview
of the available formalisms: while discrete-time Markov Chains (DTMCs) and their
continuous-time counterpart continuous-time Markov Chains (CTMCs) do not allow for
the modeling of non-determinism, Markov Decision Processes (MDPs) and continuous-
time Markov Decision Processes (CTMPDs) do. As CTMDPs are only included for
completeness reasons and will not be considered further in this thesis, only the other
three models will be formally defined.
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deterministic non-deterministic
discrete- DTMC MDP
time
continuous- o 1y CTMDP
time

Table 2.1.: An overview over available markov models.

2.1.1. Markov Chains

Let 24 denote the power set of A and Distg the set of discrete probability distributions
over a set S, i.e. Distg = {p:S —=[0,1] | > cqnu(s) =1}.

Definition 2.1 (Discrete-Time Markov Chain (DTMC)). A discrete-time Markov Chain
is a tuple
D= (Sa P7 Sinity AP; L)

where
e S is a countable, non-empty set of states,

e P:S xS —[0,1] is the transition probability function that assigns to each pair
(s,8") € S xS of states the probability P(s, s’) of moving from state s to s’ in one
step such that P(s,-) € Distg,

Sinit € S is the initial state,
e AP is a set of atomic propositions,

e L:S — 247 is the labeling function that assigns the possibly empty set of atomic
propositions L(s) to a state s € S.

O

Let D = (Sp,Pp,sP .., APp, Lp) be a DTMC. In each state s € Sp, the successor
state is chosen according to a single discrete probability distribution given by Pp(s, ).
Given T' C Sp, we denote by Pp(s,T') the probability to enter any state in 7" in one
step from s € Sp, i.e. Pp(s,T) = >, Pp(s, ).

A path in D is an infinite sequence of states m = sy 81 82... € S¥ such that s; € Sp
and Pp(si, siy1) > 0 for all « € N. With 7[i] we refer to the (i + 1)-th state of
m, i.e. w[i] = s;, and with Pathsp and Pathsp(s) we denote the set of all paths
in D and the set of all paths that start in s € Sp, respectively. More formally,
Pathsp(s) = {m € Pathsp | @ = sgps182... and s9 = s}. It can be shown that D
induces a unique probability measure Prp on Pathsp that associates with each mea-
sureable subset T' C Pathsp the probability Prp(T) [1].
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In the literature, the definition of Markov models sometimes differs from the above in
that they allow for an initial distribution ¢;y,;; : S — [0, 1] instead of just one initial state.
However, this is no generalization as this case can be easily transformed into an equiv-
alent DTMC with only one initial state. Let D = (Sp,Pp,:P .., APp, Lp) be a DTMC
with an initial distribution Lgn»t € Distg, then D = (Sp U {simt},lf'p,sgm,APfD,LD)
for a state sP .. ¢ Sp with

Po(s")  ifs=sP

B , init 3 initD
Pp(s,s') =4 Popl(s,s) ifs, s’ #s;y

0 otherwise

is an equivalent Markov chain with only one initial state. Thus, only considering models
with a single initial state throughout this thesis is no restriction.

Example 2.2.

0.01
{fail}

Figure 2.1.: An example DTMC.

Figure 2.1 shows a DTMC D = (Sp, Pp, s? ., APp, Lp) with

° SD:{Sillﬁiglo},

D _
® Sinit = S0,

APp = {fail},

Lp(s;) = {fail} iff i € {7,10}, and, amongst others,

° PD(So,Sl) = 0.5, PD(SQ,SG) = 0.2, and PD(S7, 87) =1.



2. Preliminaries

Additionally, m1 = s¢s1 84 (s7) € Pathsp is a path in D with 7[2] = s4. The
probability of the set of paths that start with sgs1 s4 7

T = {r € Pathsp | 7[0] = so, 7[1] = s1,7[2] = 84, 7[3] = 57} = {m1}
is given by Prp(T) =0.5-0.8-0.8 = 0.32. O

CTMCs now extend this concept by substituting rates R(s, s’) for the probabilities
P(s,s’) with the meaning, that in a state s the transition to s’ is taken within t time
units with a probability of 1 — e R(5) 1 Tn other words, there is a probability to stay
in a state that decreases with progressing time, before one of the outgoing transitions
to another state is triggered.

Definition 2.3 (Continuous-Time Markov Chain (CTMC)). A continuous-time Markov
Chain is a tuple
C= (Su R7 Sinity AP: L)

where
e S, Sinit, AP and L are the same as for DTMCs (see Definition 2.1), and

e R: S xS — Ry is the transition rate function that assigns the rate R(s,s’) of
moving from state s to s’ to each pair (s,s’) € S x S of states.

O]

Let C = (Sc,Re, 8,,;, APc, L¢) be a CTMC. As for DTMCs, Re(s, T) lifts the tran-
sition rate function to sets T' C S¢ of states. To account for the sojourn times in the
states, a path now has to include these. Hence, a (timed) path in C is a sequence of
states with intermediate sojourn times m = spt;sitasz... € (S¢ x R>0)* such that
si € S¢ and Re(si,si+1) > 0 for all ¢ € N. Analogously to DTMCs, 7[i] refers to
the (i 4+ 1)-th state in 7, Pathsc denotes the set of all timed paths in C, Pathsc(s)
the paths that start in s € S¢ and Pre the uniquely induced probability measure over
timed paths. Additionally, for a non-time-divergent path m = sgtgs1t1s2... € Pathse
and t € R>p, we denote with 7@t the state that the path is in after ¢ time units, i.e.
7@t = s[i] where i is such that > o, ;t; <t and D> o t; > t.

2.1.2. Markov Decision Processes

Markov chains do not support the modeling of non-determinism. In particular, note that
having multiple possible successor states is not to be confused with non-determinism.
While states in Markov chains may have several successors, all choices are required to
be equipped with randomness information, thus explicitly specifying the likelihood of
the respective choice. This is in contrast to non-determinism, which models choice in
total absence of any information about which transition is scheduled. For example,
consider the two probabilistic processes depicted at the top of Figure 2.2(a), which
are to be executed concurrently on a single processing unit. It is tempting to assume
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that it is equally likely in each step that the next action of one or the other process is
scheduled, resulting in the Markov chain depicted in Figure 2.2(b). But, clearly, making
this assumption is not entirely accurate provided that there is no information about the
scheduling order of the processing unit. There may be more adverse schedulers that
dramatically lower the probability of one of the processes finishing in time, e.g. by
scheduling all steps of the other process first.

start @ start @

1

1
GO (4
1

Figure 2.2.: Two processes and their alleged joint-behavior DTMC.

To account for non-determinism in probabilistic systems, Markov Decision Processes
(MDPs) have been proposed. Intuitively, an MDP is an extension of a DTMC in the
following sense: in each state of an MDP, there is a nondeterministic choice among so-
called actions. Each of these actions is associated with a discrete probability distribution
over states. Consequently, selecting an action a and thereby omitting the other actions
resolves the non-determinism in a state, selects a unique discrete probability distribution
that defines the possible successor states and, thus, effectively reduces this state to a
state of a DTMC.
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Definition 2.4 (Markov Decision Process (MDP)). A (discrete-time) Markov Decision
Process is a tuple
M = (S, ACt, P7 Sinity AP, L)

where
e S, Sinit, AP and L are the same as for DTMCs (see Definition 2.1),
e Act is a set of actions, and

e P:Sx Act xS — [0,1] is the transition probability function that assigns to each
tuple (s,a,s’) € S x Act x S the probability P(s, a,s’) of moving from state s to
s' with action a such that for all s € S and a € Act : Y~ ¢ P(s,a,s") € {0,1}.

O]

Let M = (SM,ActM,PM,s%t,APM,LM) be an MDP. An action a € Acty is
called enabled in a state s € Sy if Dgcg, Pm(s,a,8") = 1. As usual, P(s,a,T)
lifts the transition probability function to sets of states T" C Sa¢ in the canonical way.
Let Actaq(s) denote the set of all enabled actions in s. Note that M can be consid-
ered a DTMC if in each state there is exactly one action enabled, i.e. |Actp(s)| =1
for all s € Sp, whereas every DTMC can be understood as an MDP without non-
deterministic choices. A path in M is an alternating sequence of states and actions
T = Spapsia;Sz... € (Spm x Act)” such that s; € Sy, a; € Act(s;) and
P(si,ai, si+1) > 0 for all ¢ € N and, as before, 7[i] identifies s;, Paths denotes the set
of paths in M and Paths(s) those paths that start in s € Spyq. Additionally, for s € S
let Distaq(s) = {p € Distg | there exists a € Act(s) such that Pay(s,a, ) = u} denote
the set of probability distributions of actions that are enabled in s. Figure 2.3 depicts
the MDP that accurately models the concurrent execution of the processes of Figure 2.2.
Appearing similar to the DTMC, the MDP makes no assumption about the likelihood
that either of the processes is scheduled next, but provides a non-deterministic choice
in each state instead.

To be able to measure probabilities of paths in MDPs, it is necessary to resolve all
non-deterministic choices, which is done by schedulers.

Definition 2.5 (Scheduler for an MDP). Let M = (S, Act, P, tinit, AP, L) be an MDP.
A scheduler o : ST — Act for M is a function that maps each finite sequence of states
W= 505152 ... 8, € ST to an action that is enabled in the last state of that sequence,
ie. o(w) e Actpm(sn).

A scheduler o is called memoryless if the choice of the next action only depends on
the last state of the given state sequence, i.e. if o can be represented as a function

o:S — Act. O

The reason as to why it suffices that a scheduler ¢ maps state sequences instead
of path fragments to actions is that the action names can be reconstructed using o
itself: for w = sgps182 ... 58, € ST we retrieve the corresponding path fragment as

78 = 500(50) $10(8081) -+ 0(S0 .. Sn—1) Sn.

10
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Figure 2.3.: The joint-behaviour MDP of the two processes.

Because a scheduler for an MDP resolves all non-deterministic choices by selecting
exactly one available action, an MDP M and a scheduler ¢ for M induce a DTMC M,,.
Intuitively, this DTMC reflects the behavior of M when all non-deterministic choices
are governed by o.

Definition 2.6 (Induced DTMC). Let M = (S, Act, P, sinit, AP, L) be an MDP and o
a scheduler for M. Then M and ¢ induce the DTMC

M7 = (ST, Py, sinit, AP, L)
such that for all w = 5985182 ... s, € ST
o P, (w,wsni1) = P(sn, 0(w), $ns1), and
o L'(w) = L(s,).
O

Note that M in turn induces the probability measure Pras on Pathsage, which we
will from now on also denote with Prq,.

In the sequel, for a Markov model M with state space S, atomic propositions AP and
a state s € S, we will denote by M, the Markov model that results from M by making
s the (only) initial state. The corresponding probability measures are Prj, if M is a
DTMC or CTMC, and Pr‘;\f{ if M is an MDP and ¢ is a scheduler for M. DTMCs and
CTMCs are considered to be finite, if S and AP are finite. For MDPs, we additionally
require Act to be finite. Often it is useful to identify the probability and rate functions
of Markov models with matrices. For DTMCs and CTMCs these are the S x .S matrices

11
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(P(s,5"))s,s7es and (R(s,s’))s secs, respectively. For a finite MDP M with the set of

actions Act = {ay,...,a,}, we identify P with the n - S x S matrix
P (s,s)
Pa" (S’ S/) s,8'€S

where Py, (s,5") = Paq(s, a1, ) for s,8 € S.

Analogously to the relationship between DTMCs and CTMCs, there is a continuous-
time counterpart of MDPs, not surprisingly called continuous-time Markov Decision
Processes (CTMDPs). As they will not be considered further, they are not formally
defined here.

2.1.3. Reward Extensions

Markov models can be equipped with an additional quantitative measure. This so-
called reward function assigns a reward, a non-negative real number, to each state of
the Markov model. This induces a quantitative measure, which will allow us to reason
over the accumulated rewards along paths. The combination of a Markov model with a
reward function, a Markov reward model (MRM), is formally defined as follows.

Definition 2.7 (Markov Reward Model). A Markov reward model (DMRM) is a tuple
M, = (M, r) where

e M is a Markov model with state space S,
o r: 5 = Ry is a function that assigns non-negative rewards to states.
O

If for an MRM M, = (M, r) the Markov model M is a DTMC or an MDP, we will
speak of a discrete-time Markov reward model (DMRM). Likewise, if M is a CTMC,
M, is a continuous-time Markov reward model (CMRM).

In a DMRM, the reward r(s) is "gained” whenever a state s is left, i.e. a transition
from s is taken. This contrasts CMRMs, where the reward for the visit of a state s
is r(s) - t where t is the time spent in that state. These definitions are easily lifted to
path fragments, which enables specific temporal logics to reason over the rewards gained
during system executions.

2.2. Probabilistic Temporal Logics

To allow for the mathematically rigorous treatment that is verification, it is indispens-
able to not only formalize the model to be verified, but also the requirements. For
qualitative model checking, this is usually done by formulating the requirement in a
temporal logic, such as, e.g., CTL or LTL, which permit the formulation of qualitative

12



2.2. Probabilistic Temporal Logics

properties in mathematically precise manner. Typical properties include ”there does
not exist an execution that leads to a bad state” or ”whenever the system has reached
an unsafe state, the system will eventually perform a security-shutdown”.

For Markov models, however, these logics are only partially applicable as they do
not take the quantitative aspects into consideration. Although there is a probabilistic
interpretation of LTL, we will now focus on branching time logics for Markov models that
are more closely related to CTL, namely Probabilistic Computation Tree Logic (PCTL)
for DTMCs and MDPs and Continuous Stochastic Logic (CSL) for CTMCs. Just like
for CTL, their syntax is defined in two parts, that refer to each other: there are state
formulae, whose truth values can be evaluated for states only, and path formulae, which
are interpreted over paths. Because we take a state-based view of Markov models, we
require the overall formula ® to be a state formula, such that the task of model checking
a Markov model M with initial state s;,;; against & amounts to determine whether the
initial state satisfies ®. We will now present the formal definitions for the syntax and
satisfaction relation for each of the two logics.

Definition 2.8 (Syntax of PCTL). The syntax of PCTL state formulae over a set of
atomic propositions AP is given by the following rules:

O = true|a| P A Po | D | Py(p)

where a € AP, ¢ is a PCTL path formula and J = [a,b] C [0,1] with a,b € Q.
PCTL path formulae are composed according to the grammar:

@ = X | D U Dy | d USF @y
where ¢, ®; and &5 are state formulae and k € N. ]

Compared to CTL, the only new operator is P;(¢). Given a state s, it asserts that
the probability mass of the paths that start in s and satisfy the path formula ¢ must
lie in the interval J. So ¢ can be thought of as a criterion that precisely defines a
(measurable) set of paths and P; establishes bounds on the probability of this set of
paths. We will now define the satisfaction relation of PCTL formulae formally.

Definition 2.9 (Satisfaction Relation of PCTL for DTMCs). Let D = (S, P, Sinit, AP, L)
be a DTMC and s € S be a state. Then the satisfaction relation of state formulae is
given by

s = true

skEa iff a€ L(s)

s E - iff s
sEOAY iff sEPand s
sEP;(p) iff Prp(skE )€ J,

where Prp(s = ¢) = Pri,({m € Pathsp(s) | ™ |= ¢}).
For a given path m = sg s1 s2... € Pathsp, the satisfaction relation of path formulae
is defined by

13
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TE X ifft #[l]E®
rE®UY iff Fj>0.(x[flEV AVO<Ek<j.(n[k] EV))
TE®USFV iff FJ0<j<k.(n[fl]EV AVO<Ek<j.(n[k] EV)).

We will write D |= @ if s = @ for a state formula ®. O

Example 2.10. Reconsider Example 2.2. The formula
O =P<g5 (true U fail)

asserts that the probability to eventually reach a state in which the proposition fail
holds is at most 0.5. ]

For MDPs the definition must also incorporate the various schedulers. The P;(¢p)
operator now requires the probability mass of all paths satisfying ¢ to be in the interval
J for every possible resolution of non-determinism, i.e. for all schedulers.

Definition  2.11  (Satisfaction = Relation of PCTL for MDPs). Let
M = (S, Act, P, sinit, AP, L) be an MDP and s € S be a state. The satisfaction relation
is the same as for DTMCs (see Definition 2.9) except for

sEPs(p) iff Pr{,(sk ¢) € J for all schedulers o for M,

where Pri,(s = ¢) = Priy{ ({7 € Pathsa(s) | m = ¢}). Accordingly, we write M |= ®
if sinit = ® for a state formula ®. O

PCTL can be used to express properties of discrete-time Markov models, but it does
not, however, account for the continuous-time aspects of CTMCs. An appropriate logic
for this purpose is CSL.

Definition 2.12 (Syntax of CSL). The syntax of CSL state formulae over a set of
atomic propositions AP is given by the following rules:

O = true|a| Py A Do | =D | Py(p) | Sy (D)

where a € AP, ¢ is a CSL path formula and J = [a,b] C [0, 1] with a,b € Q.
CSL path formulae are composed according to the following grammar:

P = X [t1t2] | &, yltrtl g,

where @, ®; and ®, are state formulae and ¢; € R>q,t2 € R>0 U {oo} such that ¢; < ¢o
or to = oo. L]

The following definition formally captures the satisfaction relation of CSL formulae
for CTMCs.

Definition 2.13 (Satisfaction Relation of CSL for CTMCs). Let C = (S, R, sinit, AP, L)
be a CTMC and s € S a state. Then the satisfaction relation of state formulae is given
by
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s | true

skEa iff ae€ L(s)

s E - iff s

sEOAY iff sEPand sE=T
sEPs;(p) if Pre(sEp)ed

sESy;(®) iff limy,o Pre(s+tE @) € J,

—

where
o Pre(s =) = Pri({m € Pathsc(s) | ™ |= ¢}), and
o Pre(s+tl=®) = Pri({m € Pathsc(s) | 7Qt |= ®}).

For a given path m = sgtgs1t1... € Pathse, the satisfaction relation of path formulae
is defined by

TEX'® iff #[l]E®andtyel
rE®UIV iff Ftel.(n@tE=TAVOL <t.(rQ = T)).

O

PCTL and CSL suffice to express various properties of interest of DTMCs, CTMCs
and MDPs, but they alone are not suitable to express properties of MRMs. For this
purpose, there exist reward extensions of both logics, namely Probabilistic Reward
Computation Tree Logic (PRCTL) and Continuous Stochastic Reward Logic (CSRL)
for PCTL and CSL, respectively. For details, we refer to [8, 9].

Given a Markov model M with state space Syq and a formula @, the model checking
problem is to determine whether M = ®. If this is the case, the model is said to fulfill
the property, otherwise the model violates it.

If F is a set of state formulae of the logic X € {PCTL,CSL, PRCTL,CSRL} and
s € Sy, we denote by X the smallest set of formulae that contains F' and is closed
under the logical connectives. Satp(s) is the subset of formulae F’ C F that are satisfied
by s, formally Satp(s) = F' = {® € F | s = ®}. In particular, note that X 4p coincides
with X. In addition, we let Sate(M) = {s € Sy | s = @} be the set of all states that
satisfy ® and Satp(M) = {s € Sy | s € Sate(M) for all & € F} be the set of states
that satisfy all formulae in F'.

2.3. (Strong) Probabilistic Bisimulation

The state space explosion problem often impairs the possibility to model check realistic
systems. But at the same time there often is a certain redundancy in these models, for
example originating from multiple copies of certain components. Hence, it is very desir-
able to remove that redundancy, but still maintaining all logical properties of interest.
One well-known approach for this is bisimulation minimization [1]. The idea is to lump
states of the original system that exhibit the same (stepwise) behavior to new blocks.
These blocks form the state space of the minimized system.
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Example 2.14. Consider the states s3 and sg in the DTMC of Example 2.2. Both
behave equivalently in the sense that the probability to be in a state satisfying the
proposition fail after the next step is 0.01 and the probability to return to the initial
state is 0.99. O

We will now formalize what it means for states to exhibit the same stepwise behavior
by means of equivalence relations. Given a set S and an equivalence relation ~ C S x .S,
we denote by [s].. the equivalence class of s € S and with S/~ the set of all equivalence
classes of S under ~, ie. [s]o = {s' € S| s ~ s} and S/~ = {[s]~ | s € S}.
For a function g : S — R, we let [u]~ : S/~ — R be the quotient function with
respect to ~, which is given by [u]~([s]~) = > y¢pq. u(s'). Two functions p, u' are
called equivalent with respect to ~, denoted by p =~ 1/, if their corresponding quotient
functions coincide, i.e. if [u]. = [i]~.

Definition 2.15 (Strong Probabilistic Bisimulation on Markov Models). Let
D = (SD,PD,SEM,APD,LD) be a DTMC and F' be a set of PCTL state formulae.
A (strong) probabilistic F-bisimulation on D is an equivalence relation ~f C Sp x Sp
such that for each (s1,s2) € ~F

o Satp(s1) = Satp(s2), and
[ ] PD(Sl, ) =,_F PD(SQ, )

Let C = (S¢,Re, 8%, APc, Lc) be a CTMC and F be a set of CSL state formulae.
A (strong) probabilistic F-bisimulation on C is an equivalence relation ~* C S¢ x S
such that for each (s1,s2) € ~F

e Satp(s1) = Satp(s2), and
° Rc(sl, ) =_F Rc(SQ, )

Let M = (SM,ActM,PM,s%t,APM,LM) be an MDP and F be a set of PCTL
state formulae. A (strong) probabilistic F-bisimulation on M is an equivalence relation

~F C Sy x Spyq such that for each (s1,s2) € ~F
e Satp(s1) = Satp(se), and
e for all a; € Act(s1) there exists ag € Act(s2) with Paq(s2,a9,-) = r Pa(s1,a1, ).
O

So, for DTMCs and CTMCs two states s; and se behave equivalently, if they satisfy
the same formulae of F' and agree on the outgoing probabilities with respect to each
equivalence class. For MDPs, the second criterion is altered such that it demands the
existence of an equivalent distribution with respect to ~" in y’ € Dist(s2) for every
distribution p € Distaq(s1).

Note, that for F' = AP, Satp(s1) = Satp(s2) holds if and only if L(s1) = L(s2) for all
of the three model types. In the sequel, if F' = AP we omit F' altogether and, likewise,
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we call a strong probabilistic (F-)bisimulation a probabilistic (F-)bisimulation or just
(F-)bisimulation, as we do not consider other bisimulation types.

For a Markov model M with state space Syq and s1,s2 € Saq, s1 and so are called
F-bisimilar, denoted by s1 NJITA s9, if there exists an F-bisimulation ~% such that
(s1,82) € ~F . Note, that this implies that N/lfxt itself is an equivalence relation.

Given an F-bisimulation ~f', the state space of the quotient system M/~ consists
of the equivalence classes of ~f". Because all states in each equivalence class agree on
their stepwise behavior with respect to S/~, the resulting system is of the same type
as the original system.

Formally:

Definition 2.16 (Bisimulation Quotient). Let D = (Sp, Pp, sgm, APp, Lp) bea DTMC,
F a set of PCTL state formulae and ~* an F-bisimulation on D. Then

D/~F'= (Sp/~t P, [shylwr, APp, Lp)
with
o Lip([s].r) = Satr(s), and
o P, ([s]r,) = [Pp(s,")]r

is the quotient DTMC. Note that this is well-defined, as for s; ~f sg it is guaranteed
that Satp(s1) = Satp(s2) and Pp(s1,:) =_r Pp(sa,).

Let C = (S¢, Re, sfm-t, AP, L¢) be a CTMC, F a set of CSL state formulae and ~%
an F-bisimulation on C. Then

C/~F'= (Se/~F R, [85i] e, APe, L)
with
e L.([s].r) = Satp(s), and
o R.([s].r, ) = [Re(s,)]r

is the quotient CTMC. As for DTMCs, this is well-defined for similar reasons.
Let M = (SM,ActM,PM,S%t,APM,LM) be an MDP, F a set of PCTL state for-
mulae and ~* an F-bisimulation on M. Then

M/NF: (SM/NF, ACtM,Pf/\/(, [S%t]wF’ AP, Lf/\/l)
with
e L'\,([s].r) = Satr(s), and

o there exists a € Actyq with P/ (([s] r,a,-) = ' if and only if ' = [u] _r for some
w € Dista(s).

is the quotient MDP. ]
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For DTMCs and CTMCs this definition is straightforward in the sense that all states
in an equivalence class [s]~ have exactly the same stepwise behavior with respect to ~*".
This uniquely fixes the behavior of the state corresponding to [s],r, which simply mimics
the behavior of all contained states. For MDPs, however, this situation is slightly more
involved. Let [Distp(s)]or = {[p]or | v € Distap(s)} be the set of available quotient
distributions in a state s. While Definition 2.15 guarantees, that for s ~f" s’ the sets
[Dista(s)]or and [Distaq(s")],or coincide, it does not ensure that both states associate
the probability distributions with the same action labels. Hence, the quotient system
cannot keep the connection between action labels and distributions, because different
states might interpret action labels differently. In essence, this means that the quotient
system is not uniquely determined by the above definition, as it leaves open which of
the action labels is associated with which distribution. This is justified by the fact that
we only consider state-based rewards in PRCTL and properties are thus indifferent to
the concrete names of the actions, but only depend on the set of available distributions
in each state.

Finally, we can transfer the above definitions to Markov reward models in a canonical
way.

Definition 2.17 (Strong Probabilistic F-bisimulation on Markov Reward Models). Let
M, = (M,r) be a Markov reward model with state space S and F' be a set of state
formulae of PRCTL if M is a DTMC or MDP and of CSRL if M is a CTMC. Then
~F"'C § x S is an F-bisimulation on M, if

e ~ is an F-bisimulation on M, and

e for any s1,s2 € S with (s1,s2) € ~I" we require r(s1) = r(s2).
O

The additional (second) condition on the reward model ensures that no two states
are said to behave equivalently, if they provide a different reward upon a visit to them.
Intuitively, this prevents states from getting merged in the quotient system, if they have
a different influence on the reward measure of a path passing through the respective
states, because otherwise the state corresponding to their equivalence class could not
correctly capture their reward behavior. We will use previously introduced denotations,
such as, e.g., ~ ¢ and N/F\’/l’ also for Markov reward models.

Also, the quotient system of a Markov reward model is defined in a straightforward
manner:

Definition 2.18 (Bisimulation Quotient of Markov Reward Models). Let M, = (M, r)
be an MRM with state space S and ~f" an F-bisimulation on M,.. Then

My /P = (MF /T

where r/~F: S/~ — Rsq with v/~ ([s] r) = 7(s), is the quotient MRM. O
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Note that r/~% is well defined because of the second condition of Definition 2.17.

As the quotient system is smaller than the original system for non-trivial bisimula-
tions, it is desirable to solve the model checking problem on the quotient system and
draw conclusions about the original system. Aziz et al. [10] showed that all PCTL for-
mulae are preserved under bisimulation on DTMCs. As similar results hold for MDPs,
CSL and bisimulation on CTMCs [12], for PRCTL on DMRMs, and for CSRL on CM-
RMs [4], we can formulate the following preservation theorem.

Theorem 2.19 (Preservation of PRCTL/CSRL under probabilistic bisimulation). Let
M, be a a DMRM with state space Sy, F a set of PRCTL state formulae, ®prq, a
PRCTLy state formula and ~% a probabilistic F-bisimulation on M,. Then for all
5,8 € Sy with s ~T s it holds that

sEOM, = s EDp,.
In particular, this implies
M, E Dy, = M/~ = Dpy..

Accordingly, let C,. be a CMRM with state space S¢, F' a set of CSRL state formulae,
d¢, a CSRLE state formula and ~* a probabilistic F-bisimulation on C.. Then for all
s, € S with s ~F ', it holds that

s ®c, &= s = O .

As before, this implies
Cr =®c, < C/~ = c,.

Ol

Note that these preservation results hold for any probabilistic F-bisimulation, in
particular for NJITAT and ~,q, on a Markov reward model M,. Summing up, an F-
bisimulation quotient preserves the logic fragment, that only uses formulae in F' as
subformulae. If F' = AP then all formulae are preserved.

Hence, given an MRM M, and a formula ®, the model checking problem may be
solved by first computing an F-bisimulation where F' is chosen such that ® € PRCT Lp
or ® € CSRLF, respectively, computing the corresponding quotient and then checking
this usually smaller system against ®. Figure 2.4 illustrates this approach.

This thesis will focus on the part of this process chain in the dashed box, namely the
computation of an appropriate probabilistic F-bisimulation. Needless to say, for any
MRM M, with state space Saq, ~ = {(s,5) | s € Spm} is a probabilistic bisimulation.
This naive choice produces a quotient that is as big as the original system, but as the
overall goal is to minimize the original system, it is obviously desirable to compute a
coarser bisimulation. This implies two things: first, given a formula ®, it is preferable to
choose a small set F' such that ® € PRCT Lr or ® € CSRLF, respectively, because this
reduces the number of states that cannot be F-bisimilar according the first requirements
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verify ®
on M, /~F

Figure 2.4.: Model checking using bisimulation minimization.

of Definition 2.15. And secondly, it is advantageous to find an F-bisimulation ~%" that is
as close to lef/lr as possible. Put differently, the target F-bisimulation should not assign
states s; and so to different equivalence classes if there exists an F-bisimulation that
relates those states, i.e. s1 N%T s2. Both considerations justify the usual computational
approach, which is depicted in Figure 2.5.

The idea is to start with an initially coarse partition IL;,; of the state space and then
refining the blocks of that partition until no more refinement is needed. Each refinement
step chooses a block B that is inconsistent, i.e. contains (at least) two states that do
not exhibit the same stepwise behavior with respect to the current partition. This is
"repaired” by splitting B into sub-blocks Bi,..., B, such that the states in each of
these sub-blocks behave equivalently. This procedure needs to be reiterated, because
there may be more blocks that were inconsistent before and the splitting of B might
lead to other blocks becoming inconsistent in the process. More concretely, it needs to
be repeated until there is no inconsistent block remaining.

This approach leads to the coarsest F-bisimulation that respects the given initial
partition IL;,;s. Assuming that IL;,; is chosen canonically, i.e. contains only inclusion-
maximal blocks such that every pair of states in each block agrees on the formulae of
F that hold in these states, formally Il;,;; = IIp with

Hp = {T'C Sy | Vs,s' €T : Satp(s) = Satp(s') ANfs” €T : Satp(s) = Satp(s")}
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;e
IT := ILipi
choose

inconsistent
B ell

exists
inconsistent [ refine B ]
block

split B into By,..., By,

= (II\ B) U
{(B1,...,By)

no inconsistent block

return II

Figure 2.5.: Schematic of bisimulation computation via partition refinement.

where I' = S \ T, it therefore computes N/If/l; Given b € {0, 1}, we let

o ifb=1
b _
® _{ ~® ifb=0

and for F' = {®y,...,D,}

B(F)::{)idfi]wlr.wbn)e-ﬂxl}"}.
=0

Then, the formulae in B(F') capture exactly the blocks of IIr in the sense that an
inclusion-maximal set of states satisfies ® € B(F) if and only if it is an element of IIp,
formally

[y = {Sate(M) | & € B(F)}.

2.4. PRISM

This thesis aims to develop and evaluate techniques for the computation of probabilis-
tic F-bisimulations in the framework of the PRism! model checker [11]. Mainly imple-
mented in Java with supplementary C/C++ libraries, it is a widely known state-of-the-
art probabilistic model checker, initially developed at the University of Birmingham and

"http://www.prismmodelchecker.org
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now maintained by the University of Oxford. It provides a variety of features, some of
which are particularly useful in the setting of our work. First, it features different model
checking engines that build upon different representations in memory. In particular, it
supports Binary Decision Diagrams (BDDs), which will be formally introduced later
as a symbolic representation of the model to verify. Secondly, it has a high-level input
language used to describe its models. This will play an important role in our second
approach, because it crucially depends on reasoning at the language level. Finally, it
implements advanced abstraction techniques, such as symmetry reduction.

We will now present a somewhat simplified version of the PRISM modeling language
and define the corresponding semantics in terms of Markov (reward) models.

2.4.1. The PRISM modeling language

Let Expry,, denote the set of expressions over the variables contained in the finite set
Var, which are are typed according to a function

VarType : Var — {int[a,b] | a,b € N and a < b} U {bool }

as either int[a,b] (integer with values between a and b, inclusively) or bool (Boolean)
and let BExpry .- € Expry,., denote the set of Boolean expressions in Expry .. Given
a set Var of variables with types VarType,

APyo = {z=c|xz e Var, VarType(z) = int[a,b], c € [a,b]}
U {z |z e Var, VarType(z) = bool}

denotes the set of all atomic propositions over Var. In particular, note that this set is
finite if Var is finite. We will, however, use shortcuts such as, for example, x < y for
the appropriate Boolean combination of formulae in APy ;.

With low(x) and high(x) we denote the lower and upper bound, respectively, for a
variable x, formally

[ a if VarType(z) = intla, b]
low(z) = { 0 if VarType(z) = bool

e (a) = int[a, 1
. | b if VarType(x) = int|a,b
high(z) = { 1 if VarType(x) = bool.

Furthermore, we let b(Var) = A cy 4 low(v) < v Av < high(v) be a Boolean expres-
sion that enforces the appropriate bounds for all variables. A valuation of the variables
in Var is a function v : Var — N that respects the types, i.e. for z € Var we require
v(z) € [low(zx), high(x)].

Then, we let

Y(Var) ={v | v is a valuation of Var}

be the set of all valuations over Var. We will often denote elements of ¥(Var) with s,
because this set will form the state space of the Markov model that is the semantics of
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the PrRisM model. For e € Expry,, and s € X(Var), let [e]s be the value of e in s. If
b € BExpry,, then we write s =0 if and only if [b]s = 1 and we denote by [b] the set
of all valuations that assign the truth value 1 to b, i.e. [b] = {s € ¥(Var) | s = b}.
Note that an s € ¥(Var) induces an expression b(s) = [] v=35(v) € BExpryg,
that holds true only in s, i.e. [b(s)] = {s}.

veVar

Definition 2.20 (Assignment). An assignment over a set of variables Var is a function
E :Var — Expry. that comply with the respective types of the variables. ]

For a valuation s € ¥(Var) and an assignment E over Var, we write s L, ¢ if and
only if for all v € Var we have [v]y = [E(v)]s with the intuition that s is transformed
into s’ by updating the values of all variables according to E.

Definition 2.21 (Weakest Precondition). Given an expression e € Expry,, and an
assignment E over Var, e[Var/E] denotes the expression that results from simultane-
ously replacing each occurrence of each variable v € Var in e by E(v). e[Var/E] is often
referred to as the weakest precondition of e with respect to E and written WP(e, E). O

Definition 2.22 (Guarded Command). A guarded command

c=(a,g,(r1,Er1),...,(rn, En))
over a set of variables Var and a set of actions Act consists of
e an action a € Act,
e a guard g € BExpry., and

e randomness information r; € Ry associated with assignments E; over Var for
1<i<n.

O
The syntactical representation of c is
[alg — rm:Var'=FE1+...+r,:Var' = E,

where Var’ = Ej; is short for a conjunction of entities of the form v' = e where v € Var
and e = E;(v).

Intuitively, a guarded command can be executed in every state that satisfies its guard.
If it is executed, the i-th assignment is carried out with probability or rate r;. For a
guarded command ¢ = (a, g, (r1, E1), ..., (rn, E,)) and valuations s, s" € X(Var), we let
c(s,s)={i|s L, } be the set of indices whose corresponding updates transform s
into s’. Additionally, let a. denote its action and g, its guard.

Definition 2.23 (PrIsM reward model). A PRISM reward model over a set of variables
Var is a (possibly empty) set

Rew C BExzpryq, x R>q
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such that for all (by,r1), (b2,72) € Rew and s € ¥(Var)
sEbbAsEb = (b,r)=(ba,12).
O

The condition imposed on the elements of a PRISM reward model Rew guarantees
that no state is assigned multiple different rewards. For a PRISM reward model Rew,
we let AF(Rew) = {b| (b,r) € Rew for some r € R>¢}.

Now, a probabilistic program combines a set of typed variables, a set of guarded
commands and a PRISM reward model in the following way.

Definition 2.24. A probabilistic program
P = (ModelType, Var,VarType, init, Act, Comm, Rew)
consists of
e a model type ModelType € {dtmc, ctme, mdp},
e a finite set Var of variables,

e a mapping VarType : Var — {int[a,b] | a,b € N and a < b} U {bool} of variables
to types,

e an expression init = b(s) for some s € X(Var),

a finite set of actions Act,

a finite set of guarded commands Comm over Var and Act such that for every
two guarded commands ¢, co € Comm, c¢; # c2 implies a., # ac,, and

e a PRISM reward model Rew over Var.

If ModelType = dtmc or ModelType = mdp, we require

c= (aagv (plaEl)a"'a(pTLaEn)) € Comm = Z bi = 1

1<i<n

and if ModelType = dtmc or ModelType = ctmc we additionally impose that for each
s € X(Var) there is at most one ¢ € Comm with s = g.. O

Example 2.25. Let Pg, be the probabilistic program depicted in Figure 2.6.
It models a probabilistic algorithm over the variables Varg, = {c,h, f,r} whose
bounds expression b(Varg,) is given by

b(Varg,) =1<cAc<4A /\ 0<vAv<l1.
veVar\{c}
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[coin] c=1
[process] ¢ =2
[returnl] c¢=3AhA-f
[return2] c¢=3AN-hA-f
[restart] c¢=3Af

[done] c¢=4

Ll

—

int[1, 4] init 1;
bool init false;
bool init false;
bool init false;

05:d=c+1AN=-h
+05:d=c+1AN =h;
02:d =cH+1ANf=~f
+08:d=c+1Af=F;
02:d=c+1Ar=0Af =1
+08:d=c+1A7r =1;
05:=c+1Ar=0Af =1
+05:d=c+1AT =1;
099:=1AN=0ANf'=0A""=0
+001:d =c+1;

1:d =g¢

Figure 2.6.: The probabilistic program Pg,.

Note that for a Boolean variable v we write v and —w as a shortcut to v =1 and v = 0,
respectively. The algorithm starts with throwing a coin (h) before the processing step
that, based on the outcome of the coin flip, has a different probability to fail (f). In case
of a failure, the algorithm restarts with a high probability and erroneously terminates
in rare cases. Otherwise, it returns a result r that is either true or false with a certain
probability that depends on the coin flip. As false is the (supposedly) incorrect result,

the fail flag is set in this case.

O]

The semantics of a probabilistic program is an DMRM or a CMRM, depending on

the model type of the program.

Definition 2.26 (Semantics of a Probabilistic Program). Let

P = (ModelType, Var,VarType, init, Act, Comm, Rew)

be a probabilistic program. Furthermore, let 7 : ¥(Var) — Rx>g be defined by

r(s) = r’ if there exists (b',7') € Rew such that s =8
| 0 otherwise,

L : ¥X(Var) — APy given by L(s) = {b € APy, | s = b} and init = b(s) for

s e X(Var).

If ModelType = dtmc, the semantics of P is a DMRM

[P] =D, = (D,r) with a DTMC D = (S(Var), Pp, s, APyay, L),

where
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Figure 2.7.: The reachable state space of [Pg,].

e for 5,8 € Sp and ¢ = (a,g, (p1,E1),---, (Pn, Ern)) € Comm with s = g, the
transition probability is given by Pp(s,s') = 3¢ (s 5 Pi-

If ModelType = ctme, the semantics of P is a CMRM
[P] =C, = (C,r) with a CTMC C = (X(Var),Re, s, APyar, L),
where

o for 5,8 € S¢ and ¢ = (a,g,(r1,E1),...,(rn, Ey)) € Comm with s | g, the
transition rate is given by Re(s,s) = 3 Z,cqs.¢) s

If ModelType = mdp, the semantics of P is a DMRM
[P] = M, = (M,r) with an MDP M = (X(Var), Act, P s, s, APyqr, L),
where

e for 5,5 € Sy and ¢ = (a,9, (p1,E1),-- -, (pn, En)) € Comm with s | g, the
transition probability is given by P (s, a,s’) = Ziec(w,)pi.

O]

Example 2.27. The reachable part of the state space of the probabilistic program Pg,
(see Example 2.25) is depicted in Figure 2.7, where the nodes are of the form (c, h, f,r).
O
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Unlike model checkers that build upon a low-level formalism, such as MRMC?, PRISM
does not treat states as abstract entities with labels, but rather as the underlying
valuations of variables. These are used to derive all atomic propositions that hold
in a certain state. Recall that an AP-bisimulation will not lump states that have a
different set of labels attached to them. For a probabilistic program P with reward
model Rew, (M,r) = [P] and a formula ®, an APy,,-bisimulation will obviously
produce the original system as the quotient system, as no two states in M have exactly
the same labels attached to them and, hence, no lumping would occur. In other words,
in order to obtain a quotient system that is possibly smaller than the original system,
it is crucial to find a set of formulae F', such that

1. ® € PRCTLp or ® € CSRLp, respectively,
2. Satp(s) = Satp(s') = r(s) =r(s),
3. Satp(s) = Satp(s') # L(s) = L(¢) for s,s' € S

and compute an F-bisimulation ~. While the first two conditions ensure that ~*
is a proper F-bisimulation on M, (and hence the preservation of ® in the quotient
system M,/ ~f"), the last requirement is necessary, because otherwise only trivial
F-bisimulations would be computed, which would in effect not reduce the size of the
original model. An obvious candidate for F' is the set

AF(P,®) = AF(®) U AF(Rew) C BExpryg,.

Including AF(®) ensures & € PRCTLr or CSRLF, respectively and AF(Rew) guar-
antees that two states s; Nf{;‘ s agree on their reward value. In particular, note that
from the point of view of bisimulation minimization, preserving reward values is no
different than other formulae, i.e. AF(Rew) can be seen as an additional set of atomic
propositions. Depending on ® and Rew, the third condition is not necessarily guaran-
teed, but it will only be violated in case all states of the original system have to be kept
separate in order to preserve the verification result of ® in the quotient system.

2.5. Preliminaries of the BDD-based approach
2.5.1. General

As stated earlier, the transition functions of Markov models can be interpreted as matri-
ces. In fact, this is the usual approach adopted by probabilistic model checkers, because
the numerical operations needed in the model checking process can be elegantly for-
mulated in this way. Model checkers that use an explicit enumeration of the state
space often employ sparse matrix representations [13]. While often being very fast, this
approach still has rather tight limits regarding the size of the model: state-of-the-art
explicit model checkers can deal with state spaces of about 108 to 10°. Realistic models,

*http://www.mrmc-tool.org
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however, often exceed this number by far, because of, e.g., combinatorial explosion, and
thus give rise to the need for data structures that exploit regularities in the structure of
the model. We will now focus on one of these so-called symbolic data structures, namely
Binary Decision Diagramms (BDDs). More precisely, we will consider Multi-Terminal
Binary Decision Diagrams (MTBDDs) as an extension thereof [14], because they are ca-
pable of representing arbitrary transition probabilities. PRisM offers a model checking
engine that solely uses MTBDDs for both storing the model and numerical compu-
tations. Also, it features a symmetry reduction algorithm that exploits the MTBDD
representation [15]. Given a component-wise symmetry, this technique can compute a
bisimulation quotient very efficiently. What it lacks, however, is the possibility to com-
pute a bisimulation quotient in absence of the aforementioned symmetry and, in case
the symmetry is present, to compute a coarser F-bisimulation. In chapter 3 we will
close this gap and evaluate the effectiveness of this new feature. Now, we will describe
the underlying formalism a little further.

2.5.2. Formalism

Given a set B = {x1,...,x,} of Boolean variables and a total order z1 < 23 < ... < xp,
an (MT)BDD M over B is a directed acyclic graph with one root node r, denoted
r = root(M). The inner nodes of M are labeled with an z; € B such that v in M
with lab(v) = x; has exactly two successor nodes, which are either leaf nodes or have
lab(w) = z3, with k > j, where lab(v) € B denotes the variable with which the node v is
labeled. Additionally, the leaf nodes I of M are labeled with values lab(l) from a certain
domain, which will be the real numbers R in our setting. M can then be used to represent
a function fa(z1,...,2m) : {0,1}™ — R in the following way. Each node v of M has
two outgoing edges to other nodes, a 0-arc and a l-arc to v, and v}, respectively. To
determine the function value of fas(b1,...,b,) with b; € {0,1} for 1 <i < n, we start at
the top node r and read its label z; = lab(r). If b; = 0, we follow the 0-arc and otherwise
the 1-arc to the next node and repeat the procedure until we arrive at leaf node [. The
desired function value then is lab(l). Justified by this procedure, we will denote v, and
v} by vigp(vy=0 and v|gp(p)=1, respectively. We will often identify fi; with M and write
M(x1,...,2y) for fa(z1,...,2y). U B ={z1,....,20,} C B and b = (b1,...,bm) €
{0,1}™, this induces a path through M to the node w, whose target node we denote by
W = T|3,=by,....0m=bm OF W = r|g=p for short. The sub-BDD M,, of M rooted by w then
represents the function fas, (Tm+1,---s@n) = far(b1, -« by g1y - - -5 Tn)-

As we fix R as the target domain, we can use the usual arithmetic operations, most
importantly multiplication, on functions also over BDDs in the canonical way. We will,
however, need two additional operations.

Let M be an MTBDD over the variables B and B’ = {z;,...,2,} C B. Then we let

IB' M (z1,...,2,) = M(z1,...,Zj=1,Tmi1,---,Tn)

- Z(bj“_’bm)g{[)’l}m*j M(Q?l, sy Lj—1, b17 L) bma Im+1, xn)

be the existential abstraction of M with respect to B'. Likewise, if M is an MTBDD
over B and B” = {y1,...,yn} is a set of Boolean variables such that BNB” = () and
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|B| = |B”|, then M[B — B”] over the variables B” is the MTBDD that results from
renaming the B variables in M to B” variables.

2.5.3. State Space Representation Using MTBDDs

Let D = (Sp,Pp,sL.,, APp, Lp) be a DTMC, n = [log, |Sp|] and enc : Sp — {0,1}™
be an injective encoding of the state space using n Boolean variables. Furthermore,
let S = {s1,...,8,}, T = {t1,...,t,} be two distinct sets of Boolean variables. The
transition matrix Pp can be represented as an MTBDD M over SUT by letting

M (enc(s),enc(s")) = Pp(s,s)

for any two states s, s’ € Sp. Similarly, the rate matrix of a CTMC can be represented
in this way by choosing the respective rates as the function value instead of probabilities.

However, for an MDP M = (S, Act, P g, Sinit, AP, L) the situation is slightly more
involved, because the matrix R to be represented is not square. Rather, it is a
|Act| - |Sam| x |Sam| matrix. For the MTBDD representation this means that additional
variables A = {a1,...,an} for m = [log, | Act|] have to be added, such that the MTBDD

M representing the transitions is given by
M (enc(s),enc(s"), enc(a)) = P (s, a, s')

assuming a proper extension of enc for action names.

In the sequel, we will often omit enc and, for example, write M(s,s’) for
M (enc(s),enc(s’)) and M(s,s',a) for M(enc(s),enc(s’), enc(a)).

The order of variables plays a crucial role for the number of nodes needed to represent
a certain function. The MTBDD engine of PRISM uses an interleaved order (a; < ... <
ap <) $1 <t1 < $9 <to... =< s, < t, of the source state S and target state variables T,
which proves to produce reasonably small MTBDDs.

2.5.4. Sigref: A Symbolic Bisimulation Tool

SIGREF? is a tool that, given an MTBDD representation of a transition system (or
in our setting, Markov models), is able to compute a variety of different bisimulations
[16]. It implements a signature-based approach, significantly exploiting properties of the
MTBDD representation in the process. The computation of the signature of a state,
that is the stepwise behavior with respect to the current partition, and the refinement
of a block is reduced to simple MTBDD operations and a depth-first traversal of the
graph structure of the diagram, respectively. Besides being freely available, SIGREF
was particularly appealing, because it uses the same MTBDD library as PRISM, namely
Cupbp?, and, hence, was promising regarding the ease of integration.

3http://sigref .gforge.avacs.org/
‘http://vlsi.colorado.edu/~fabio/CUDD/
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Sheldon Cooper: What are the odds that two
individuals as unique as ourselves would be connected
by someone as comparatively workaday as your son?
Beverly: Is that a rhetorical point, or would you like
to do the math?

Sheldon Cooper: I'd like to do the math.

Beverly: I'd like that, too.

The Big Bang Theory - The Maternal Capacitance
(Season 2 - Episode 15)

In this chapter, we describe the integration of SIGREF, a symbolic
bisimulation tool, into the PRISM model checker and subsequently
evaluate the effectiveness of this approach by means of several case
studies.

While being feature-rich in many aspects, PRISM lacks the capability of computing
a coarse F-bisimulation quotient of a given system. MRMC, in contrast, provides this
feature, but, being intended as a verification backend, lacks a high-level input language
and does not employ symbolic data structures. The first shortcoming can be countered
by using PRISM to build the state space of a model specified in its modeling language
and then exporting it to the MRMC input format. Then, MRMC can be used to perform
a bisimulation minimization prior to verification. Apart from relying on file exchange
that is often infeasible for big models, this export builds upon explicitly enumerating
all states of the (symbolically-stored) PRiSM model during the export and the explicit
state space representation used in MRMC, and thus is in large parts inherently non-
symbolical. Finally, this approach suffers from another severe restriction: except for
bounded reachability in CTMDPs, MRMC is limited to models without non-determinism
and does support neither the verification of MDPs nor their bisimulation minimization.

SIGREF complements PRISM by providing a particularly versatile (MT)BDD-based
algorithm for computing a bisimulation quotient of a system. Sharing the same un-
derlying BDD library, namely CUDD, they promised to be both, easily combinable and
altogether avoiding the aformentioned issues. Figure 3.1 illustrates the process chain.
First, the model specification is parsed by PRisM and an MTBDD representation of the
system is built. After that, the BDD represention of M and the initial partition Il
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are passed as arguments to SIGREF, which then computes a bisimulation quotient and
returns the minimized system to PRISM. It can then carry out the verification task on
the quotient system.

[probabilistic program P ]

Prism 3
‘ parser and ! model M = [P],
model builder |! initial partition IL;,;;

‘ verification returns M/~

engine

i model M = [P] ‘[ SIGREF ]

[ verification result ]

Figure 3.1.: Integration of SIGREF into the PRISM process chain.

We will now present a detailed description of the main steps of this integration process
and the necessary modifications to PRISM as well as SIGREF, before we analyze the
impact on model checking performance for some case studies. For the remainder of this
chapter, let P = (ModelType, Var,VarType,init, Act, Comm, Rew) be a probabilistic
program and M = [P] with state space S and labeling function L. Furthermore, let ®
be a PRCTL or CSRL formula, respectively, that is to be verified on M.

3.1. Creating the Sigref Input

3.1.1. The System-MTBDD

PRISM parses an input file that complies with the syntax of its modeling language
and builds an MTBDD representation of the semantics. In particular, this involves
the generation of an MTBDD transa, that represents the transitions of the system as
described in section 2.5.3. We will stick to the notation introduced there, and let S, T,
A, n and m be defined as before. Additionally, we will need the set K = {k1,...,k,} of
auxiliary variables for the refinement procedure of SIGREF.
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By default, PrISM uses the order
(a1 < ... <am <) s1 <t <... <8, <1y

for the variables in its internal BDD representation. For reasons that we will explain in
section 3.2.2, SIGREF’s algorithm for computing the bisimulation quotient requires the
s; variables to precede the a; variables and the k; variables to follow all other ones. For
this, we changed the variable order PRISM uses to

s <ti<...<sp<tph(Ra1<...<ap) <k <...<ky,.

However, this has some impact: first, this clearly influences the size of the MTBDD
as the variable order is crucial for this and secondly, because changing the variable
order back to the original one after minimization turned out to be too computationally
expensive, this rules out the possibility to use any other verification engine of PRISM
than the MTBDD engine. For example, the hybrid engine, which usually gives a good
compromise between space and time requirements, relies on the a; preceding all other
variables.

3.1.2. The Initial Partition
The Canonical Initial Partition

For the reasons we explained in section 2.4.1, we will compute an AF' (P, ®)-bisimulation.
Using the usual partition refinement approach, we achieve this by taking II,pps) as
the initial partition. Given an expression b € BExpry .-, PRISM provides methods to
obtain a BDD M} such that M;(s) = 1 if and only if s = b. The initial partition can
thus be symbolically represented by the set of BDDs

BHAF(P,<1>) ={M,|be B(AF(P,®))}

Distance-sensitive Initial Partition

Reconsidering the definition of strong probabilistic F-bisimulation and the preservation
results for PRCTL and CSRL, we make the observation that a bisimulation preserves
the minimal number of transitions needed to reach a state s’ = W starting from a state
s for all ¥ € F. In other words, if we let dist(s, ¥) be the minimal distance to a state
s’ satisfying ¥ € F from s € Sy, i.e.

dist(s, V) = min{i € N | 37 € Pathsp(s) with 7[i] = ¥ and V0 < j <i.w[j] & ¥},

we observe that dist(s, V) # dist(s', ¥) implies s %X, s’. This can be seen as fol-
lows: without loss of generality, we assume ¢ = dist(s, V) < dist(s’, V), which entails
s = Psg (true US? W) and 5" [£ Pso (true US? ¥). But then it follows directly from
the preservation Theorem 2.19 that s and s’ cannot be bisimilar. A similar argument
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applies to CTMCs and CSRL. We use this knowledge to compute a finer initial parti-
tion that is distance-sensitive as follows. We can easily compute BDDs My, ; such that
My, ,(s) = 1iff dist(s, V) =i by letting Mgy,,, = My and computing

j=i
Mgy, ., = 3T (transpg x Mg, ,[S — T])[T — S| A H My,
3=0

for DTMCs and CTMCs and additionally existentially abstracting from A for MDPs,
where the star denotes the usual multiplication. Now we can treat the distances as
atomic propositions by substituting L by L'(s) = L(s) U {dw | dist(s, ¥) = i}, letting

AF%st (P @) = AF(P,®) U{dy; | ¥ € AF(®) and i < max dist(s, ¥) }

and compute the corresponding set of BDDs BHAF dist (p.y 35 before.

3.2. Computing the Quotient
3.2.1. General

SIGREF pursues a signature-based approach to compute the sub-blocks into which a
block needs to be split. A signature can be thought of as the footprint of a state
with respect to the current partition and captures all information about the next-step
behavior of that state. Given a function sig'(s) that assigns the signature with respect
to the partition II to a state s, SIGREF computes

! = SiGrer(ITY) = {{t € S | sig" (s) = sig" (1)} | s € S}

starting with II9 = II;,;; until a fixpoint is reached, i.e. until II"*' = II" for some
n € N. This approach is particularly versatile, because it only requires an appropriate
re-definition of the sig! function to be able to deal with a variety of systems as well as
bisimulations [16].

We will now present the appropriate sig'! functions for Markov models.

Definition 3.1 (Signatures for Strong Bisimulation for DTMCs, CTMCs and MDPs).
Let II be a partition of S and s € S.
If M is a DTMC,

sign(s) = sigg(s) ={(p,B) | Pp(s,B)=pand BeIl},
if M is a CTMC,
sig'(s) = sigt(s) ={ (r,B) | Rp(s,B) =r and B €1l },
and
sig"(s) = sigy(s) = { { (9, B) | Pm(s,a,B) =p and B € I} | a € Actp }
if M is an MDP. O
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These signatures reflect the requirement that bisimilar states need to agree on their
stepwise behavior (see Definition 2.15). Only states s and s’ that have the same signature
with respect to the current partition II* are possibly bisimilar and can be grouped into
the same block in T+,

3.2.2. Symbolic Implementation
The Current Partition

In order to implement the whole algorithm symbolically, SIGREF needs to represent all its
internal data symbolically, too. More precisely, the current partition II = {Bj, ..., B;}
is represented as a BDD P! over the variables SUK such that P (s, k) = 1 if and only
if s € By. Usually, SIGREF uses consecutive numbers encoded by the variables in K as
block identifiers. In our setting, however, this is not possible, because these numbers
will make up the state space of the quotient system. When the quotient is returned for
the verification task, PRISM tries to interpret these encodings of numbers as valuations
of the variables in the system, and therefore produces wrong results. Hence, we do not
use consecutive numbers as block identifiers, but pick a representative, i.e. for B € Il
we pick an s& . € B and let PY(s,s%,,[S — K]) = 1 if and only if s € B. Figure 3.2
sketches the form of the partition BDD P!, where sy is the representative of the block
B;. All arcs that deviate from the encoding of s, ;[S — K] in the 4-th line lead to the
constant 0-node and have been omitted to improve readability.

3

states encoded
by S

representative states
encoded by K

Figure 3.2.: The form of the partition BDD P for Il = {By,..., B;}.

The Signatures

Similarly, the sig'! functions need to be represented as BDDs. In particular, they have
to be easily computable given transys and P. For sigp and sige, this can be done by
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simple operations on these MTBDDs:
51 S Il
sigpjc = 3T (transp * P [S — TJ).

The inner multiplication connects the source-target pairs of transas with the blocks of
the target states. The existential abstraction then sums up the probabilities over all
target states that belong to a single block B for each source state and each B € 1I,
which corresponds to P(s, B) for B € II.

However, for sigaq the situation is more involved, because a state is mapped to a set
of sets. This in turn means that an MTBDD representation of this function would have
to provide these sets as leaf nodes. As transy, and P are of a different form, it is
not obvious to us how to easily calculate the signature sigr(. Hence, we will follow a
slightly different approach: instead of sigas we will consider the signature

sigﬁ(s) = {(aap7B) | PM(S,G,B) =pand B € H}’

which can be computed in exactly the same way as sigg ¢- However, without any
other modifications, this will not produce the coarsest bisimulation, because two states
agreeing on sig), will always have the same probability distributions with respect to
the current partition via exactly the same action labels whereas sigyq only requires
the existence of the same probability distributions in both states. In other words,
sigh,(s) = sigh,(s") implies siga(s) = siga(s’), but not vice versa, which means that
sig'y, imposes a stronger constraint than necessary (and indeed desired). We will modify
the refinement algorithm (see section 3.2.2) in a way that accounts for this and compute
the coarsest bisimulation despite the simplified signature. The forms of the signature
BDDs are sketched in Figure 3.3, where the indicated path illustrates how the MTBDD
captures P(s,a, B;) = p.

states encoded
S by S

a actions encoded
by A (only for sig),)

srilS — K] representative states
encoded by K

Figure 3.3.: The form of the signature BDDs.
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The Refinement Procedure

Ignoring the case of the extended MDP signature for the moment, now that we have
computed a BDD sig'! for the signatures of all states, we need to assign states with
different signatures to different blocks. For doing this, SIGREF exploits the fact that
CuDD builds reduced BDDs that represent identical functions by exactly the same node.
Because of the variable order (S (< A) < K) this means that for two states s, s’ we have
sig'(s) = sig'(s') if and only if the path that is defined by their respective encodings
lead to the same node in sig', i.e. 7|s—s = 7|s—y for the root node r of sig'l. Algorithm
1 shows SIGREF’s algorithmic approach to the refinement procedure.

The algorithm performs a depth-first traversal through the signature MTBDD. If it
arrives at a node v that is not labeled with a variable from S, then either lab(v) € K or v
is a leaf node of sig''. M, is then substituted by a representative of all the states whose
encodings lead to v. For each node that is visited by the traversal, the new sub-BDD is
stored in a table. This serves two purposes: first, for non-S-nodes this ensures that for
two states with the same signature, the representative state to which they are mapped
will be the same and secondly, for S-nodes, it avoids unnecessary traversals, because
starting from the re-visited node, the traversal would go along the same lines as before.
Ultimately, the REFINE procedure transforms sig'l into another BDD M that maps
states with equal signatures to the same representative, i.e. M = P! If the number
of blocks has increased since the last iteration, i.e. [[I*"!| > |IT¢|, a block has been split
in the current iteration and another iteration needs to be triggered. Otherwise, we have
reached a fixpoint and conclude the computation.

Algorithm 1 SIGREF’s REFINE procedure

1. procedure REFINE(M) > Refines a block based on its signature BDD M
2 v < root(M) > Retrieve the top node of the BDD
3

4 if v € refineTable then

5: return refineTable[v] > Return previously computed sub-BDD
6 end if

7

8 if lab(v) € S then

9: | < REFINE(v|1qp(0)=0), P <= REFINE(v|jqp(s)=1) > Descend recursively in M
10: result <— new node(l, h) > Create new node with sub-BDDs [ and h
11: else
12: result < representativeState()[S — K]
13: end if
14:
15: refineTable[v] < result
16: return result > Return the resulting node

17: end procedure
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3. BDD-based bisimulation minimization

Modifications for the MDP Signature

The strengthening of the signature sigaq to sigy, is problematic, because two states
might have the same outgoing probability distributions, but via different action labels.
However, we make the following observation. Let r = root(sigh,) and v = r|s—s for
some state s, then M, represents sigjw(s) and hence, includes A variables. If we pick
a € Actp with a € Act(s), then w = v|p—, represents the probability distribution that
is associated with a. Put differently, it represents the sigp(s’) signature of the state
s’ resulting from s by omitting all other transitions and only keeping the a-transition.
Consequently, IC,, = {v|a—q | a € Actrq}, as illustrated by Figure 3.4, is a set of nodes
that represents all probability distributions emanating from s.

states encoded

S by S

actions encoded
by A

v
representative states
encoded by K

Figure 3.4.: The set I, for v = r|s—s.

Rather than assigning two states s, s’ to the same block, if r|s—s = 7|s—y as SIGREF
does by default, we will assign them to the same block if K. = K;__ . Technically,
the set K, can be found by performing a depth-first search from v and collecting all
nodes w with lab(w) € K that are reachable by only passing through A-labeled nodes
before. We formulate this as a modification to the original refinement procedure as
illustrated by Algorithm 2. Whenever a non-S-node v is reached, we compute X, and
perform a table look-up to see whether a node w with IC,, = K, was already encountered.
If this is the case, we return the previously chosen representative and substitute v by
the corresponding BDD. Otherwise, we pick a presentative for the (new) block and store
the mapping of K, to the representative for future look-ups.

The correctness of the algorithm can be seen as follows. Let II? be the partition of the

state space in iteration ¢ and M = sig’ Hj{ We observe that states s; and sy will only be
assigned to the same block by REFINE, if either their encodings share a common node
(line 4) or for v = root(M)|s=s, and w = root(M)|s=s, we have IC,, = ICy, (line 13). In
the first case, the sub-BDDs representing the quotient distributions are identical and the
two states obviously behave identically with respect to II. In the latter case, for each
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node v/, v' € K, implies v' € IC,. As each node in K, represents a quotient distribution
with respect to the current partition emanating from sq, this means that for each a; €
Act(s1) there exists ag € Act(s2) such that the corresponding quotient distributions
with respect to the current partition coincide, i.e. Paq(s1,a1,-) = _mi Pam(s2,a2,-), and
consequently, the two states behave equivalently with respect to II%.

The algorithm performs a DFS starting from the root node of M = sig’ E/Z‘ For each
non-S-node another nested DFS is started, which collects all reachable K nodes. As
the nested DFSs possibly visit nodes multiple times, an upper bound for the runtime
of the REFINE procedure is O(|M| - |[M(A)|) where |M(A)| denotes the number of A
nodes in M. However, at the penalty of using more memory, this can be improved to
O(|M|+|M(A)]) if the reachable K-nodes for each A-node are stored in a look-up table
as well, preventing them from getting visited multiple times.

Algorithm 2 SIGREF-based refinement procedure for MDPs

1. procedure REFINE(M) > Refines a block based on its signature BDD M
2 v < root(M) > Retrieve the top node of the BDD
3

4 if v € refineTable then

5: return refineTable[v] > Return previously computed sub-BDD
6 end if

7

8 if lab(v) € S then

9: | < REFINE(v|y=0), h — REFINE(v|y=1) > Descend recursively in M
10: result <— new node(l, h) > Create new node with sub-BDDs [ and h
11: else

12: dists < getReachable K Nodes(v) > Compute K,
13: if dists € distT'able then

14: return distTable|dists] > Look up block representative
15: else

16: result < representativeState()[S — K]

17: distTable[dists] < result

18: end if

19: end if
20:
21: refineTable[v] < result
22: return result > Return the resulting node

23: end procedure

39



3. BDD-based bisimulation minimization

3.3. Case Studies

To study the impact of the previously described method for symbolic bisimulation mini-
mization, we applied it to a variety of case studies, which all can be found on the PRism
website (except for the Crowds protocol, which we remodeled; see section 3.3.7). The
experiments were conducted on a blade server with 4 AMD Opteron processors with
12 cores each and 192GB of memory. However, as PRISM and SIGREF both do not use
multiple threads, only one core was used. Additionally, we restricted the maximally
available memory to 10GB for each experiment. We will now discuss the models that
we used and provide diagrams for the most significant data. For the sake of readability,
we omitted the properties, probabilistic and reward formulae, we checked as well as all
times and sizes here; they can be found in Appendix A. For each case study we include
three diagrams: one for the time reduction factor, one for the state reduction factor
and one for the BDD size reduction factor. The time reduction diagram illustrates the
ratio of the total time, i.e. model construction and verification, needed for the original
model (N) to that using bisimulation with AF(P,®) (BNI) and AF%st(P, ®) (BFI) as
the initial partition, respectively. Consequently, the state reduction diagrams depict
the ratios of the sizes of the original system to the sizes of the bisimulation quotient
(B) in terms of states, and the BDD size reduction diagrams in terms of nodes of the
MTBDD representation. Where applicable, we compared our results with the symmetry
reduction (S) feature of PRIsSM and also evaluated the impact of performing symmetry
reduction prior to bisimulation minimization (SBNI and SBFI). A reduction factor of
less than one means that the particular time or size actually increased. Note that first,
we used a logarithmic scale for some models due to the rapidly increasing reduction
factors and secondly, the model size does not necessarily increase from left to right as
we ordered the models on the horizontal axes according to the first parameter where
applicable. For details we refer to Appendix A.

3.3.1. Shared Coin Protocol (MDP)

As a first case study, we used the shared coin protocol of the randomised consensus
algorithm of Aspnes and Herlihy [21]. N processes are supposed to express a preference
for either 1 or 2. All processes together perform a random walk on a shared global
counter starting with the value 0. When the protocol is started, each process throws a
coin and increases or decreases the global counter based on the outcome. It may be the
case that different processes try to throw the coin simultaneously, which is modeled as
a non-deterministic choice in the respective states, so the resulting model is an MDP.
After having modified the global counter, the process checks whether the current value
of the counter is at most —IN - K or at least IV - K, where K > 1 is another parameter
of the model, and chooses its preference for either 1 or 2 accordingly. If the observed
value is in between the bounds, the process starts over again until a decision has been
made.

As Figure 3.5 (b) shows, we gain exponentially growing state space reduction factors
for both bisimulation minimization and symmetry reduction. Regarding times, BNI
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3. BDD-based bisimulation minimization

tends to be slightly faster than N, but for model sizes N = 7/K =4 and N =8/K =
4 BNI and BFI ran out of memory during minimization. SBNI and SBFI perform
significantly better than BNI and BFI, because symmetry reduction reduces the sizes
of the transy; MTBDD for this model. Overall, although the state space reduction
factor is 20% to 40% greater for bisimulation, it is clearly outperformed by symmetry
reduction with respect to BDD sizes and run times. In particular, bisimulation increases
MTBDD sizes after symmetry reduction 4 to 10 times, which manifests itself in increased
verification times rendering the additional minimization step unreasonable in both time
and space requirements.

3.3.2. Firewire (MDP)

Our second case study concerns the IEEE 1394 Tree Identify Protocol, that is designed
to elect a leader in a Firewire network [22]. The model is parameterized in the delay
DFE along the wires that is assumed to be constant. We will consider the shortest and
longest possible delay that is still in accordance with the IEEE specification, i.e. 30ns
and 360ns. The second parameter is the deadline DL by which we require the protocol
to be finished.

In Figure 3.6 (b) we see that we get decreasing BDD reduction factors with increasing
model size. This leads to decreasing time reduction factors, which are throughout
significantly lower than one, meaning that bisimulation minimization is not worthwhile.
At the same time, the state reduction drops from 30 to about 2, suggesting that for
bigger models even less redundancy can be eliminated by bisimulation minimization.

3.3.3. Peer-To-Peer Protocol (CTMC)

The third case study models a simple peer-to-peer protocol of BitTorrent clients [23].
N + 1 clients try to download a file that has been split into K parts. In the beginning,
one client has all parts of the file in question, whereas all other clients have none. A
client may download a part of the file from any of the other clients, who are already in
possession of that particular part, but only from a total of 4 different sources.

Figure 3.7 shows that for the peer-to-peer protocol huge state space reductions are
obtained using bisimulation minimization, 10 to 10 times more than for symmetry
reduction. Interestingly, for this model symmetry reduction does not pay off in terms of
time, because it increases the MTBDD size, whereas bisimulation minimization drasti-
cally reduces it. Hence, bisimulation outperforms verification of the original model by a
factor of 20 to 100. Not surprisingly, applying symmetry reduction prior to bisimulation
minimization increases minimization times, because of the aforementioned increase of
the BDD size.

3.3.4. Wireless Network (MDP)

This case study models two wireless stations whose messages collide, i.e. they want to
send a message at the same time. In this case, the IEEE 802.11 standard defines a Car-
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rier Sense Multiple Access Collision Avoidance (CSMA/CA) mechanism that seeks to
reduce the likelihood of another collision [24]. This mechanism is driven by a random-
ized exponential backup rule, whose timing depends on the parameter N. The second
parameter, C, specifies the maximal number of collisions that can occur.

As Figure 3.8 indicates, for this case study bisimulation minimization yields a rel-
atively constant space reduction factor for models with fixed N and varying C. An
increase of N apparently introduces more redundancy, which is lumped away by bisim-
ulation. Nevertheless, BNI and BFI result in an increase of the total time needed, the
best case being that minimization overhead and verification gain roughly cancel each
other out (N =4/C = 8).

3.3.5. Synchronous Leader Election Protocol (DTMC)

Our fifth case study concerns the synchronous leader election protocol of Itai and Rodeh
[25]. A ring of N processors is to elect a leader among themselves by sending messages
around the ring. Each of these processors starts with choosing an initial id randomly
from the set {1,..., K} which is then passed along the ring by all processors. If there is
a unique highest id after one complete round, the corresponding processor is determined
as the leader, and otherwise another round is started. The timing is controlled by a
global clock: on each tick a processor reads the value passed by its predecessor in the
ring, decides which value to pass on and writes that value to its output.

Figure 3.9 illustrates that for the synchronous leader election protocol bisimulation
minimization results in huge space reduction up to a factor of 10°. For fixed N and
varying K we observe that the savings in state space size become bigger with increasing
K. Because of this, bisimulation performs better for K = 8. But as for the WLAN
case study, the time spent on minimization is not outweighed by the reduced verification
time, except for N = 6/K = 8. All curves indicate that for greater model sizes, the space
and BDD reduction grows exponentially and, in particular, bisimulation minimization
could become worthwhile with regard to the total time needed. Unfortunately, we were
not able to build the system for N = 7/K = 8 as PRISM ran out of memory in the
process.

3.3.6. Zeroconf Protocol (MDP)

The second to last case study we applied our minimization technique to, is the Zeroconf
protocol [26]. It solves the problem of automatically configuring IPv4 addresses in a
network. Whenever a new host is added to the network, it randomly chooses one from
a fixed pool of K different TP addresses. It then sends N messages, asking the network
whether there is a device that already claimed this address. If this is not the case, it
will claim this address and otherwise it is required to reconfigure.

Once again we obtain exponentially growing state space reductions using bisimulation
minimization (see Figure 3.10), which also results in a reduction of the BDD size for
this model. Nevertheless, the time spent on minimization outweighs any reduction of
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Figure 3.10.:

Zeroconf Protocol results for BDD-based bisimulation.
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verification time that is gained, as shown by the time reduction factors being significantly
lower than one.

3.3.7. Crowds Protocol (DTMC)

The Crowds protocol by Reiter and Rubin [27] is a technique for sending a message
anonymously to its destination by randomly routing it through a crowd of size N whose
members are attackers with a probability bad. A protocol run starts with the sender
forwarding the message into the crowd. All good crowd members either send the mes-
sage to another crowd member with a given probability or deliver the message to its
destination, whereas bad crowd members record the most recently seen crowd mem-
ber, suspecting that this might have been the original sender, and deliver the message
directly. The protocol is repeated a total of R times.

Note that although the model is available from the PRISM website, we used a refor-
mulation (see Appendix C) of the model for the sake of comparability with the method
devised in chapter 4.

Although the huge state space reduction is reflected in the BDD sizes (see Figure
3.11) and thus in verification times, the time spent on minimizing the system outweighs
the verification gain. However, with increasing model size the time reduction factor
increases, suggesting that for greater model sizes, bisimulation minimization could pay
off in terms of time. But, as for the synchronous leader election protocol (see section
3.3.5), we were not able to build bigger systems without relaxing the memory restriction.

3.4. Analysis

3.4.1. Bisimulation in General

The experiments show that significant state space reductions can be obtained using
bisimulation minimization. In 5 out of 7 of the presented case studies even logarithmic
state space savings can be observed. This reduction is, however, only partially reflected
in the BDD size needed to represent the system. In some cases, the BDD size is indeed
reduced, even exponentially, but other examples show that also the reverse is possible.
For example, for the shared coin protocol, we get a significant blow-up of the BDD size
despite the enormous state space reduction. This is because a reduction of the state
space may add irregularity to the system, which negatively influences the numbers
of nodes needed in the BDD. This confirms observations Not surprisingly, in almost
all case studies for which this BDD blow-up can be observed, applying bisimulation
minimization results not only in an increase of the memory requirements for storing
the model but also of verification time compared to the original model. The same
holds true for symmetry reduction, which can be seen, e.g., in the peer-to-peer protocol
case study. For the cases where the BDD size is actually reduced, we notice reduced
verification times. But this reduction comes at a high price: in most cases, the time
needed to compute the bisimulation quotient greatly exceeds the saving in verification
time, leading to a significantly higher amount of time needed in total. Only for the
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Figure 3.11.: Crowds Protocol results for BDD-based bisimulation.
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peer-to-peer protocol case study we could gain any notable total time savings. Also,
even if the BDD representing the quotient system is smaller than the original BDD,
peak memory usage is usually not reduced, as the full system needs to be build first and
additionally, the intermediate partition and signature BDDs used during bisimulation
computation tend to be bigger than the original system. So all in all, bisimulation
minimization seems to be not particularly worthwhile in this setting, neither with respect
to time nor with respect to memory requirements.

3.4.2. BNI vs. BFI

Using AF%st(P, ®) instead of AF (P, ®) significantly reduces the number of iterations
needed for most of the models. Unexpectedly, the time spent on bisimulation computa-
tion did not decrease, but actually worsened. This is because of two reasons: first, the
sets of states with identical minimal distance to ”target states” tends to have a bigger
BDD representation than the naive initial partition because of irregularity and secondly,
in each iteration, SIGREF loops through the initial partition BDDs and refines them in-
stead of the full partition BDD to reduce peak memory usage. In both scenarios, the
number of nodes the partition algorithm has to traverse is increased. This is only made
up in case the number of iterations is sufficiently reduced by the finer initial partition,
for example in the Zeroconf protocol case study.

3.4.3. Bisimulation and Symmetry Reduction

While both reduction techniques produce a bisimulation quotient - symmetry reduc-
tion a finer one and bisimulation the coarsest one preserving the respective properties -
they differ in some other key aspects. Symmetry reduction is only applicable if certain
components of the system are perfectly symmetric which needs to be detected by hand.
This is contrasted by bisimulation minimization, which is a fully automated approach
and applicable to any of the aforementioned Markov models. Another key difference
is the computational approach: while the bisimulation quotient is computed using the
partition refinement approach we described earlier, symmetry reduction merges equiv-
alent states via a sorting algorithm applied to the MTBDD parts of the symmetric
components of the system. Experiments show that the symmetry reduction quotient is
extremely efficient to compute as opposed to the F-bisimulation quotient. Both suffer
from the potential BDD blow-up due to reduced regularity in the system. This is nicely
illustrated by the shared coin protocol and the peer-to-peer protocol case study. In the
first one symmetry reduction outperforms bisimulation, whereas in the latter one this
relationship is exactly reversed. Both times it is due to the BDD size of the reduced sys-
tem. Another interesting observation is that for both case studies, although BDD sizes
differ significantly, symmetry reduction computes a bisimulation quotient that is rela-
tively close to exact bisimulation for the shared coin protocol. Regarding the interplay
of the two minimization techniques, we note that symmetry reduction is only beneficial
for the bisimulation computation if it reduces the BDD size. We did not encounter any
case studies for which the combination of the two was more efficient than the application
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of only a single minimization step in terms of time. However, in case of the shared coin
protocol, symmetry reduction sufficiently reduces the BDD sizes and thus the memory
requirements to enable a previously infeasible bisimulation minimization for the larger
parameters.

3.4.4. Symbolic vs. Explicit

Katoen et al. [4] investigate the impact of bisimulation minimization on explicit-state
model checking. They conclude that for several case studies, including the peer-to-peer
(see section 3.3.3) and the crowds protocol (see section 3.3.7), bisimulation minimization
positively influences the time needed for the verification of the system. Although the
time reduction depends on multiple factors, such as the convergence rate of numerical
computations, the huge state space reductions result in smaller data structures, which
accelerates all subsequent operations. This contrasts our setting in which decreasing the
state space size is not always accompanied by a smaller representation of the system in
memory.

Altogether, we conducted three case studies that also appear in [4]. Interestingly,
for the synchronous leader election protocol and the peer-to-peer protocol, we get very
similar time reduction factors compared to the explicit setting, whereas the relatively
high time gain for the crowds protocol in the explicit setting did not occur in our setting.

However, probably the most important observation is the following. Despite the fact
that bisimulation minimization in the explicit case often decreases time requirements
while in the BDD case it increases computation time, bisimulation computation on
BDDs tends to be much faster than on an explicit-state representation. This can be
seen by comparing the times needed for bisimulation minimization on all three common
case studies. So the reason for the overall observations is not the time requirements
for the BDD-based bisimulation minimization per se, but rather the extremely efficient
model checking procedures on MTBDDs.

3.5. Conclusion

Confirmed by a number of case studies, we showed that bisimulation minimization
yields enormous state space reductions for a variety of models. However, this reduction
sometimes leads to a blow-up of the BDD, which in turn leads to both higher memory
consumption and an increase in verification time. This blow-up is the result of the un-
predictability of BDD sizes in general and a loss of regularity in the system in particular.
For the examples for which we get a reduction of the data structure size, bisimulation
minimization is not worthwhile for two reasons: first, the peak memory consumption
is typically not reduced, because the full system BDD needs to be build upfront and
intermediate BDDs during minimization tend to be larger than the original system itself
and secondly, the time savings gained are almost always drastically outweighed by the
time spent on minimization. Additionally, a finer initial partition reduces the number
of iterations needed, but in essence led to even longer minimization times because of
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larger intermediate BDDs.
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4. SMT-based bisimulation minimization

Ignoring the trees to see the forest doesn’t mean that
one is more important than the other; it just gives a
different perspective.

M. Sipser - Introduction to the Theory of Computation

In this chapter, we present a novel technique to extract the bisimu-
lation quotient from a probabilistic program without building the
full system model first by leveraging SMT solvers. We describe our
prototypical implementation and present first case study results.

The approach described in the previous chapter computes the bisimulation quotient
symbolically by BDD manipulations. This, however, has one serious drawback: it
requires the data structure representation of the full system to be built prior to mini-
mization although all necessary information about the behavior of the system is already
included in the probabilistic program. But this means that if there is a means to rea-
son at the language level, it would be possible to avoid constructing the full model in
terms of a symbolic or explicit data structure before minimizing it, but instead directly
compute a bisimulation quotient. As a probabilistic program mainly consists of vari-
ables and expressions over them, satisfiability checking is an obvious candidate for the
aforementioned reasoning gap.

The Boolean satisfiability problem (SAT) is one of the most famous problems in
computer science. Given a Boolean formula in conjunctive normal form, it is to be
determined whether there exists a valuation (or interpretation) of the Boolean variables,
such that the formula evaluates to true, i.e. is satisfiable. Satisfiability Modulo Theories
(SMT) is an extension of this problem, that allows for formulating satisfiability queries of
formulae using more expressive theories, such as, among others, real and linear integer
arithmetic (RA and LIA, respectively). Interest in leveraging SAT and SMT formulations
in formal verification has grown rapidly, although there remain challenges [17]. It is
widely applied, for example in bounded model checking [18, 19], abstraction techniques
[5] as well as other verification methods [20].

We will now first define the problem instance we are going to utilize in the SMT-
based approach, namely an SMT instance using quantifier-free linear integer arithmetic
(QF_LIA), before we present the actual method.
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4. SMT-based bisimulation minimization

Definition 4.1 (SMT problem instance for QF_LIA). Let ¢ be a quantifier-free formula
in the first-order logic of linear arithmetic over integers (LA(Z)). Then

| yes if Jxy...dx,p satisfiable
SMTriale) = { no otherwise.
O

In the sequel, let P = (ModelType, Var, VarType,b
abilistic program with ModelType = dtmc,

Act, Comm, Rew) be a prob-

Sinit)?

c=lalg — p1:Var'=E+...+p,:Var' = E,

be a command ¢ € Comm and D, = (D, r) be the DMRM induced by P with DTMC
D = (X(Var),Pp, Sinit, APyar, L) such that there are no deadlock states in D, i.e. for
each s € ¥(Var) there exists a command ¢ € Comm such that s = go. Although we
will present the algorithm for DTMCs, it is also applicable to CTMCs. However, its
extension to MDPs appears to be non-trivial and is left unconsidered here.

To illustrate the main observations and ideas, we will return to the examples 2.25 and
2.27 throughout this chapter. As shortcuts, we identify a command ¢ with its (unique)
label a. and refer to the i-th update of a command c as E. ;. Also recall that g. denotes
the guard of c¢. Additionally, we use previously introduced denotations such as Varg,.

4.1. Meaning of Weakest Preconditions

As our algorithm is based on the use of weakest preconditions, it is important to have an
intuitive understanding of what they express. Recall that b(s) is a Boolean expression
that characterizes the state s € X(Var). Given a state s’ € 3(Var) and an assignment

E over Var, WP(b(s'), E) = b(s) if and only if s L, ¢, In other words, the weakest
precondition WP(b(s'), E) characterizes exactly the state s that is transformed into
s’ by E. Given an arbitrary expression b € BEzpry,, that characterizes the set of

states [b], [WP(b, E)] = {s]|s L, ¢ for some s’ € [b]}. Put differently, the weakest
precondition of a Boolean expression characterizes those states that are transformed
into a state in [b] by E.

Example 4.2. Consider the coin flip command
[coinjlc=1—05:=c+1AN==h+05: =c+1AN =h;

of the probabilistic program Pg, in example 2.25 and in particular its first assignment

c+1 ifv=c
Ecoin,l(v) = —h ifv=~h
v otherwise.
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4.2. Idea

Let b = gprocess = (¢ =2) be the guard of cprocess, then

Wp(b, Ecoin,l) = b[vaT/Ez/Ecoin,l] =c+1=2

Ecoin
which reflects the fact that every state s with s —%" s’ for some state s € [b] must
satisfy ¢ = 1. O

4.2. ldea

Recall that for a probabilistic program over Var, b(Var) is a Boolean expression that
ensures the bounds for all variables. Assume that we are given a set of Boolean expres-
sions m = {by, ..., by} that induce a partition

II={B;=[bi],...,Br = [bx]}
of ¥(Var) for which we write II = [r]. For

c=[ag —pr:Var'=E1+...+p,:Var' = E

and 1 <iq,...,i, < k we let
n
WP.(By, ... /\ P(bi,, E))
be the weakest precondition of B;,,..., B;, with respect to ¢ € Comm. We can now

conclude that
E-
[WP.(Bi,,...,B;,)] ={s € (Var)|s — s; for some s; € B;; for all 1 < j < n}.

In other words, the expression characterizes exactly those states that are transformed
into an s; € B;; by the j-th assignment of ¢ for all 1 < j < n. If additionally c is enabled
in s € [WP.(B,,,...,Bi,)], i.e. s gc, we say that ¢ leads these states into the block
combination (By,,...,B;,) and write s — (By,,...,B;,). If s = (By,,...,B;,), we

let
. o bj if Bij =B
ps(s, B) = { 0 otherwise

and denote the total probability of entering the block B from s with command ¢ by

Pre(s, B) Zps j, B

If s = (By,,...,Bi,), the quotient distribution with respect to the current partition
in s coincides with Pre(s,-), i.e. [Pp(s,)]~y = Prec(s,-), where ~q is the equivalence
relation induced by II. If additionally s’ — (B;,,...,B;, ) for another state s, we
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4. SMT-based bisimulation minimization

can conclude Pr.(s,-) = Pr.(s',-), which in turn implies Pp(s, ) =, Pp(s,-). Note,
however, that the reverse directions of these implications do not hold, because first,
a command might lead to different block combinations that induce the same quotient
distribution and secondly, there might be states that have different commands enabled,
but still agree on the quotient distribution.

Example 4.3. Reconsider the examples 2.25 and 2.27. Let the partition II = [r¢,]
with 7ep = {f,f}, B1 = [f] and Bz = [~f]. Furthermore, let s; = (2,0,0,0). Then,
the weakest precondition of (B, Bg) with respect to the process command cprocess 1S
given by

Wpcprocess (Bl? BQ) = WP(f7 Ep"‘OC€$$71> /\ WP<_‘f7 EPTOCBSS,Q) = _|f /\ _‘f = _|f
and s; € [WP,

process (

C
we conclude s; — (B1, Ba),

By, By)], because s1 = —f. As s also satisfies gprocess = (¢ = 2),

0.2 if B=5B
Prcprocess (317 B) - { 0.8 if B= B2

a’nd [PD(817 )]NH = Prcprocess (817 )

Also observe that for so = (3,1,0,0) we have sy %" (By,B) and
Pp(s2,-) =~; Pop(s1,-), although there exists no ¢ € Comm such that
Pre(s1,-) = Pre(sa,-). O

Letting B = [b] € II and

Y= b A gc/\WPc(Bil,...,Bin)l

seB
SL>(B2'1 ,...,Bin)

we observe that s = ¢ if and only if s € B and s — (B;,,...,B;,). In other words,
¢ characterizes exactly the subset of states of B that is led into (B;,,...,B;,) by ¢
and therefore agrees with the quotient distribution with respect to II. Recall that
b(Var) is a Boolean expression that ensures the bounds for all variables in Var. Then,
[¢] is non-empty if and only if the QF_LIA formula ¢ A b(Var) is satisfiable, i.e. if
SMTrra(e N b(Var)) = yes, which can be determined using an SMT solver. The
additional conjunct b(Var) is necessary, because otherwise the solver might find integer
solutions that are not valid valuations of variables and are thus not states in X(Var).

Example 4.4. Let IT = [, ] with 7%y, = {¢ # 4,c¢ = 4} be a partition of X(Var),
B = [¢ # 4] and By = [c¢ = 4]. By constructing

SOE-Z‘ :C#4/\C:gAf/\WPCTestart(Bl7B2)

seB1 SCT%rt(B1,BQ)
=c#4Nc=3NfA1#4Nc+1=4
=c=3Af
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and checking ¢p, A b(Varg,) for satisfiability, we determine that there are states
s € By with s “9" (By,By) and, as expected, we observe (3,1,1,0) and
(3,0,1,0) € [prz]. Accordingly, we have

{099 ifB=B
Pre,...(s,B) = { 0.01 if B= By

for all s = ¢ps. O

4.3. Algorithm

We will now present an algorithm that takes a probabilistic program as its input, com-
putes a bisimulation based on the aforementioned idea and produces another probabilis-
tic program whose semantics is the quotient of the original system with respect to the
bisimulation.

4.3.1. Computing the Bisimulation

As for the BDD-based approach, the algorithm utilizes the usual partition refinement
approach. At all times, the current partition II = {Bj,..., B} is represented by
a set of expressions m = {b1,...,by} C BExpry, such that II = [r]. Initially,
Tinit = B(AF (P, ®)) canonically represents the initial partition Il = I 4p(pe)-

Algorithm 3 illustrates the refinement loop, which is based on a procedure SMTRE-
FINE. It refines the block B = [b] with respect to the current partition IT = [r] and
returns expressions characterizing the sub-blocks into which B was split.

Algorithm 3 SMmT-based partition refinement

Require: probabilistic program P, formula ®
Ensure: II = [r] induces AF (P, ®)-Bisimulation

1. procedure SMTBISIM(P, @) > Computes an AF (P, ®)-bisimulation
2 m < B(AF(P,®)) > Set up initial partition
3 Told < U]

4

5: while |7y4| # |7| do > Refine until stable partition reached
6: Told < T

7 for b € 7 do

8 m = (m\b) U SMTREFINE(b, ) > Refine B = [b] wrt. [«]
9 end for
10: end while
11:
12: return 7

13: end procedure
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4. SMT-based bisimulation minimization

SMTREFINE is the core procedure of the algorithm and is sketched in Algorithm 4 on
page 63. It makes use of the following capabilities of the SMT solver:

o assert(b) for a b € BExpry,, adds the formula b to the assertion stack of the
solver,

e removeAssertions() removes all currently asserted formulae,

e hasNextSolution() returns true if and only if the conjunction of all formulae on
the assertion stack is satisfiable and stores a model, i.e. an assignment of values to
variables such that all formulae evaluate to true, if it was found to be satisfiable;

e if the last call to hasNextSolution() returned true and given ordered sets
Zy = {210 21k} o5 Ly = {201, Znk, } of Boolean auxiliary variables,
getTrueVarInd(Z,...,%Zy,) returns an n-tuple (i1,...,4,) of indices, such that
211y -+ Zny, are assigned 1 in the model, i.e. the valuation of variables that
makes all asserted formulae evaluate to true, the solver found to prove satisfiabil-
ity.

The procedure SMTREFINE computes a mapping sig from probability distributions
i € Disty to sets B, = sig[u] of Boolean expressions such that s € B with
[Pp(s, )]~y = p if and only if there exists b, € B, with s |= b,. If the number of
keys of the mapping after the refinement procedure is greater than one, this means
the block needs to be split, because there exist states with different quotient distribu-
tions. Additionally, we can derive Boolean expressions that characterize the necessary

sub-blocks from sig as follows. As there are no deadlock states and II is a partition of
E(Var), [Pp(s, )]~y € keys(sig) for all s € B. But then

s € B with [Pp(s,-)lo; =p <« 3b, € B, suchthat sk=b, < sk \/ by
b.E€B,

and the expressions for the sub-blocks into which B needs to be split are given by

\/ bul € keys(sig) ¢,
bu.EB,

which is returned by SMTREFINE upon termination.

In order to compute sig appropriately, the key idea is to perform an ALLSAT-like
enumeration of the different block-combinations a command ¢ might lead to for each
command ¢ € Comm. To that end, we construct the following system of formulae for
each command c and auxiliary variables z; ; € Var

b(Var) AbA ge

zij — WP, E;) forall1 <j<kandall<i<n (4.2)
k

\/ zijforall1<i<n (4.3)
j=1

60



4.3. Algorithm

While the formula (4.1) ensures that the states we are dealing with are in B and have ¢
enabled, (4.2) is a system of formulae that asserts the weakest preconditions of all blocks
with respect to all assignments of ¢, each implied by a unique auxiliary variable z; ;.
Finally, the formula (4.3) enforces that in each solution at least one auxiliary variable
belonging to a weakest precondition with respect to the assignment E; equals 1 for all
1 <4 < n. Because of the last requirement, in each model found by the solver there exist
indices 1 < 41,...,%, < k such that z1;,,...,2,,, all equal 1, which inevitably implies
Nj=1 WP(bi;, Ej), because of (4.2). That is, in combination with (4.1), we can conclude

that there exist s € B with s — (Bj,, ..., B;,). Hence, enumerating all solutions of the
z; j for the formulae system and identifying the appropriate indices i1, ...,%, produces
all n-tuple of blocks in II into which some state in B is led by c¢. Every time a model is
found, we first compute the probability distribution that is induced by the block-tuple
and update the signature table accordingly, before the current solution is ruled out by
asserting \/?:1 —zj,i; and the solver is used to determine the next solution.

Example 4.5. Let II, 7, , Bi, Ba be as defined in Example 4.4 and B = By the block
to be refined.
We choose ccpin as the first command and construct the formulae system:

b(Vargs) N\e#4Nec=1

211~ c+1#4

z12 —+c+1=4

291 —c+1#4

290 —+c+1=4

Z211V 21,2

221V 222
The solver returns z1; = 1 and 291 = 1 as the only solution of the auxiliary variables,
which corresponds to the fact that for all states in B; that have c.y, enabled the

quotient distribution is pq(B’) = 1 if and only if B = B;. We update the previously
empty mapping sig accordingly

sig={p1—{c#F4dNc=1Nc+1#4Nc+1#4}}
and continue with constructing the formulae system for ¢ estqart
b(Varg,) N\c#4Nc=3Nf
Z1,1 — 1 75 4
21,2 — 1=4
z21 —c+1 #4
z20 > c+1= 4
211V 212

22,1V 222
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4. SMT-based bisimulation minimization

for which the solver identifies 217 = 1 and 222 = 1 as the only solution. This means
that all states s with s = grestart pOSsess the quotient distribution

.~ {099 if B'=B
“2<B){ 0.01 if B' = By

which updates sig to

sig={p1—{cFdNc=1Nc+1#4Nc+1F#4},
po—={c#A4Nc=3NfA1L#4Nc+1=4}}.

Following this process and omitting the intermediate results, SMTREFINE computes the
final mapping sig as

sig =4 wp = {c#AdNc=1Nc+1#4Nc+1#4,
cFANc=2Nc+1#4Nc+1F#4},
pa = {c#FANc=3NfAL#4Nc+1=14},
us—={c#£4Nc=3ANhA~f,
cEA4Nc=3N-hA-f} }

where 11 and ps are as before and ps(B’) = 1 if and only if B’ = By. Consequently,
B needs to be split in three different sub-blocks according to the different quotient
distributions. O

4.3.2. Extracting the Quotient

Once a stable partition II = [7]] = [{b1, ..., bx}] has been reached, the quotient system
has to be computed. We do this by constructing a probabilistic program whose semantics
is the bisimulation quotient of the original system. During each refinement step, we keep
track of the quotient probability distribution pup associated with each block B. Then,
the resulting probabilistic program is given by

P. = (ModelType,Var~,VarType~,init.,{ai,...,a;}, Comm., Rew..)

where
o Var. = { block },

e VarType~(block) = int[1, k],

init., = (block = i) if and only if b; A b(sinit) is satisfiable,

Comm.. = {la;] block =i — Z?Zl p; (Bj) : block" =7 |1 <i<k},

Rew., = {(block = i,r) | (b,7) € Rew such that b A b; satisfiable}.
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Algorithm 4 SMT-based block refinement

Require: block B = [b] given by b € BExpry,,, partition II = [r] of ¥(Var) given

by ™= {b17 SRR} bk} C BExpryar

Ensure: returns partition m, C BExpry,, of [b] such that Pp(s, ) =.n Pp(s,-) if

1:
2
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

and only if s = b/ < & =V forall b € m,

procedure SMTREFINE(b, m = {b1,...,b;}) > Refines B = [byar A 0] wrt. II = 7]
sig =10 > Initialize mapping of Disty to set of expressions in BExpry o

foreachc=1[alg — r:Var'=E1+...+r,: Var' = E, € Comm do
assert(byqr) > Assert common part to all SMT calls
assert(b)
assert(g)

fori=1...ndo
for j=1...kdo

assert(z;, ; — WP(b;, E;)) > Assert all possible WPs wrt. E;
end for
Zi + {zim |1 <m <k} > Store auxiliary variable group for E;
assert(\/?z1 Zij) > Require at least one WP to hold in each group
end for

while hasNextSolution() do
(i1, ..., in) < getTrueVarind(Z,...,Z,) > Get active WPs in solution

bsig —bAgA /\?:1 WP(bij,Ej) > s — (B’h? .. .,Bin) for all s ): bsig
51g[Prsc(-)] <= sig[Prsc(-)] U {bsig} > Update signature accordingly

assert(\/i_; =zi;;) > Rule out currently active WP combination
end while
removeAssertions() > Clear assertion stack of solver
end for

if |keys(sig)| > 1 then

return {\/ . e|V € val(sig)} > Split block if necessary
else

return b > Otherwise return input block
end if

end procedure
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block : int[1, 5] init 1;
[a1] block=1 — 1:block' =2;
[as] block =2 — 0.2:block’ =3+ 0.8 : block’ = 4;
[as] block =3 — 0.99:block’ =1+ 0.01 : block’ = 5;
[ag] block=4 — 1:block’ =5;
[as] block =5 — 1:block’ =5;

Figure 4.1.: The probabilistic program Pg, ~.

start (1)

0.99

O(N/

Figure 4.2.: The quotient DTMC Dgy ~ = [Pgg~]-

Example 4.6. Continuing the previous example, we compute the stable partition (ex-
pressions have been simplified to improve readability)

it ={e=1A=f,c=2AN~f,c=3Nfc=3A-f,c=4c=1Af,c=2Af}

sta sta sta sta BSta sta sta
B; Bj Bj B 5 B B

and extract the quotient program depicted in Figure 4.1, in which we already omitted
the unreachable blocks Bg'® and Bs'. The corresponding quotient DTMC is presented
in Figure 4.2. O
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4.4. Prototypical Implementation

4.4.1. General

There is a number of SMT solvers that regularly participate in competitions and are
particularly successful in the QF_LIA class, e.g. Yices', MathSat? and SatEEn3. In our
setting, it turned out to be of extreme importance that the solver provides a C/C++
API instead of just an executable which is to be used with standard file input, as this
significantly shortens computation times. Against this background, Yices and MathSat
4 are particulary interesting. With MathSat being faster in the competitions, we imple-
mented a prototype of our algorithm in about 10,000 lines of Java code and connected
it to the C API of MathSat via the Java Native Interface (JNI).

Choosing Java allowed reusing the expression and parsing engine of PRISM, but was
not the most efficient choice with respect to memory and time. Using a C solver requires
the prototype to sometimes keep two copies of the same expression, one Java-version for
further modifications in the main algorithm and one native version to serve the solver.
While being memory-inefficient, it also comes at a time penalty: whenever an expression
needs to be passed to the solver, the formula needs to be specifically built for the solver
via JNI-calls.

4.4.2. Optimizations

During the implementation, we soon discovered the necessity for optimizations that
counter some of the challenges of the approach.

Reachability

As illustrated by Example 4.6, by default the algorithm may produce unreachable blocks.
If this is not detected, they are refined in each iteration, which might even produce
unnecessary iterations. This can, however, be partially avoided by keeping track of the
current initial block B;,;; and the quotient probability distributions in each block. While
the latter is automatically determined in each block refinement step, the former can be
determined by letting Bjnit = [bstart] such that bgerr € m and b(Var) Absiare Ab(Sinit) is
satisfiable. We can use this information to perform a breadth-first search through the
current quotient model and remove all blocks from the partition that were not visited.
Additionally, we use the order of the traversal as a guide to which blocks to refine first.
We implemented several splitting orders, which sometimes differ drastically in terms of
runtime.

To improve on this countermeasure, we provide the possibility to specify an expression
breach over the variables of the model, which is additionally asserted in each call to the
solver. Given that b,.q., Over-approximates the reachable states, this leads to the same

"http://yices.csl.sri.com/
’http://mathsat4.disi.unitn.it/
3http://vlsi.colorado.edu/~hhkim/sateen/

65



4. SMT-based bisimulation minimization

hAf|hAﬁf

o &

Figure 4.3.: The partition tree 1.

quotient system whilst potentially ruling out a lot of unreachable blocks during the
computation.

Partition Representation

Following directly from the partition refinement principle, a block B is split into sub-
blocks By, ..., By such that the B; are a partition of B. In our setting, this is reflected
by the fact that all expressions by, . . ., by for the sub-blocks of B = [b] share the conjunct
b. This suggests to represent the current partition using a tree as follows. An inner
node n of the tree carries a tuple of expressions (e1,...,e,) and has m + 1 successors,
which represent the sub-blocks characterized by the respective e; and A", —e;. The
leaf nodes v represent the current blocks of the partition and are characterized by the
conjunction of expressions along the path from the root node to v. If a block B = [b]
represented by the leaf node vp needs to be split, we only need to split vp using the
expressions for the sub-blocks without their common conjunct b. Initially, the root node
is assigned the expressions B(AF (P, ®)).

Example 4.7. The partition tree of Figure 4.3 represents the partition
—{(c#£ D ABAF)A(BAF), (e # 4 AN, (e #4) A (hA~f), e =4)}.

~~ N——
B1 B Bs By

Eligible Target Combinations

Besides, we can easily restrict the number of weakest preconditions we have to assert
during the refinement of a block B as follows. If in one iteration, we determined that
there only exist states s € B such that s — (Bi,...,By,), we can conclude that for
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all sub-blocks of B, we must only consider sub-blocks of B; as possible target blocks of
the i-th assignment of c¢. In particular, the sub-blocks of B do not need to be refined in
case no B; was split. Also, if only one command is enabled in a block and only some of
the target blocks were split, we only need to reassert the weakest preconditions of the
blocks that were split. Additionally, it suffices to only assert the parts of the weakest
preconditions the new target blocks do not have in common with their ancestors.

Program Flow Variables

Often it is easy to identify variables in a probabilistic program that govern the program
flow, i.e. the possible behavior of the program in the next step. Because of this, in
most cases the exact value of these variables is preserved by bisimulation minimization,
i.e. all states in a bisimulation block agree on the values of the program flow variables,
and can thus not be abstracted. We implemented a feature that, given a set of program
flow variables, performs an exploration of the model with respect to these variables and
uses the results to determine the reachable valuations of these variables to refine the
initial partition on the one hand, and to restrict the eligible target combinations for the
command (see section 4.4.2) on the other hand.

Example 4.8. In Example 4.6 we observe that c is a program flow variable in Pg,. [

Simplification of Expressions

As illustrated by the final mapping sig of Example 4.5 for our toy example, the ex-
pressions in the computation steps tend to become unnecessarily large and redundant.
During first experiments, we noticed that even for small models and small bisimulation
quotients, the process ran out of memory because of the excessive size of the expres-
sions. To at least partially stem this problem, we implemented a simplifier capable of
performing elementary simplifications, enabling us to treat larger models.

Further Solver Capabilities

The rich MathSat API offers further useful methods for improving performance, such
as saving and restoring the assertion stack of the solver instance, which utilizes previous
results of satisfiability calls as far as possible.

4.5. Case Studies

The setting we used for conducting our case studies was the same as for the BDD-based
bisimulation (see section 3.3). Also, we stick to the diagram forms used there and
provide details in terms of the properties checked and exact times in Appendix B. As
AF%st(P ®) is not available for the SMT-based approach because we explicitly avoid the
exploration of the full model, there is only one bisimulation minimization variant (B)
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used in the diagrams. Also note that although the bisimulation minimization is SMT-
based, we can give the BDD sizes for the quotient systems, because PRISM transforms
the quotient program into its BDD representation for the actual verification.

4.5.1. Synchronous Leader Election Protocol (DTMC)

As a first example, we reconsidered the synchronous leader election protocol (see section
3.3.5). The results are shown in Figure 4.4 where diagram (b) coincides with Figure
3.9(b) on page 47 for the common parameters, because we effectively compute an isomor-
phic quotient system despite the differences of the approaches. However, the resulting
BDD sizes of the quotient systems of the SMT-based and the BDD-based approach differ
by one order of magnitude (cf. Figure 4.4(c) and Figure 3.9(c)).

As for the BDD-based method, bisimulation minimization is not worthwhile in terms
of the total time needed. However, the experiments showed that the crucial requirement
for the bisimulation computation is time and not memory. Together with the fact that
BDD sizes are reduced by 3 to 4 orders of magnitude, this suggests that with additional
runtime improvements it might be possible to build larger models than before with the
same memory bounds (recall that with 10GB RAM, PrisuM failed to build the system
for N = 7/K = 8) as, unlike for the BDD-based bisimulation, the full model does not
need to be computed first.

4.5.2. Crowds Protocol (DTMC)

The second case study we reused is a reformulation of the Crowds protocol (see sec-
tion 3.3.7). We used a reformulation of the model available from the PrisM website,
as this model contains a lot of superfluous variables, which unnecessarily increases the
number of unreachable blocks. Additionally, we restricted the reachable blocks by overa-
approximating the reachable state space by breqecn = (ZLO observe; < runCount),
which captures the obvious fact that the total number of observations cannot be higher
than the number of instances the protocol has been run. Again, Figure 4.5 shows that
compared to the BDD-based approach (cf. Figure 3.11), we obtain quotient system
BDDs that are one order of magnitude smaller although the number of states is the
same.

For this example SMT-based bisimulation minimization outperforms both PRIsM with-
out abstraction techniques as well as the BDD-based bisimulation minimization in terms
of time (see Figure 4.5). In fact, the reduction factor increases with increasing model
size. Additionally, not only is the total time reduced by up to 3 orders of magnitude,
but the memory requirements are reduced drastically, too. In effect, where PRisM fails
to build the model’s MTBDD for N = 25/K =5 due to memory limitations, with our
approach model checking N = 100/K = 5 could be done in less than 1500 seconds with
the same memory bound.
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Figure 4.4.:

4.5. Case Studies
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4.6. Analysis

4.6. Analysis

4.6.1. Performance

In terms of time, our prototypical implementation turns out to be worse than BDD-based
bisimulation for the synchronous leader election protocol, but better for the crowds
protocol. Interestingly, for both examples most of the time is spent on assertion calls
to the solver (synchronous leader election: 70 — 99%, Crowds protocol: 30 — 70%),
whereas the time spent on actual solve calls is negligible. The time seems to be used on
transforming the asserted formulae into conjunctive normal form (CNF'), which suggests
that keeping all formulae in CNF might greatly benefit runtime performance. Yet, it
remains unclear whether this would worsen memory requirements greatly.

Furthermore, the Crowds protocol example nicely illustrates how time and memory
is saved by avoiding to construct the system BDD before minimizing it. In this case,
our method enables the analysis of the model for parameters far beyond what PRisMm
can analyze without abstraction techniques.

Worth mentioning is also the quotient size: for both models we see that the size of
the BDD representation of the quotient model is smaller for the SMT-based method
than for the BDD-based method. This is due to the fact that we do not need to pick
representative states, which include possibly unused variables as in the BDD-based
method, but construct another probabilistic program. Experiments suggest that the
size of the BDD is closely related to the number of states of the quotient. If this result
carried over to MDPs, this would possibly avoid the BDD blow-up we experienced for
BDD-based method.

4.6.2. Problems and Improvements

As stated earlier, we faced several problems during the implementation phase, the most
significant of which we will once again point out.

Excessive Length of Formulae

The excessive growth of the length of formulae prevented even very small models from
being treated successfully. The simplifying steps we implemented improved this situ-
ation, but remain naive. As the sizes of the formulae are crucial for both time and
memory requirements, it needs to be determined to what extent a better simplification
engine improves overall performance.

Unreachable blocks

Our experiments showed that even with a reachability analysis based on the quotient
distributions, intermediate partitions were much bigger than the resulting quotient.
While providing an expression b,...;, that over-approximates the reachable state space
somewhat mends this problem, it introduces a user interaction that is normally not
required for bisimulation quotient computations. Besides, it appears to be non-trivial
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4. SMT-based bisimulation minimization

to find good expressions for this purpose. A possibility to improve this could be a static
analysis of the probabilistic program, deriving such an expression automatically.

4.7. Conclusion

Despite the early development stage of the prototype, experiments are encouraging and
show that verifying the bisimulation quotient while avoiding to build the full system
representation enables the verification of large systems. Even though it is to be expected
that the method will often not outperform others in terms of time, it is still appeal-
ing because of the reduced memory requirements. Against the background of the high
degree of redundancy in the models we confirmed in chapter 3, this seems to be par-
ticularly promising. Nevertheless there remain challenges that have significant impact
on the overall performance of the algorithm, such as the simplification of expressions,
elimination of unreachable blocks and last but not least reduction of the time spent on
solver calls by preprocessing expressions.

72



5. Conclusion

The future influences the present just as much as the
past.

Friedrich Nietzsche

5.1. Summary

We presented two bisimulation quotienting algorithms in a probabilistic and symbolic
setting. The first method computes the bisimulation quotient via the manipulation of
Binary Decision Diagrams, while the second method formulates the computation of the
quotient as a series of satisfiability queries.

For the BDD-based method, we integrated SIGREF, a symbolic bisimulation tool, into
the probabilistic model checker PrRisSM. We extended the main refinement procedure to
account for non-deterministic models before we conducted experiments to examine the
impact on probabilistic model checking. Our experiments include a comparison with
symmetry reduction and the impact of symmetry reduction on a following bisimulation
minimization.

The experiments confirmed that common models contain a lot of redundancy that
is eliminated by bisimulation minimization. However, unlike in the explicit setting,
in almost all cases minimizing is not worthwhile with respect to runtime and memory
requirements. Despite the huge state space reductions, we observe a blow-up of the BDD
representation in some cases, both for bisimulation minimization as well as symmetry
reduction. We also showed that symmetry reduction quotients tend to be relatively
close to the coarsest bisimulation regarding the state space size.

The second method we described is a novel technique that computes the quotient
system directly from the underlying probabilistic program without building the full
state space representation before. To that end, we formulate the refinement procedure
of a block in the partition refinement approach as a series of satisfiability problems of
the quantifier-free linear integer arithmetic. We pointed out difficulties we encountered
and possible countermeasures we applied during a prototypical implementation in which
we employ MathSat, a solver for the Satisfiability Modulo Theories problem, to answer
our queries.

We present preliminary experiments that show promising results. For one case study,
applying the method pushes the bounds on model checkable systems far beyond what can
be verified without abstraction techniques. Furthermore, another case study suggests
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5. Conclusion

that avoiding the construction of the full system might reduce the memory requirements
for the quotient extraction and verification significantly at the cost of an increase in
runtime.

5.2. Future Work

In this section, we focus entirely on future work for the SMT-based bisimulation mini-
mization method. First of all, there is room for the improvement of the overall perfor-
mance of the prototype:

1. a C++ implementation could avoid duplicate expression representations as all
expressions can be represented using the data structures of the satisfiability solver,

2. an improved expression simplification engine could greatly improve both runtime
and used memory; in particular, a conjunctive normal form representation of all
expressions could reduce runtime drastically,

3. a more sophisticated method of eliminating unreachable blocks, e.g. by construct-
ing an expression to tightly over-approximate the reachable state space via a static
analysis of the probabilistic program, can accelerate the computation and reduce
memory requirements at the same time, and

4. exploring the potential of further solver capabilities, e.g., determining unsatisfiable
cores or interpolant generation, might reduce the complexity of expressions.

Furthermore, more case studies need to be conducted to determine the potential of
the method. As our case studies illustrate that huge state space reductions are possible
and the quotient extraction mechanism of our approach could potentially avoid BDD
blow-ups, it is of particular interest to study the effectiveness on a broader range of
examples.

And last, but not least, the extension of the algorithm to non-deterministic systems
needs to be tackled. As the non-deterministic variants of Markov models are strictly
more expressive than their deterministic counterparts, it is obviously desirable to sup-
port them as a bigger class of models.
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A. Case Studies for BDD-based Bisimulation

A. Case Studies for BDD-based Bisimulation

A.l.

A.2.

General

Model construction (without bisimulation minimization) and verification was done
by the PrRisM model checker.

All times are given in seconds.
The BDD sizes are given in terms of the number of nodes.
The state space size is the number of reachable states of the system.

For bisimulation minimization, the construction times include the time PRISM
needs to build the system BDD and the numbers in parentheses are the number
of iterations of the bisimulation algorithm.

MO and TO indicate a memory-out and time-out, respectively.

Properties

Shared Coin Protocol

The properties we verified are the following:

the probability that the protocol eventually finishes is at least 1, i.e.

P> (true U finished),

what is the minimum probability that the protocol finishes with the value of all
coins being 0, i.e.

P™" (true U finished A all_coins = 0),

what is the minimum probability that the protocol finishes with the value of all
coins being 1, i.e.

P™" (true U finished A all_coins = 1),

what is the maximum probability that the protocol finishes without an agreement,
ie.
P2 (true U finished A —agree),

what is the maximum probability that the protocol finishes within 40 timesteps,

Le.
P™% (true USY finished),
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e what is the minimum probability that the protocol finishes within 40 timesteps,
i.e.
P (true USY finished),

e what is the maximum expected number of steps needed until the protocol is fin-
ished, i.e.
ETS (true U finished),

and

e what is the minimum expected number of steps needed until the protocol is fin-
ished, i.e. ‘
E”S5" (true U finished),

where
e finished characterizes states in which the run of the protocol is finished,

e agree characterizes states in which all processes agree, and

e all_coins =i for i € {0,1} characterizes states in which the value of all coins is 0
or 1, respectively.

Firewire
The properties we verified are the following;:

e what is the minimum probability of completing within the deadline, i.e.

P™" (true U finished).
where finished characterizes states in which the run of the protocol finished.

Peer-To-Peer Protocol
The properties we verified are the following;:

e what is the probability that all clients received all parts of the file within 1 time-

unit, i.e.
P_, (true U finished),

and
e what is the expected fraction of blocks received by time 1, i.e.

E:? (I = 1)7

where finished characterizes states in which all clients are in possession of all parts.
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A. Case Studies for BDD-based Bisimulation

Wireless Network

The properties we verified are the following:
e what is the maximum probability that the maximal number of collisions occured,

ie.
P2 (true U occured_collisions = C').

Synchronous Leader Election
The properties we verified are the following:

e what is the probability that a leader is eventually elected, i.e.

P_- (true U elected),

e what is the probability that a leader is elected within 2 rounds, i.e.
P_; (true USZNFD ¢lected),
and
e what is the expected number of steps needed to elect a leader, i.e.

E_- (true U elected),

where elected characterizes states in which a single leader has been elected.
Zeroconf Protocol
The properties we verified are the following:

e what is the minimum probability that the host is using a valid IP address, i.e.
P™" (true U using_valid_ip),

where using_valid_ip characterizes states in which the host is using a valid IP address.
Crowds Protocol
The properties we verified are the following:

e what is the probability that the original sender is observed more than once by bad
crowd members, i.e.
P_; (true U observey > 1),

where observeg is the number of instances the original sender was observed by bad
crowd members.
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A.3. Tables

Shared Coin Protocol

normal
N K states MTBDD construction verification
4 4 43136 2336 0.178 2825.793
5 4 327936 4325 0.299 13536.28
6 4 2376448 7055 0.593 42625.96
7 4 16695808 11031 0.957 99462.187
8 4 114757632 15888 1.455 217338.47

Bisimulation using Il yr(p ¢)

states MTBDD construction  verification

3473 7417 101.532 (106)  2124.593
8472 21515  1009.142 (135)  9039.668
17939 44935  9327.026 (164)  28343.306
MO MO MO MO
MO MO MO MO

w|N|o|o| s |=2
IS N IS S IS N

Bisimulation using I 4 paist(p,)

states MTBDD construction  verification

N K

4 4 3473 4309 460.555 (48) 1966.711
5 4 8472 8449 3500.546 (60) 8955.59
6 4
7 4
8§ 4

17939 7853 25898.081 (72)  25192.973
TO TO TO TO
TO TO TO TO

Table 5.1.: Shared Coin Protocol (without prior symmetry reduction)
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A. Case Studies for BDD-based Bisimulation

normal
N K states MTBDD construction verification
4 4 4087 2131 0.277 1363.752
5 4 10434 3881 0.551 5636.141
6 4 23233 6347 0.983 15276.103
7 4 46816 9902 1.731 32475.929
8 4 87378 14285 2.702 59132.891

Bisimulation using Il sr(p.¢)

states MTBDD  construction  verification
3473 8430 19.305 (106) 1699.343
8472 18638 75.292 (135) 6862.614
17939 45626 242.933 (164)  20691.979
34322 49626 681.559 (193)  41447.138
60862 142858  1613.902 (222) 85897.595

o|lN|lo|o|~|=
S SN N S N PN

Bisimulation using I 4 paist(p ¢)

N K states MTBDD  construction  verification
4 4 3473 5419 157.016 (48) 1670.149
5 4 8472 11983 840.654 (60) 6305.614
6 4
7T 4
8 4

17939 16028 3261.225 (72)  17472.038
34322 52290 13763.587 (84)  40115.342
60862 28354  45562.005 (96) 68286.201

Table 5.2.: Shared Coin Protocol (with prior symmetry reduction)
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Firewire

normal

DE DL states MTBDD construction verification
3 200 14824 5163 1.415 0.262

3 400 69683 8453 4.557 2.737

3 600 168411 10902 9.5 9.662
36 200 68056 9711 1.494 0.626
36 400 220565 10394 4.313 5.652
36 600 375765 10421 8.781 13.17

Bisimulation using I sr(p ¢)

DE DL states MTBDD  construction  verification
3 200 521 4438 10.4 (162) 0.197
3 400 15740 14096 425.901 (408) 2.233
3 600 19360 20507 799.652 (614) 6.942
36 200 10844 14066 129.878 (205) 0.446
36 400 74042 28296 1633.578 (408) 6.147
36 600 145242 28029 4992.183 (611) 16.508

Bisimulation using I 4 paist(p o)

DE DL states MTBDD construction verification
3 200 521 3845 40.491 (161) 0.183
3 400 15740 14920 987.697 (253) 2.399
3 600 19360 12517 3001.348 (613) 6.16
36 200 10844 13217 362.623 (195) 0.44
36 400 74042 24955 4151.514 (283) 9.121
36 600 145242 25749 13545.012 (486) 17.941
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A. Case Studies for BDD-based Bisimulation

Peer-To-Peer Protocol

normal
N K states MTBDD construction verification
4 5 1048576 11941 0.069 107.058
5 5 33554432 26266 0.202 914.72
6 5 1073741824 40591 0.181 4617.71
7 5 34359738368 54916 0.398 19936.175
8 5 1099511627776 69241 0.525 TO

Bisimulation using Il 1r(p ¢)

N K states MTBDD construction verification
4 5 126 834 2.607 (3) 2.822

5 5 196 1626 14.963 (3) 14.888

6 5 266 2152 52.882 (3) 33.184

7T 5 336 3058 118.273 (3) 91.409

8 5 406 3895 478.318 (3) 109.216

Bisimulation using II y paist(p o)

N K states MTBDD construction verification
4 5 126 834 6.8 (3) 3.181

5 5 196 1626 37.974 (3) 15.529

6 5 266 2152 154.191 (3) 41.08

7T 5 336 3058 481.835 (3) 85.451

8 5 406 3895 1250.506 (3) 151.221

Table 5.4.: Peer-To-Peer Protocol (without prior symmetry reduction)
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normal

N K states MTBDD  construction verification
4 5 52360 42166 0.683 181.01
5 5 376992 101630 1.882 1350.597
6 5 2324784 189704 3.428 6917.427
7 5 12620256 306123 5.908 24013.256
8 5 61523748 449599 9.964 TO
Bisimulation using Il sr(p ¢)

N K states MTBDD construction verification

4 5 126 2682 3.441 (3) 5.23

5 b 196 5522 21.785 (3) 21.833

6 5 266 8344 65.259 (3) 50.841

7T 5 336 11718 160.864 (3) 141.391

8 5 406 14778 442.952 (3) 134.394

Bisimulation using I 4 paist(p o)

N K states MTBDD construction verification

4 5 126 2682 8.813 (3) 5.388

5 b 196 5522 43.254 (3) 29.401

6 5 266 8344 146.212 (3) 58.817

7T 5 336 11718 378.127 (3) 176.182

8 5 406 14778 821.359 (3) 271.171

Table 5.5.: Peer-To-Peer Protocol (with prior symmetry reduction)



A. Case Studies for BDD-based Bisimulation

Wireless Network

normal
N COL states MTBDD construction verification
4 4 345120 25145 1.134 12.706
4 6 728990 27997 1.443 150.909
4 8 1339700 28079 1.753 883.069
5 4 1295338 28959 1.483 13.974
5 6 1591710 35153 1.597 169.738
5 8 3927860 35248 2.135 1661.668
Bisimulation using Il sr(p ¢)
N COL states MTBDD construction verification
4 4 2777 51154 248.845 (196) 13.97
4 6 12197 168535 4525.905 (772) 225.677
4 8 24753 173893 7885.25 (822) 1280.47
5 4 2777 52724 312.409 (196) 14.12
5 6 12197 173599 4827.678 (772) 259.521
5 8 37297 334885  30230.154 (1565) 2443.98
Bisimulation using I 4 paistp ¢)
N COL states MTBDD construction verification
4 4 2777 53206 1236.101 (191) 13.525
4 6 12197 170335  50611.731 (767) 228.413
4 8 24753 201124 94672.551 (767)  1418.992
5 4 2777 46621 1849.978 (191) 13.197
5 6 12197 194550  56156.138 (767) 296.151
5 8 TO TO TO TO

Table 5.6.: Wireless Network Collision Avoidance Protocol
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Synchronous Leader Election

86

normal
N K states MTBDD construction verification
4 5 1933 34246 0.282 0.572
4 8 12400 179139 2.809 3.578
5 b 12709 184363 2.609 4.373
5 8 131521 1540390 123.112 34.011
6 5 78784 837485 42.229 30.953
6 8 1312334 11384030  11970.266 1163.058
Bisimulation using Il sr(p ¢)
N K states MTBDD  construction  verification
4 5 10 632 2.288 (9) 0.02
4 8 10 632 11.476 (9) 0.021
5 5 12 920 15.398 (11) 0.033
5 8 12 931 193.607 (11) 0.033
6 5 14 1283 137.698 (13) 0.07
6 8 14 1288 12708.643 (13) 0.053
Bisimulation using I 4 paist(p,)
N K states MTBDD construction verification
4 5 10 632 1.992 (2) 0.022
4 8 10 632 11.01 (2) 0.02
5 5 12 920 12.022 (2) 0.039
5 8 12 931 183.061 (2) 0.039
6 5 14 1283 116.896 (2) 0.06
6 8 14 1288 15617.917 (2) 0.056

Table 5.7.: Synchronous Leader Election Protocol
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Zeroconf Protocol

normal
N K states MTBDD construction verification
4 32 26121 134295 6.656 108.35
4 128 98889 558167 36.7 111.213
8 32 552097 547191 24.585 2356.859
8 128 2092513 2316397 141.627 2086.214
Bisimulation using Il r(p ¢)
N K states MTBDD construction verification
4 32 940 37970 465.306 (110) 117.294
4 128 940 39708 1044.079 (110) 117.445
8 32 1808 117417 11741.426 (126) 886.207
8 128 1808 148174  20468.535 (126) 723.739
Bisimulation using 1 4 paistp ¢)
N K states MTBDD construction verification
4 32 940 37193 324.791 (26) 118.873
4 128 940 40053 485.193 (26) 113.689
8 32 1808 102271 5491.823 (30) 858.623
8 128 1808 119204  9923.045 (30) 708.148

Table 5.8.: Zeroconf IP Address Protocol
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Crowds Protocol

88

normal
N R states MTBDD construction verification
10 5 110562 30744 0.376 6.644
10 7 1002451 64334 0.708 16.595
15 5 586242 183669 6.212 11.125
15 7 9028168 676568 107.005 131.938
20 5 2036647 831299 248.088 49.74
20 7 47657605 5133569 9873.882 893.677
Bisimulation using Il 4r(p ¢)
N R states MTBDD  construction  verification
10 5 95 1709 16.295 (18) 0.027
10 7 141 1931 63.288 (26) 0.028
15 5 95 2177 155.554 (18) 0.033
15 7 141 2399 1331.351 (26) 0.041
20 5 95 2699 1079.177 (18) 0.028
20 7 141 2921 17549.656 (26) 0.043
Bisimulation using I 4 paist(p )
N R states MTBDD construction verification
10 5 95 1709 15.29 (16) 0.02
10 7 141 1931 65.2 (24) 0.027
15 5 95 2177 133.539 (16) 0.023
15 7 141 2399 1245.045 (24) 0.042
20 5 95 2699 896.606 (16) 0.026
20 7 141 2921 19528.49 (24) 0.043

Table 5.9.: Crowds Protocol
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B. Case Studies for SMT-based Bisimulation
B.1. General

e Model construction (without bisimulation minimization) and verification was done
by the PRISM model checker.

e All times are given in seconds.
e The BDD sizes are given in terms of the number of nodes.
e The state space size is the number of reachable states of the system.

e For bisimulation minimization, the construction times include the time PRIisMm
needs to build the system BDD.

e MO and TO indicate a memory-out and time-out, respectively.

B.2. Properties
Synchronous Leader Election

The properties we verified are the following:
e what is the probability that a leader is eventually elected, i.e.
P_ (true U elected),

and

e what is the probability that a leader is elected within 2 rounds, i.e.

P_; (true US2NFD ¢lected),
where elected characterizes states in which a single leader has been elected.

Crowds Protocol

The properties we verified are the following:

e what is the probability that the original sender is observed more than once by bad
crowd members, i.e.
P_2 (true U observey > 1),

where observeg is the number of instances the original sender was observed by bad
crowd members.
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B.3. Tables

Synchronous Leader Election

normal
N K states MTBDD construction verification
4 5 1933 34246 0.282 0.572
4 8 12400 179139 2.809 3.578
5 9 12709 184363 2.609 4.373
5 8 131521 1540390 123.112 34.011
6 5 78784 837485 42.229 30.953
6 8 1312334 11384030  11970.266 1163.058
Bisimulation using Il sr(p ¢)

N K states MTBDD construction verification

4 5 10 37 11.229 0.002

4 8 10 39 455.976 0.002

5 5 12 41 439.928 0.003

5 8 12 37 77740.161 0.002

6 5 14 41 23908.122 0.003

6 8 TO TO TO TO

Table 5.10.: Synchronous Leader Election Protocol

90



C. Reformulation of the Crowds Protocol

Crowds Protocol

normal
N R states MTBDD  construction verification
10 5 110562 30744 0.376 6.644
10 7 1002451 64334 0.708 16.595
15 5 586242 183669 6.212 11.125
15 7 9028168 676568 107.005 131.938
20 5 2036647 831299 248.088 49.74
20 7 47657605 5133569 9873.882 893.677
25 5 MO MO MO MO
Bisimulation using Il sppg) and breach

N R states MTBDD construction verification

10 5 95 377 4.787 0.005

0 7 141 524 7.122 0.009

15 5 95 375 7.849 0.006

15 7 141 512 12.345 0.009

20 5 95 372 13.456 0.011

20 7 141 512 21.46 0.009

25 5 95 364 458.528 0.007

70 5 95 360 417.466 0.007

100 5 95 359 1448.328 0.007

where byegen = (Zf\; _01 observe; < runCount).

Table 5.11.: Crowds Protocol

C. Reformulation of the Crowds Protocol

We present the model used for verifying the crowds protocol by means of an example
(N =2 and R = 3). Note that the actual probabilities remain unchanged compared to
the model on the PrRIsM website.
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// probability of forwarding

const double PF = 0.8

// probability that a crowd member is an attacker

const double bad = 0.167;

// total size of the crowd and number of times protocol is run
const int C'rowdSize = 2

const int Total Runs = 3

// the phase the protocol is in

D :]0..4] init 0;

// store whether the current crowd member is good

g : bool init false;

// the number of times the protocol was already run

runCount : [0..TotalRuns]| init 0;

// observei is the number of times attackers observed i as the sender
observel : [0..TotalRuns]| init 0;

observel : [0..TotalRuns| init 0;

// store the most recently seen crowd member

lastSeen : [0..CrowdSize - 1] init 0;

// start the protocol run
[start] p=0 1:(p=1)
& runCount < TotalRuns — & (runCount’ = runCount + 1)
& (lastSeen’ = 0);
// decide whether the current crowd member is good or bad
_1 (1 —=bad) : (p' =2) & (¢ = true)
P= + bad : (p =2) & (¢’ = false);
// if crowd member is good, choose the most recently seen index uniformly
p=2& g 1/2 : (lastSeen’ = 0) & (p/ = 3)
+1/2: (lastSeen’ =1) & (p' = 3);
// bad crowd members observe the most recently seen index
[obsO] p=2&lg
& lastSeen =0 —  (observel’ = observe0 + 1) & (p/ = 4);
& observel < Total Runs
[obsl] p=2&lg
& lastSeen =1 —  (observel” = observel +1) & (p/ = 4);
& observel < Total Runs
// forward the message with probability PF and deliver it otherwise

ful p=3 s PF:(y=1)+ (1- PF): (¢ =)
// restart the protocol
[loop] p=4 — (' =0);
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