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Chapter 1

Introduction

1.1 Preliminary

Message Sequence Charts (MSCs) have been standardized (Recommenda-
tions) by the International Telecommunication Union ITU-T as a graphical
and textual language used to describe and specify the interaction of compo-
nents in a system [13]. Interactions between components (which in this thesis
are represented as processes) in a MSC are specified as a message exchange.
The language of MSCs can be represented in a formal form which describes
MSCs purely textually, as well as a visual form providing a graphical rep-
resentation of MSCs. The intention of a textual form of a MSC is to use
it for exchanging between tools and also for automatic formal analysis [14].
The graphical representation of a MSC is very useful since one can depict
the order in which communications and events take place [14].

At the beginning, MSCs were principally considered to be in relation with
the Specification and Description Language SDL. At this point MSCs were
used to define requirements for SDL diagrams due to their natural and trans-
parent way of presenting a description of system behavior [11]. After further
consideration it has turned out that the standardization of MSCs in relation
to SDL has gone beyond SDL guidelines. This led to a look at MSCs as a
specification language independent from SDL [12].

MSCs are mainly applied to specify communication behavior of real-time
systems (in particular communication switching systems) [13]. Beyond that,



MSCs have gained wide acceptance in software developments. In the early
stage of software engineering, MSCs can be used for requirement specifica-
tions. Furthermore, MSCs have also been applied for simulation and valida-
tion, visualization of test case, documentation of real-time systems, feature
interaction detection and much more.

A set of MSCs can be combined into a Message Sequence Graph (MSG).
MSGs (also commonly known as Hight-Level Message Sequence Charts) are
nondeterministic finite state machines without input alphabets, where the
nodes are represented by MSCs. Where MSCs are used to specify a single
episode of message interactions, MSGs are used to specify a set of episodes
of message interactions.

There are several approaches to defining a mathematical logic that can be
used to describe properties of MSCs. One of them is Propositional Dynamic
Logic (PDL) [8]. PDL was first defined to associate a modality to every
computer program of a programming language [10].

1.2 Thesis Contribution

We consider MSCs as a suitable language to specify a partial order of se-
quences of events that occurs in a system. In this thesis, events in a MSC
represent the action of sending a message or the action of receiving a mes-
sage. The process of sending and receiving a message is always associated
with a channel. We assume that, for each communication direction of mes-
sage exchange between processes, one channel is required. Hence, for each
process pair there are at most two channels for message exchange (one for
each communication direction). MSCs are based on the assumption that the
channels used for message exchange are reliable. This means that the chan-
nels will never be considered as fault in any possible performance.

In nature, message exchange in every possible system model could always
exhibit faulty behavior. Thus, we believe that predefining the channels asso-
ciated to a MSC as being reliable does not reflect the nature of the character-
istics of the components in a system. In this thesis we would like to extend
the MSCs by allowing the channels to be faulty. It will be assumed that
every message which is in transit in a channel may be lost from the chan-



nel. This will be realized by associating a probability value to every channel
that defines the probability of losing a message in the channel. Through this
probabilistic extension on MSCs we will also be able to specify quantitative
system behaviors.

This extension of MSCs will also be applied to MSGs and PDL. MSGs will be
extended in such a way that it will exhibit nondeterministic and also prob-
abilistic behaviors. Each vertex in the extended MSG will be associated to
a probabilistic MSC. The probabilistic extension of PDL will allow for the
expression of probabilities of a sequence of events. Probabilistic PDL will
allow us to fully express properties of probabilistic MSCs.

Last, we will propose a mathematical system that can be used to describe
the behavior of probabilistic MSCs. This model is based on Communicating
Finite-State Machines (CFM) which is a set of local automata communicat-
ing by sending and receiving messages to another.

1.2.1 Thesis Outline

First, the thesis will present basic concepts in Chapter 2, which essentially
define the basic models that are the backbone of the models which will be
presented subsequently. We will encounter the basic models of MSCs and
MSGs. Further, the logic PDL will be defined, which can be used to specify
properties of MSCs (and also MSGs). In Chapter 3, the basic MSCs will be
extended into probabilistic MSCs (pMSCs), where each channel is associated
with a probability value. An algorithm whose assignment is to generate all
possible scenarios that a pMSC can generate will be presented followed by
describing the probabilistic measurement on pMSCs. Combining different
pMSCs into a probabilistic MSG (pMSG) will be shown in Chapter 4. This
chapter will define the syntax and semantics of pMSGs. The logic PDL,
which is used to specify properties of MSCs, will be extended in Chapter
5 with a probabilistic operator. In Chapter 6 we will define an automata
model for pMSCs which is based on channel systems. Finally, Chapter 7 will
summarize the work and point out some challenges for future works.
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Chapter 2

Basic Concepts

This chapter will present the basic concepts for the following chapters. These
concepts are standards which are widely used in describing communications
models. The aim of this chapter is to give a solid understanding of these
standards, so that the transition to the subsequent chapters, which mainly
will extend the concepts here, goes easily.

The outline of the chapter is the following: we will start by defining Message
Sequence Charts (MSCs). Next, an extended model for MSCs, Message Se-
quence Graphs (MSGs), will be defined subsequently. This will be followed
by defining a mathematical language which will be used to describe MSCs
and MSGs properties, which is called Propositional Dynamic Logic (PDL).

2.1 Message Sequence Charts

Abstractly speaking, MSCs are models used to describe the interaction be-
tween instances, which in our case are processes. These interactions are
mainly described by message exchange between processes. Each process in a
MSC can send or receive messages to or from other processes. Messages are
sent and received through channels which are assumed to be reliable. The
reliability of the channels means that no messages will ever get lost from
the channel. Furthermore the channels have a FIFO property, which means
that messages will be received in the same order in which they have been
sent. The occurrence of send and receive actions in a process are denoted by
events. Hence, events in a process are divided into send and receive events.

11



Beside having a formal definition, MSCs can also be represented visually,
which we call here MSCs graphical representation.

Preliminary, before defining MSCs, we have to become familiar with the
concept of the partial order set, which plays an important role in MSCs (and
also in its probabilistic variant pMSCs in the next chapter). A partial or-
der over a set defines a relation between the elements of the set that follows
certain rules.

Definition 2.1.1. (Partial Order)

A partial order over a set of events E is a binary relation < C E x F
which is irreflexive, transitive and antisymmetric. Ve, eq, e3 € E:

o _|(€1 < 61),
o (61 <ex)A(ex<e3z) = (e < e3),
o (61 < 62) - _|(€2 < 61).

In MSCs, a partial order will be defined over the set of events. From the
partial order of a MSC one can read the possible order of its events. For the
rest of the paper, a partial order < over a set of events E will be denoted as
a tuple (E, <) and will be abbreviated as poset.

Definition 2.1.2. (Isomorphism on Posets)

Let (F, <) and (E’, <) be posets. (F,<) and (E’, <) are isomorphic to one
another if there exists a bijective function f : E — E’ such that Ve, e’ € E:

e<e = f(e) < f(€).

Definition 2.1.3. (Message Sequence Charts)

A Message Sequence chart (MSC) is a structure M = (P, X, Act, E,l,m, <)
such that:

12



P is a finite set of processes and |P| > 2,
Y] is a finite message alphabet,

Act is a finite set of actions of the form plq(a) or ¢?p(a) (p,q € P, p # ¢
a € ¥). Sending a message a from process p to process ¢ is denoted by
the action plg(a) and receiving a message a in process ¢ from process
p is denoted by the action ¢?p(a),

E is a finite set of events which takes place in the processes.
EF=FEUWE,,

where F) is a set of send events and E» is a set of receive events,

[ : E — Act is a labeling function that assigns to each event an action
from the set Act,

m : By — E» is a matching function that assigns to each send event its
corresponding receive event,

(E, <) is a poset, where

<= ((Uner <) U <eomm )|

<, is a total order over the events on a process p (which is top to
bottom) and < comm is @ communication order over events (a send event
with its corresponding receive event)and * is the transitive closure.

The graphical representation of a MSC is depicted by a set of vertical lines
arranged one after another, which represent the processes. The vertical lines
start with a process head symbol, with a process name written above it,
and ends with a process end symbol. Interactions between the processes are
denoted by a horizontal line between the vertical lines. An arrow defines the
direction of the interaction. An event is located on each start and end of a
horizontal line which denotes the send and receive events in the processes.
An example for a MSC M can be depicted from Figure 2.1

13



€1 €2

€3 €4

€6 €5

€8 {4

Figure 2.1: Example of MSC M

To have a visualization of posets, next a graphical concept will be defined
that will simplify the view of the relations of the elements in a poset.

Definition 2.1.4. (Hasse Diagram)

Let (E,<) be a poset of a MSC M = (P,X, Act, E,l,m,<). The Hasse
diagram of (F, <) is based on a relation <C E x E and is defined as follows:
Ve, € E

e<e <<= e<eN(Te<e <€)
|

We use Hasse diagrams as a graphical visualization for the relations in a
poset. In a Hasse diagram of a poset (E, <) there is an arrow from an event
e to an event €’ (where e,¢’ € F) iff e < €.

Example 2.1.1. Consider the MSC M from Figure 2.1. Let (E, <) be the
poset of M. The Hasse diagram of (£, <) looks as follows:

14



(E, <)

€1 —> €

For the rest of the thesis it will be assumed that a poset will always be
depicted by their Hasse diagram.

2.2 Message Sequence Graphs

A MSC is a structure that defines a single episode of interactions between
processes. In many cases one would also like to characterize a set of episodes
of interactions between processes which are composed in such a way that
the outcome of a composition defines again an episode. Message Sequence
Graphs (MSGs) are models that allow us to do so. A MSG is a graph where
each node of the graph is associated with a MSC. Every run in the graph
characterizes a composition of the MSCs associated with the nodes along the
run. A composition of two MSCs produces again a MSC. The composition
of MSCs is defined by the concatenation operator.

For now, we are only interested in how MSGs are defined and also what
are their properties.

Definition 2.2.1. (Message Sequence Graphs)

Let M be a set of MSCs. A Message Sequence Graph (MSG) over M is
a tuple G = (V, —, Ujni, F, A) such that:

e (V,—) is a digraph with a finite set of vertices V and - CV x V a
set of edges,

15



e v €V is the initial vertex,
e ' C V is a set of final vertices,

e \:V — M is a function that assigns to every vertex a MSC from M.
[

A MSG G starts in its initial vertex v;,;. An arbitrary vertex v € V can
perform a transition to a vertex v’ € V iff (v,v’) €—. Note that MSGs are
nondeterministic systems. If a vertex v € V has two possible transitions,
to the vertex v € V or v” € V (thus (v,v'), (v,v”) €—), then the process
of choosing which transition to be performed is made nondeterministically.
A MSG is equal to a nondeterministic finite state machine without input
alphabet where each node is associated to a MSC.

The behavior of MSGs are defined through their paths. A path in a MSG
is a finite sequence of vertices where every vertex with its following adjacent
must be in relation under —.

Definition 2.2.2. (A MSG path)

Let G = (V, =, Vinit, F, A) be a MSG. A path in G is a finite sequence of
vertices m = vyv1Vs . .. v, such that:

e v, € Vifor0<i<n,
° (Uiavi—i-l) €— for 0 <i<n.
The MSG path 7 is accepting if vg = v;n and v, € F.

The composition of the MSCs of the vertices along a path produces again a
MSC. As mentioned before, this is accomplished by concatenating the MSCs
along the path with the concatenation operator. The concatenation of MSCs
operates exactly like the concatenation of its probabilistic variant in the next
chapter.

16



Definition 2.2.3. (MSC of a path)

Let m = wvovivy...v, be a MSG path. Through concatenating the MSCs
along the path 7 a MSC M (7) will be produced.

M(m) = Xvg) - Mvy) - A(vg) - - AM(vn)-
|

Note that the how MSCs are concatenated will not be defined in this chapter.
The intention here is to show the properties of a MSG. The concatenation
operator will be discussed in detail in Definition 4.2.5 in Section 4.2.

A MSG can be characterized by its MSC language. A MSC language of
a MSG is the set of MSCs that can be produced by all accepting paths of
the MSG.

Definition 2.2.4. (The MSC language of a MSG)

Let G = (V, =, Vinit, F; A) be a MSG. The MSC language of G is defined
as follows:

L(G) = {M(nm)|r is an accepting path in G}

2.3 Propositional Dynamic Logic

This section will present a mathematical language called PDL [8], that can
be used to specify the properties of MSCs. The language PDL is composed of
over three different categories which are defined inductively. The lowest cat-
egory is called path expression. A PDL path expression is defined over a pair
of events in a MSC. A pair of events (e, €’) satisfies a PDL path expression if
there is a possible sequence of events in the MSC that starts in e and ends in
¢’ that represent a path formulated by the path expression. Thus, PDL path
expressions are used to specify sequences of events in a MSC. The second
category is called local formula. A local formula is defined over a MSC and
an event from the MSC. A PDL local formula specifies the property of an

17



event in a MSC. The last category is called global formula. A PDL global for-
mula is defined over a MSC and is used to specify characteristics of the MSC.

In the following, the syntax and semantics of PDL will be stated. Let
M = (P,%, Act, E,l,m, <) be a MSC used for the following two definitions.
Definition 2.3.1. (Syntax of PDL)

The syntax of PDL is defined over three different categories. These cate-
gories are:

1. Path expressions, which are ranged over by A. Let a be a local formula
(defined below), then the syntax of a path expression A is defined as
follows:

Az=proc|msg | {a} | A A+ A"

2. Local formulas, which are ranged over by «. The syntax of a local
formula « is defined as follows:

az=true|o|laVval-alNa| N a
where o0 € Act and A is a path expression.

3. Global formulas, ranged over by . The syntax of a global formula ¢
is defined as follows:

pu=3da |Ya|eVe|pAp
where « is a local formula.

In PDL path expressions, proc and msg determine the direction of the path.
The term proc refers to the direct predecessor of an event in the same process
and msg refers to the matching receive event of an event. The local formulas
(M) and (A\) Lo are used to reason about the path A (where (\) means that
the path runs forwards and (\)~! means that the path runs backwards) and
the end of the path is characterized with the local formula «.

Other logical connectives and operators can be deduced from the terms de-
fined above.

18



Definition 2.3.2. (Semantics of PDL)

1. Let e,/ € E, a a PDL local formula and A, A\;, A\ PDL path expres-
sions. The semantics of PDL path expressions is defined over a pair of
events as follows:

o (e,¢) Eproc < loc(e) =loc(e)Ne < e N—(Fe".e<e” <€)

e,e) Emsg <= mle) =¢

(e,€)
(e,€)
(e,¢) F{a} <= e a

(e,') E A Ay <= Fe".(e,e") E M A (", €) E A
(e,€)

(e,€)

[ ]
™

€,

e, )EM+ A <= (e,¢) E A V(e €)=
€ A <= dn >0.(e, ¢ A A
e, €) n>0.(e€) =

n times

2. Let 0 € Act, A a PDL path expression and «, a1, ap PDL local formulas.
The semantics of PDL local formulas is defined over M and an event
e € FE as follows:

o M e =trueVee E
o MieFo < lle)=0
o MeFa3Vas < M,e=ajor M,e = ay
o Mel—~a < M,e -«
e Mie=(\) a < 3 ekl (e,d) EANM,E =
e MieE=(\N)la < 3 eE.(d,e) EANM, ¢ Ea
3. Let a be PDL local formula. The semantics of PDL global formulas is
defined over M as follows:
e MEdu <= JdecE MelEa
e M EVa <= Vec E. M,el=a

e MEp1Vyy < ME @ or M E p
e MEpiNpy < M E p;and M = ¢,

19



Chapter 3

Message Sequence Charts With
Unreliable Channels

3.1 Introduction

To achieve a more natural approach to message exchange between instances,
this chapter will define an extension of MSCs which will be called Probabilis-
tic Message Sequence Charts (pMSCs). In contrast to MSCs, pMSCs use
unreliable, asynchronous, FIFO channels. This means that there is always a
possibility that any message can get lost in a channel. Essentially, the syntax
of both models, MSCs and pMSCs can not be distinguished. In pMSCs each
channel has a certain probability of losing a message. Each message in a
channel has the same probability of being lost, independent of the size of the
channel in which the message resides and the number of messages in that
channel. Further, in the model we define here, channels may have different
probability values of losing a message instead of using one uniform proba-
bility value for all the channels. Hence, each channel may have a different
degree of reliability.

The significant difference between MSCs and their probabilistic variant is
in their semantics. A MSC has semantically speaking only one possible sce-
nario in which all messages which are sent will be received - where no channel
loses its messages. This is due to the fact that MSCs are based on the as-
sumption of having reliable channels. However, there may be several event
orderings in that scenario depending on the partial order relation <. On the
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contrary, in a pMSC there is more than one possible scenario. Each mes-
sage loss in the channels (or combination of message losses between different
channels) can produce different scenarios. Where again, in regard to < there
may be several event orderings in each scenario.

The structure of this chapter is presented in the following way: we will
start by defining what a pMSC is, followed by essential definitions for bet-
ter understanding the characteristics of pMSCs. The next section is focused
on designing an algorithm that generates all possible scenarios of a pMSC.
Subsequently, the complexity of the algorithm and the number of possible
scenarios will be approximated. The last section will handle the method of
applying probabilistic measurement to pMSCs.

3.2 Probabilistic Message Sequence Charts

Definition 3.2.1. (Probabilistic Message Sequence Charts)

A Probabilistic Message Sequence Chart (pMSC) is a structure M = (P,
Y, Act, E| I, m, <, C, prss) such that:

o (P, %, Act, E, I, m, <) is a MSC,

e (' C PxP isasymmetric relation defining the communication channels
between two processes,

® piss - C'— [0, 1] is a function that assigns to each communication chan-
nel a probability. The probability of a channel indicates the probability
that a message can get lost in that channel.

How MSCs (Definition 2.1.3) and pMSCs (Definition 3.2.1) are defined differ
in two aspects. First, the existence of channels between processes is explicitly
defined in Definition 3.2.1. Since the relation between processes is symmet-
rical, it follows that each process pair has two communication channels - one
for each direction. Second, a function p;,es is introduced in Definition 3.2.1
that assigns a probability value to the communication channels. This value
determines the probability that a channel loses a message. Further, each of
these channels may have different probability values in losing a message: for
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two communication channels (p, ¢) and (g, p) it is either pioss(p, ¢) # Pross(q, D)
or ploss(p> q) = ploss(Qap)'

Figure 3.1 illustrate examples for graphical representations of pMSCs. They
reflect that visually pMSCs are not distinct from MSCs. Through the graph-
ical representation of a pMSC one can depict the expected behavior of the
system. For example, that the event e; sends a message a to event ey, which
has a successor event ez that sends a message b to e, and so on, can be read
directly from pMSC M; in Figure 3.1(a). However, if one accounts for the
possible loss of messages in a pMSC, one can not deduce all possible behavior
that the pMSC poses simply by looking at the graphical representation.

pMSC M1 P q r
» g r | | | | | |
| | | | | | a
€1 €9
a b
€1 €9 €4 €3
b c
es ey €5 €6
c d
€6 es €7 €s
d e
€s €7 €10 €9
] N ]
(a) pMSC M; (b) pMSC M,

Figure 3.1: Examples of pMSCs

Subsequently, a number of concepts will be presented which are the build-
ing blocks of the following sections. Therefore, we define the pMSC M =
(P, X, Act, E, I, m, <, C, pipss) for the following definitions.

Definition 3.2.2. (The empty pMSC)

M is called the empty pMSC, denoted by My, if there are no events oc-
curring in M.
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M=My < E=0.
|

The empty pMSC My can be understood as a dummy pMSC that does not
exhibit any behavior. This concept will be helpful in the next chapter where
a collection of pMSCs are combined into a graph. Figure 3.2 shows the
graphical representation of the empty pMSC Mj.

Definition 3.2.3. (Location of an event)

For an arbitrary event e in pMSC M, loc(l(e)) defines the process in which
e takes place:

loc(plg(a)) = loc(p?q(a)) = p,
for p,q € P,p# q and a € X.

pMSC M,

Figure 3.2: The empty pMSC Mj

Definition 3.2.4. (Successors of an event)

Let e be an event in pMSC M. We define succ(e) as the set of send events
which occur after the event e and succs(e) as the set of receive events which
occur after the event e.

sucey(e) = {e € Ele < €'},
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suces(e) = {e' € Eqle < €'}

Further we define succ(e) as the union of suce(e) and sucer(e), the set of all
events which occur after event e.

succ(e) = sucey(e) U sucer(e).

Since channels may lose messages with certain probability, we can never be
sure if all events in a pMSC will occur. This feature, that certain events may
not occur due to messages lost in the channels, reflects the possible scenar-
ios of the pMSC. Thus, the pMSC behave differently depending on which
channels lose a message (or multiple messages) as well as which message is
lost. A lost message is to be understood as a message disappearing from the
channel. Since the loss of messages takes place in the channels, it implies that
the message has to be in the channel before it is lost. This further implies
that beforehand the message has to be sent to the channel - by executing
a send event. The occurrence of a send event is not directly dependent on
the reliability of the channels. It is moreover dependent on whether the send
event has a possible receive event that occur before it and furthermore if this
receive event occurs or not.

On the other hand, the occurrence of a receive event is directly dependent on
the reliability of the channels. For every message lost, there is a receive event
that should have occurred. Therefore, a message loss can also be interpreted
as a nonoccurrence of a receive event. A nonoccurrence of a receive event
e in a pMSC implies that all events that should occur after it will also not
occur - this association is based on the partial order relation <. The set of
these events is denoted by succ(e) as in Definition 3.2.4.

Example 3.2.1. Consider the pMSC M, in Figure 3.1(b). Assume that M,
is in a state in which the events e, e3 and e5 have been executed. This means
that in the channel (p, ¢) resides the message a, in the channel (7, q) resides
the message b and in the channel (p,r) resides the message ¢ (the rest of the
channels are empty).
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channel (p, q) channel (r, q) channel (p,r)

Notice that the event es can only occur if e; has occurred but the event e
can occur independently of e; and e - since e; < e5, €1 £ e3 and e5 £ es.
Imagine a situation in which the channel (p, q) loses the message a (this is
denoted below by substituting the message a with 7).

L Prrrel il [ [ [T ][ec]

channel (p, q) channel (r, q) channel (p,r)

This implies that the receive event e; will never occur - since ey should have
received the message a. Thereby, all the events in succ(eq) will also not
occur - the events ey, e7, e, eg and e15. However, the receive event eg has no
dependency on the receive event e, with respect to <. Hence, through the
nonoccurrence of es no prediction can be made due to the occurrence of eg
- the receive event eg may occur or it may not. Therefore we say that eg is
incomparable to e;. This means that by assuming that the receive event e,
does not occur, My produces two possible scenarios: one in which the receive
event eg does occur and another one in which it does not.

The number of possible scenarios by assuming that a receive event e does
not occur is dependent on the number of receive events that are incompa-
rable to e - if no receive event is incomparable to e than there is only one
possible scenario in which e and all events in succ(e) do not occur. Hence,
to define possible scenarios for the nonoccurrence of a receive event e, a set
of incomparable receive events to e must be defined.

Definition 3.2.5. (Set of incomparable receive events)

Let b C F x E be an irreflexive relation over the set of events in pMSC
M such that Ve, e’ € E:

exe <= —(e<é)N(e <e).

The set of incomparable receive events icsq(e) for an event e € E is defined
as follows:
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icsy(e) = {e € Erlee’}.
|

A possible scenario of a pMSC is a possible ordering relation of events in
that pMSC. In Definition 2.1.1 from the previous chapter we have defined an
ordering relation over events that is called poset. For convenience, through
the rest of the paper we will say a possible poset instead of a possible scenario.

For all pMSCs there exists a unique poset in which no message is lost and all
events in the pMSC occurs. This poset will be called as the standard poset.

Definition 3.2.6. (The standard poset of a pMSC)

The standard poset of pMSC M, denoted by full(M), is the unique poset
where no message in the channels is lost.

Full(M) = (B, <).

n
(Br, <)t (Ey, <) :

€1— €2 € ——— €2

€3 — €4 €4 <——¢€3
|

€6 =65 €5 €6
g ~— 67 er — eg
€10 €9

Figure 3.3: full(M;). Figure 3.4: full(Ms).
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As was the case in the previous chapter, also posets of pMSCs are depicted
by their Hasse diagram. Since the standard poset of a pMSC is the poset
where none of the channels loses messages, it is as if one considers a MSC.
Therefore, the standard poset of a pMSC is the same poset if one considers
the pMSC as a MSC. Figures 3.3 and 3.4 show the standard posets full(M;)
and full(M,) for the pMSC M; and M, from Figure 3.1.

Definition 3.2.7. (The lost event)

Let e € E; be a receive event in a poset (E, <), where the message that
should have been received by e got lost. Then the event e will be removed
from E and replaced by a lost event ®. This process of event substitution is
denoted by e ~~ ® (the index of e will be used as an index for the lost event
®). Further, the order < will also be adapted for the lost event ©.

(E,<)[e~ @] = (F', <) such that:
E' = E\{e} U{®} and (F’, <’) is isomorphic to (F, <).
E}, C E' denotes the set containing all lost events. Hence,
E'=E/WE, W L.
|

Example 3.2.2. Consider the pMSC M, from Figure 3.1(a) with the stan-
dard poset full(M;). Imagine that the message ¢ got lost from the channel
(r,q). This means that the receive event eg will be replaced by the lost event
®g (€6 ~» ©@g). Hence, the new poset (£}, <!) is equal to (Ey, <1) = full(M;)
with E] = E1\{es} U ®g. Further, the set of lost events in M) contains only
the lost event ©g (£, = {®6}).

A graphical representation of M; where the receive event eg does not occur
can be see in Figure 3.5. Notice that the partial order relation </ is a copy of
<1 where eg is replaced by ®g. Figure 3.5 is only a graphical representation
of M, where it was previously assumed that the event eg will not occur due
to the loss of message c. It does not represent a possible poset of M; with
the assumption that the event eg is not occurring.
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pMSC M,
p q r
I N
a
€1 €9
b
€3 €4
C
O3 s
d
€g (&
I NN

Figure 3.5: pMSC M; with a lost event eg

Definition 3.2.8. (Posets of a pMSC)

The set of posets of M, denoted by II(M), is the set containing all possible
posets that pMSC M can exhibit. A poset (E',<’) is in I[I[(M) if (E', <)
fulfills the following conditions (let € represent send, receive and loss events,
e send and receive events, and ©® loss events):

l.Vee B': Ve e E.¢d <e = ¢ € I,
2. Ve€ E{: (3¢ € Er. (m(e) =€ Ne € E')) or (30 € E}. m(e) = ©),
3. VO € E':Je € El. m™(®) =e,
4. Vee F':—~(Jo e E,,. ©® < e).
Further, the partial order relation <’ is defined as follows:
<= ((< N (B B U (m(EL), EL))
where * is the transitive closure.

There are four conditions which define a poset. The first condition states
that for any event in a poset, all the events occurring before it in the pMSC
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should also be in the poset. This first condition is obvious, since an event can
only occur if all preceding events have occurred before. The second condition
states that in each poset, a send event should have a matching receive event
or a matching lost event. The third condition states that each lost event
in a poset should have a corresponding send event included in the poset.
The fourth condition assures that there are no events (send, receive nor loss
events) occurring after a loss event. Further, it is obvious that it has to be
ensured that the send and receive events in E’ have to be a subset of the
events in E (Ej U B} C E). This is necessary so that no arbitrary event - a
send or receive event not from E - is included in E'.

Example 3.2.3. Consider the pMSC M; from Figure 3.1(a), and let’s an-
alyze if the following two posets (E’, <'); and (E',<’)y (Figure 3.6) are in
IT(M;). Let’s start with the first poset (E’, <’);. The first condition is not
fulfilled by (E’, <’); since one of the predecessor events of eg, the event e, is
not included in (E£’, <);. Since all send events in (E’, <'); have a correspond-
ing receive or lost event, all lost events have a corresponding send event, and
there are no events after @4 (with respect to <’), the poset (E’, <’); passes
the conditions two, three and four. Hence (£', <’); ¢ II(M;). On the other
hand, the poset (E’, <)y fulfills all of the conditions from Definition 3.2.8.
(E', <) is the poset from Figure 3.5 where it is assumed that the message
c is lost. Hence, (E', <)y € II(M)).

3.3 Generating posets of a pMSC

This section will be focused on a method with the purpose of generating all
possible posets of a pMSC M - which is the set II(M). To generate the set
II(M) we will apply an algorithm to the pMSC M that takes the standard
poset full(M) as an input and returns the set TI(M) after the algorithm is
completely executed. Before we show the pseudocode of the algorithm, first
we would like to describe the idea behind it.

Since for every receive event in a pMSC there exists at least two possible
posets - one where the receive event does occur and another one where it
does not occur -, it is natural to assume that a pMSC M has more that one
poset (the standard poset) as long as E # () - note that in our definition
of pMSCs (Definition 3.2.1) we restrict that every send event must have a
corresponding receive event and vice versa; the function m in Definition 3.2.1
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(E/, <,>1 : (E/, </)2 :

€l ———>€2 € —>€2
€3 —= (4 €3 —=€4
€ O <—¢€5

Figure 3.6

is a total, bijective function; thus, we do not allow the existence of a send
event without a matching receive event. Each receive event may occur if the
message it should receive does not get lost in the channel, or it does not occur
if the message it should have received does get lost in the channel. Moreover,
if a receive event does occur, then all successor events can also occur as long
as there are no messages lost subsequently. On the other hand, if a receive
event does not occur then all successor events of it will also not occur. Exam-
ple 3.2.1 shows that the number of possible posets for the nonoccurrence of a
receive event depends on the number of receive events that are incomparable
to it (see Definition 3.2.5). Let e € E be a receive event in M and icsq(e) the
set of incomparable receive events of e. If the event e does not occur, then
there are a maximum of 2/*?(€)l possible posets based on the nonoccurrence
of e. The power set of ics-(e) (21°7(¢)) is a set of receive events in which each
of these sets can be seen as a combination of receive events that may also not
occur if the event e is assumed not to occur. If e is included in each set in
2ies7(¢) “each of these new sets can be mapped to a poset, where the receive
events in a set (including e) are asserted not to occur in the associated poset
- accordingly they are represented as lost events in the poset. If we collect all
of these posets for each receive event in a pMSC, we will obtain all possible
posets of the pMSC.
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3.3.1 The Algorithm

Based on the idea above, we will introduce a full algorithm which takes
the standard poset as an input and returns the set of all possible posets.
Further, the algorithm will be applied to two examples so that the working
of the algorithm can be analyzed along with what constitutes the number of
posets in a pMSC.

Input: the standard poset full(M).
Output: the set of posets [I(M).

II(M) = { full(M)};
)= 0;
or all e; € E; do
for all z € 2'7(¢) do
zr:=axU{e};
J++
(B, <); = full(M);
for all ¢, € = do
er ~ O
end for
(B, <);j = (B, <); — (U, e, succler));
(M) = I(M) U{(E, <);};
13:  end for
14: end for

(1) Initially, the set II(M) contains only the standard poset full(M). This is
the poset where no message is lost. Thus, all events did occur. (2) j is used
to index the newly generated posets. (3) The algorithm has to run over all
receive events in E to be able to generate all possible posets. (4) To generate
all possible posets for a nonoccurence of a receive event e;, the algorithm has
to run over all the elements in the power set of ics2(e;). (5) For each element
of the power set we include the receive event in consideration. Thus, we can
treat all the receive events in x (including the receive event in consideration)
as receive events that did not occur and all the other receive events (E7\x)
as receive events that did occur (in this stage we still have not considered the
successor events of the non occurred events). (6) Increase j for the genera-
tion of a poset. (7) Define the poset with the index j as the standard poset.
(8-9) Replace all the receive events in x with the symbol ® (the index of e
will be taken as the index of ®). (11) Redefine the new poset by removing

= o

[ =
o2
—
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all the successor events of all the events in x. This is accomplished by the -’
operator. (12) Include the new generated poset to the set I1(M).

The best way to illustrate the individual steps is to apply the algorithm
in examples. In the following, the algorithm will be applied to the pMSCs
in Figure 3.1. The further intention is to show how the number of possible
posets differ in pMSCs with no incomparable receive events and pMSCs with
incomparable receive events.

Example 3.3.1. Let M; = (Pl,Zl,ACtl,El,ll,ml,<1,Cl,p10851) be the
pMSC from Figure 3.1a. The standard poset, full(M;) for M; looks as
follows:

€1 —> €3

€3 —>¢€4

€6 <~—65

€g<—¢€7

Next we apply the algorithm to the first receive event e; in Mi:

1. TI(M;) = {(F1, <1)}, the set II(M;) contains only the standard poset
full(My).

2. 7 =0, index for the posets is set to 0.

3. The first receive event (ey) will be analyzed.

4. All elements in 2°7(¢2) will be taken into consideration.
5. Add the event ey into the elements of 2isz(€2),

6. Increment the value of the index j.

7. (F1,<1)1 = full(My), define the possible poset as the standard poset.
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8. (8-9) Since all the receive events in M; are comparable to one another
(icsq(eq) = icsq(eq) = icsy(eg) = icsz(es) = (), the only element of x is
eg, thus only eg ~» ©s.

9. Remove all the successor events of ey, the set succ(es) = e3, ey, €5, €6, €7, €.
10. Include the poset into H(Ml), H(M) = {(El, <1)} U {(El, <1)1}.

The poset generated from es looks as follows:

(Ey, <11

©2

€1

The procedure for the other receive events will not be described in detail,
given that they run the same as in e;. However, how the posets appear will
be shown below.

e The poset (F1, <1), for the receive event e4 and the poset (F1, <1)s for
the receive event eg:

(B, <1)2 (B, <1)3
€1 ———> €9 €l —> €3
| |
ez — (4 €3 — ¢4
|
O <—— €5

e The poset (E7,<;)4 for the receive event eg:

33



(Er,<1)4

€L — €2

€3 —=¢€4

€6 <—=©65

©s er

The set of posets [1(M;) for the pMSC M; contains all of the posets generated
above II(My) = {(E1, <1), (E1, <11, (E1, <1)2, (B, <1)3, (1, <1)4}-

In Example 3.3.1 each receive event generates only one poset. This is due
to the fact that all receive events in M; are comparable to one another,
since for all e € Fj, is the set icss(e) = (. Comparing M, from Figure
3.1(b) with M; (Figure 3.1(a)), M, has some pairs of receive events that are
incomparable to one another - where all the receive events in M; are in total
order. This implies that not for all receive events e in M, is the set ics+(e)
empty. Hence, there is more than one possible poset for these receive events.
The next example will show that the number of possible posets can grow
with respect to the number of incomparable receive events.

Example 3.3.2. Let pMSC My = (Py, Xo, Acty, s, ls, ma, <o, Co, Dioss,) be
the pMSC from Figure 3.1(b). Consider the receive events ey and eg in M.
Even though the order of their corresponding send event is clear - since they
take place in the same process -, the order of the receive events ey and eg
cannot be determined. It cannot be said which of the two receive events
will occur first. For those receive events e in M, where icsq(e) is not empty,
there exist at most 2°°7(¢) possible posets in which the receive event e did not
occur. By applying the algorithm to Ms, it will generate the following posets.

The standard poset full(Ms), in which there are no lost messages looks
as follows:
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€1 —> €2

€7 —=¢€8

€lo <~ €9

The posets generated from the first receive event ey are the following:

€1

(Ea, <2)1:

©2

€3

|

€5

€6

The set ics7(ez) has only one element, the receive event eg. Therefore, there
are two possible posets for the nonoccurrence of the receive event e;. In the
first poset (Es, <3); the receive event ey did not occur - ey is replaced with
®y - and the receive event eg did occur. Further, all the successor events of
ey are removed. In the second poset (Es, <s)2 both the events e; and eg did
not occur. By removing all the successor events of e;, the successor events

(Ey, <2)s:
e1 ®2
€3
|
€5 ©s

of eg have also been removed - since succ(eg) C suce(ez).

The posets generated from the receive event ey are the following:
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(EQ, <2)3 :

€l — €2

|

(Eg, <2)4 :

€l — €2

|

Og=—¢63 Oy <=——e€3
€5 €6 €5 O]

The posets for the receive event e, are generated in a similar way as the
posets of e;. Since the only receive event which is incomparable to ey is the
event eg, there are also two possible posets for e4 - one in which only the
receive event e, did not occur and another one in which the receive events
e4 and eg did not occur. The events ey, eg, eg and e;g are removed from the
posets as these events are successor events of e4 and eg.

The receive event eg generates more posets than e; and es due to the fact
that icss(eg) = {e2,e4}. There are four possible posets for the case that eg
does not occur:

e ¢y and ey did occur - the poset (Es, <3)s, the events eg, eg and e1g are
removed (since these are the successor events of eg).

e ¢y did not occur and ey did occur - the poset (Es, <3)g, the events
ey, €7, €5, €9 and e1g are removed (since these are the successor events
of e5 and eg).

e ¢y did occur and ey did not occur - the poset (Es, <3)7, the events
er, e, €9 and ejg are removed (since these are the successor events of ey
and eg).

e ¢y and e4 both did not occur - the poset (Es, <s)s, the events ey, e7, s, €9
and ejo are removed (since these are the successor events of ey, 4 and

66).

The posets generated from the receive event eg are the following:
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(B2, <2)s - (B, <2)6
€ —— €2 e1 ®9
€4 =—6€3 es
| |
€5 ©s es O
€7
(B2, <a)7 : (Ea, <2)s
€l —— €2 e1 ®9
l
Oy=<=—"e3 es
l |
€5 ©s €5 ©s

Since the receive events eg and ey are successor events of es, €4 and eg, and
e10 is a successor of eg, they are comparable to all the receive events in M,
- icss(eg) = ics7(10) = (). Thus, each of these receive events generates one
poset. The poset (Es, <s)g is generated from eg, where eg did not occur and
all successor events of eg are removed. The receive event ejg generates the
poset (Es, <3)10, where the only receive event not occurring is ejy (no events
are removed).

The posets generated from the receive event eg and ey are the following:
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(B, <2)9 : (Es, <2)10 :
€] —————> €9 € — €2
ey <—— €3 €4 <=—-6€3
|
es €6 €5 €6
l
er —> (g €7 —> €8
®10 €9

(M) = {(E2,<2), (B2, <2)1, (F2,<2)2, (E2,<2)3, (Ea, <2)s, (E2,<2)s,
(Ea, <2)9, (Ea,<2)10}. The posets (Ey, <2)s, (Fa, <2)7 and (Es, <z)s are
not being included since (Es, <9)s = (Fa, <2)¢ = (Fa, <2)s and (Fa, <g)4 =
(E27 <2)7’

3.3.2 Complexity of generating a set of posets and the
size of it

The worst case scenario for the algorithm in Section 3.3.1 is that all receive
events in a pMSC are incomparable to one another - assuming that there
is more than one receive event. Imagine a pMSC M with the following
properties (example in Figure 3.7):

1. each receive event is located in a different process and

2. it is never the case that a send event occurs after a receive event in a
process.

Using proof by contradiction, it can be shown that the pMSC M with the
properties above will have incomparable receive events. First, by contradict-
ing property (1), there must be at least one process in which there is more
than one receive event. In this case, the receive events in those processes will
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Figure 3.7: An example of a pMSC M with properties 1 and 2.

be comparable to one another (all events in one process are ordered from
top to bottom). Hence, it contradicts the assumption that all receive events
are incomparable to one another. In Figure 3.8, property (1) is violated by
the events e and €’ through adding a new message exchange denoted by the
dash line. Second, by contradicting property (2), there must be at least one

pMSC M,

Figure 3.8: An example of a pMSC contradicting property (1).

process in which there is a send event occurring after a receive event. In
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this case the receive event will be comparable to the send event that occurs
after it. Thus, the receive event will also be comparable to the matching
receive event of the send event. Again it contradicts the assumption that
all receive events are incomparable to one another. In Figure 3.9 one can
depict a violation of property (2) by adding a message exchange denoted by
the dash line (e < ¢’ thus e < €”). Further, the properties (1) and (2) can

pMSC M,

Figure 3.9: An example of a pMSC contradicting property (2).

be combined: if there is a receive event located in a process, then there are
no other receive events in that process and no send events occurring after it.
By examining the algorithm from Section 3.3.1, in the worst case, when the
properties described above hold, the first loop in line (3) will be executed
5 times (if |[E| = n then [E-| = §). The second loop, in line (4), will be

executed 227! times. The last loop in line (8) depends on the size of x - an

element from the power set of ics;. The size of x can range from 1 to 3.
This could be affirmed since: the size of ics; is § — 1 (in the worst case); so

the size of an element from the power set of ics, will rage from 0 to § — 1;

since we always add the receive event in consideration into the set x (look

at line (5) in the algorithm), the size of x will range from 1 to §. Thus, it

implies that the complexity of the algorithm in Section 3.3.1 is in the worst
case exponential in the number of receive events.
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Proposition 3.3.1. (Complexity of generating II(M) for a pMSC M)

The worst case complezity of the algorithm for generating all posets for a
pMSC M is O(2!F1) .

Further, by maintaining the properties (1) and (2) above, it follows that the
set succ(e) is empty for each receive event e € F; of the pMSC M. A pMSC
with such characteristics is only possible if the number of processes is greater
than the number of receive events - it must be the case that |P| > |E-|. This
means, in line (11) of the algorithm no events will be removed from the new
poset. Every new generated poset is a unique possible poset of nonoccurrence
of receive events. These possible posets are deduced from the power set of E-
(2F7 consists of all possible combinations of nonoccurrence of receive events).
It implies that in a worst case scenario where the constraints above hold
(|P| > |E-| and succ(e) = @ for all receive events e) the size of II(M) will be
2Bl On the other hand, if the number of processes is less than the number
of receive events, the size of II(M) is less than 2!¥7. This is true because
since |P| < |E¢|, there must be at least one process where a receive event
and one or more send and/or receive events are located in the process. In
such case the size of II(M) depends on the size of E; and P and how the
receive events are distributed in P. Since in general there are no restrictions
on the correlation between the number of receive events and the number of
processes, the size of II(M) is exponential in the relation to the number of
receive events and the number of processes.

Proposition 3.3.2. (The number of posets for a pMSC M)

The number of posets (\IL(M)|) for a pMSC M is 20mn(ELIPD) 4 the worst
case.

3.4 Probability measure on pMSC

The previous sections of this chapter were centered on defining a pMSC and
also describing the possible posets a pMSC could exhibit. The fact that a
pMSC could produce different posets is essentially based on the unreliable
channels which are equipped with certain probabilities. So far, we have not
defined probability measures on pMSCs which will be the focus of this section.
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The fundamental idea in this section is to describe how to apply probability
measurement to pMSCs. We would like to be able to tell what the proba-
bility of a pMSC is. This can be derived from describing how to compute
the probability of an event to describing how to compute the probability of
a poset and finally to compute the probability of all posets (which defines
the probability of the pMSC). Note that by defining the probability of an
event we mean the probability of an event in a poset, and not generally in a
pMSC - since a receive event in a pMSC cannot be determined in advance if
it occurs or not.

Since the occurrence of send events in a poset does not depend on the relia-
bility of the channels, their probability is always equal to one. Whereas the
probability of receive events and lost events in a poset can be gained through
the probability of the channels. The probability of receive events and lost
events depends on the probability of the channel where the message resides
(or has resided).

Definition 3.4.1. (Probability of events in a pMSC' poset)

Let (E,<) € II(M) be a poset of pMSC M and e € E an event. Then,
the probability of the event e is defined as follows:

1 ifee Ey,
pr(e) =< 1= pss(cy,) ife#0,e € BrNE,m(e) € E\NE,,
Dloss(Cpg) ife=0,e€ E»NE,m(e) € BN E,.

for p,q € P and p # q.
[

When the probability of events in a poset is determined, the probability of
the poset itself is straightforward. By multiplying the probability of the
individual events (send, receive and lost events) in a poset, the probability
of the poset is determined.

Definition 3.4.2. (Probability of a pMSC poset)

Let (F,<) € II(M) be a poset of pMSC M. We define the probability
of (E, <) as the probability that all the events in £ occur. Formally:
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Pr((E, <)) = [Legrr(e).
|

Finally, the probability of a set of posets can be computed naturally by
adding the probability of the individual posets.

Definition 3.4.3. (Probability of a set of posets)

Let II(M) be the set of posets of pMSC M and B C II(M) an arbitrary
subset of it. To compute the probability of B we sum the probability of all
those posets (E, <) € B.

Pr(B) = Z(E,<)’GB Pr((E,<)).

Proposition 3.4.1. (Probability of a pMSC)

Let M = (P, X, Act, E, I, m, <, C, pss) be a pMSC. The probability
of M is equal to one, Pr(M) = Pr(II(M)) = 1.

Proof. Let (2, F, Pr) be a probability space (see below) over posets of a set
II(M) such that:

e O =TI(M), the sample set consists of all possible posets.
o F =200

To simplify the proof, imagine that the elements in II(M) are indexed. Imag-
ine a bijective function Z : TI(M) — {1,2, ..., |II(M)|} which has the purpose
of indexing the elements in II(M) from 1 to |II(M)].

[TI(M)]
Pr(i(M))y= > Pr(  (E,<), )

pairwise disjoint events

[TL(M)]

=Pr( | J (B.<))

= Pr((?):
=1

[y
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A probability space is a triple (2, F, Pr) where:
e () is an arbitrary non-empty set which comprises all possible outcomes,

e F C 2%is a set of events which is a o-algebra containing the empty set
and is closed under complements and countable unions.

e Pr: F — [0,1] is a probability measure function on F with the
following properties:

1. Let Ay, ..., A, € F be aset of pairwise disjoint sets. Then Pr(UA;) =
Z? PT(AZ)u
2. Pr(Q) =1.

Example 3.4.1. Consider the pMSC M; from Figure 3.1(a). Lets assume
that the probability of message loss for the channels (p, ¢) and (g, p) is 0.2 and
for the channels (g, ) and (r, ¢) is 0.35 - the probability of message loss for the
channels (p,r) and (r,p) is not of interest, since on these channels there are
no messages exchanged. The probability of the send events (ey, e3, e5, e7) are
straightforward (pr(e;) = pr(es) = pr(es) = pr(e;) = 1). The probability of
the receive events e, and eg are 0.8 and for e4 and eg are 0.65 - the probability
of a receive event is 1 — pross(Cpq) if € # @i, 6; € E2 N Eyym™Ye;) € EiN E,,.
The probability for the events which did not occur are 0.2 for ®y and @y,
and 0.35 for ®4 and ®g. The probability of the individual posets in II(M;)
are the following (the posets can be obtained from Example 3.3.1):

Pr((E1,<1)) = pr(e1) x pr(e2) x pr(es) X pr(es) x pr(es) X pr(es) X pr(er) x pr(eg) = 0.2704
Pr((E1,<1)1) = pr(e1) X pr(®2) = 0.2
Pr((E1, <1)2) = pr(e1) x pr(ez) x pr(es) x pr(©a4) = 0.28
Pr((E1,<1)3))= pr(e1) x pr(ez2) x pr(e3) X pr(es) X pr(es) x pr(®¢) = 0.182
Pr((E1,<1)4) = pr(e1) x pr(ez2) x pr(e3) X pr(es) X pr(es) x pr(es) X pr(e7) x pr(©g)= 0.0676

By adding the probability of the individual posets we obtain the probability
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of all the posets II(M;), which is the probability of the pMSC M;.

Pr((Ey,<1)) = 0.2704
Pr((Ey, <1)1) = 0.2
Pr((Ey, <1)s) = 0.28
Pr((Ey,<1)3) = 0.182
Pr((E, <1)1) = 0.0676 +
Pr(li(My)) = 1
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Chapter 4

Composing Probabilistic MSCs

4.1 Introduction

The previous chapter introduced pMSCs, which are a variant of MSCs, where
each channel is associated a probability value that defines the probability that
a channel can lose messages. This chapter will introduce a concept that com-
bines different pMSCs into one automata-based model, where each node in
the automata corresponds to a pMSC. We call these automata-based models
Probabilistic Message Sequence Graphs (pMSGs).

A pMSG is a variant of MSGs (see Definition 2.2.1), in which each node
is labeled with a pMSC instead of a MSC. Therefore, pMSGs are defined
over a set of pMSCs. A transition in a pMSG is probabilistic and also non-
deterministic. Each node in a pMSG may have several actions to choose to
perform a transition. The process of deciding which action to take is done
in a nondeterministic way. After an action has been chosen, a probabilistic
transition will be performed, with respect to the chosen action, to one of the
possible successors.

To begin with, this chapter will start with introducing pMSGs followed by
describing the properties of it. Subsequently, we will become familiar with
Markov Chains, which is a probabilistic model that will be used as a basic
model to specify probabilistic behaviors of pMSGs. At the end of this chap-
ter, the process of transforming a pMSG into a corresponding Markov Chain
will be shown.
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4.2 Probabilistic Message Sequence Graphs

A pMSC can be used to describe a single entity of probabilistic interaction
(in our case message exchange) between instances which could be processes,
agents, networks or others. But if one would like to describe compositions
over a set of entities of probabilistic interactions (pMSCs), where the transi-
tions from one entity to another also has a notion of probability, pMSCs are
very limited in fulfilling such intentions. In Chapter 2 we have defined MSGs
(Definition 2.2.1) which is an automata-based model used to describe compo-
sitions of MSCs. Therefore we will extend MSGs in a sense of incorporating
probabilistic behavior so that it will be compatible to define compositions of
pMSCs. Our extended model will also exhibit nondeterminism beside being
probabilistic.

Definition 4.2.1. (Probabilistic Message Sequence Graphs)

Let M be a set of pMSCs. A Probabilistic Message Sequence Graph (pMSG)
over M is a tuple G = (V, Act, P, vipit, vy, A) such that:

e 1/ is a finite set of vertices,

Act is a finite set of actions,

o P:VxActxV — |0,1] is a transition probability function that assigns
to each transition a probability. For fixed v € V' and o € Act:

Z P(v,a,0") € {0,1},

eV

Vinit € V' is the initial vertex,

vy € V is the final vertex with the following property:

dla € Act such that P(vy, a,vf) =1

e \:V — M is a function that assigns to each vertex a pMSC, where:

Av) = My if v = vy,
M e M\{My}  otherwise.
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A pMSG always starts from its initial vertex v;,;. Whenever it wants to
perform a transition from its current vertex v € V., it will first have to
choose nondeterministically from all possible actions which can be executed
from the vertex v. After an action o € Act has been chosen, a transition to a
successor vertex v’ of v can be performed with the probability P(v, a,v’). An
accepting run in a pMSG G ends always in its unique final vertex vy, where
each incoming transition to vy has a transition probability 1. Moreover, vy
also has a self loop with a transition probability 1.

Example 4.2.1. Figure 4.1f shows an example of a pMSG G; which is
defined over the set of pMSCs M = {M;, My, M3, My, My}. The vertices
in G are associated to pMSCs in M in the following way: A(v;) = M;
for i € {1,2,3,4} and A(vs) = My. The pMSG G, starts from its initial
vertex v;. In vy, GG; has a nondeterministic choice between the actions o
and ay. By choosing the action as, v; has only one possible successor with
probability 1 which is the vertex vs. By choosing the action a4, v; has two
possible successors, the vertices v, and v3 with a transition probability 0.2
and 0.8. From vy there is only one possible action to choose, the action ag,
in which a transition back to vy can be performed with probability 0.35 or a
transition to the vertex vz with probability 0.65. The final vertex vs can be
reached from the vertex vs by taking the only possible action ay and from
the vertex vy by taking the only possible action as. Both transitions have the
probability one. Furthermore, the final vertex vs has a self loop transition
with probability 1 by taking the action ag.

pMSC M2
pMSC M; P q r
I R
p q r
C I 1C ] Ll
a S f

e €9 €6 €5
I I
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pMSC M;
p q r
L 1L JL | ||pMSC M,
. b p q r
e
T e L T
€10 €9
d e
€12 €11 €14 €13
I N E— I E—
(c¢) pMSC M3 (d) pMSC M,
pMSC M@
p q r
Lt T
(e) pMSC My (f) pMSG G,

Figure 4.1: pMSG G, over M = {M;, My, Mz, My, My}.

Due to the fact that pMSGs have probabilistic and also nondeterministic
transitions, we consider pMSGs similar to Markov Decision Processes (since
a Markov Decision Process also allows probabilistic and nondeterministic
choices in their transitions unlike Markov Chains, which allow only prob-
abilistic ones). The similarity between our definition of pMSGs to Markov
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Decision Processes will give an advantage which will be shown in Section 4.4.2

Let G = (V, Act, P, vinit, vg, A) be a pMSG which we will use for the following
definitions.

Definition 4.2.2. (Enabled action in a vertex)

The set of enabled actions in a vertex v € V' of G, denoted by Enabled(v), is
the set of possible actions which can be taken from the vertex v to perform
a transition.

Enabled(v) = {a € Act| Z P(v,a,v") =1}

v'eV

If we examine the pMSG G, from Figure 4.1f, then the enabled actions for
the vertices are the following;:

o Enabled(vy) = {aq, s}

°
s
3
S
&
>
ISH

{au}
{as}
Enabled(vs) = {ag}

)

e Enabled(vy) = {as}
) =
) =

°
s
3
S
&
>

dU4

(
(
(v3
(
(

Through a resolution of the probabilistic and nondeterministic choices in a
pMSG we can derive a set of possible execution sequences, which are repre-
sented via an alternating consecutive sequence of vertices and actions. We
define these possible execution sequences in a pMSG as paths.

Definition 4.2.3. (A pMSG path)

A path 7 in pMSG G is a finite sequence of vertices and actions which
ends in a vertex.

[e3] a2 Qn
M=V >V, —> V... —>Up

such that:
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P(vi, ajyq,v41) > 0, for 0 < i < n.

We define first(m) as the first vertex in a path = and last(r) as its last
vertex. The set of all possible paths of pMSG G is denoted by Path(G). To
define the set of paths starting from a vertex v we use the notation Path(v).
We say that a path 7 is accepting iff first(m) = vy and last(m) = vy,

Example 4.2.2. Consider the pMSG G from Figure 4.1f and the following
paths:

as as a6 ag
T =V1 —> Vg —> Uy —> U5 — Uy

The path 7 is an accepting path since first(m) = v; which is the initial
vertex of G and last(m) = vs which is the final vertex of Gj.

aq oy
Mo =V —> U3 — Us

Ty is also an accepting path in Gy since first(m) = vy, last(me) = vs. The
path

a1 as Qs Qs
T3 =V —> Vg —> Uy —>Vg... —> U3

is not accepting. The path 73 ends in a vertex (the vertex vz) which is not
the final vertex of G.

Since a path in a pMSG is an alternating consecutive sequence of vertices and
actions which ends in a vertex and a transition from one vertex to another in
the path is carried out by an action which has a certain probability, one can
also define the probability of paths appearing in a pMSG. The probability
of a path is the probability of traversing the sequence of vertices in the
corresponding path. This probability can be obtained by multiplying the
probability of the individual transitions in the path.

Definition 4.2.4. (Probability of a pMSG path)

Let 7 = vy -5 v1 =5 ... 2% v, be a path in G. The probability of 7 is
defined as follows:

Prob(n) = H?:_ol P(vi, 0tig1, Ui ),
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where P is the transition probability function of the pMSG G, «;11 €
Enabled(v;) and P(v;, i1, v;01) > 0 for 0 <7 < n.

Example 4.2.3. Consider the path 7 = v, =5 vy =3 vy =5 vy = v3 —»
vs =% v5 in Gy. The probability of this path is the following:

Prob(m) = P(vi,az,a2) - P(v2,a3,v2) - P(v2,a3,v2) - P(v2,a3,v3) - P(v3,a4,vs) - P(vs, ag,vs)
=0.2-0.35-0.35-0.65-1-1
= 0.015925

Definition 4.2.3 states that a path in a pMSG is a sequence of vertices and
actions that follows certain conditions. Furthermore, a pMSG is defined over
a set of pMSCs, such that each vertex in a pMSG is associated to one pMSC.
Thus, a path in a pMSG can be illustrated as a concatenation of pMSCs that
are associated to the vertices, which defines the path. The concatenation of
two pMSCs emerge from the action connecting the two pMSCs. The following
definition defines how two pMSCs can be concatenated, which results again
in a pMSC.

Definition 4.2.5. (Concatenation of pMSCs)

Let M, = (Pl,El,Actl,El,ll,m1,<1,C1,plossl) and My = (PQ, 22, ACtQ,
Es, b, ma, <o, Ca, Pross,) be pMSCs. The concatenation of M; and M,
denoted by M - My, is the pMSC M = (P, X, Act, E, I, m, <, C, pi,ss) which
is defined in the following way:

L P:P1UP2,
® Z:Zlng,

e Act = Act; U Acts,

E=FEWYE;,

. 11(6) if e € El,
l(e) - { 12(6) if e € Eg,

m(e) . ml(e) if e € El,
| ma(e) ife € Ey,

52



o <=<3U<yU{(e,e)|e € FE, e € Eyloc(e) =loc(e)},
o (= Cl U 02,

DPloss, (Cpq) = Dlosss (Cpq) if p,q € 7Dl N P2a
L ploss(CPII> = Plossy (Cpq) lf D, q € Pl\Pl N P2a
Diosso (Cpq) if b, q € 732\731 N 7D2~

Definition 4.2.5 above is defined based on three assumptions. First, if there is
a letter used to denote a process in P; which is also used to denote a process
in Py, then these are identical processes - i.e., there is a letter ¢ used to denote
a process in P; and also in P,. This implies that ¢ € Py NP,. Further if there
are processes p and ¢ used in Py and also in Pa, then pross, (Cpg) = Diosss (Cpg)
and Pioss, (Cop) = Dioss, (Cqp)- If we wish to allow pairs of processes (p, ¢) which
are used in P; and P, to have different channel probabilities in M; and Ms,
then for the concatenation of M; and My we could take the minimum (or
the maximum) of the channel probabilities. For example, if p,q € P; with
Dloss: (Cpg) = 0.5 and p, ¢ € Pa with pioss,(cpg) = 0.25 then the probability of
the channel after the concatenation would be pioss(cpq) = 0.25 if the minimum
is chosen (pioss(cpq) = 0.5 respectively if we choose to take the maximum).
Second, E; and E, are assumed to be disjoint - E; N Ey = (). Third, the
definition above is based on an asynchronous concatenation. This means
that through the concatenation, the events are ordered by process. This still
means that for all p € P, all the events from M; will be executed first in
process p and then the events from M,. It does not mean that all events
from M, have to wait for all events from M; to be executed first, as in a
synchronous concatenation.

Example 4.2.4. Consider the pMSCs M, and M; from Figure 4.1b and
4.1c. Figure 4.2 shows the concatenation M = M, - M.

We find that it is not necessary to define concatenation over the set of posets.
The concatenation of two sets of posets I1(M;) and II(Ms) from two different
pMSCs M; and M, can be obtained by:

1. apply the concatenation of M; and M, to obtain a new pMSC M.
M = M1 . M2
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pMSC M= M2 . M3
p q r
I A
b
€3 €4
f
& €5
b
(&rd €g
C
€10 €9
d
€12 €11
I NN

Figure 4.2: Concatenation of My and M;.
2. apply the algorithm from Section 3.3 to M to obtain the set of posets
II(M).

Definition 4.2.6. (pMSC of a path)

Let m = vy =5 v; =3 vy ... =% v, be a path in G. The pMSC produced from
the path 7 is that which evolves by concatenating the corresponding pMSCs
of the vertices in 7.

M(m) = AMug) - Aug) - oo - Mup).
|

In Definition 4.2.6 we have stated that by concatenating the pMSCs of the
vertices along a path of a pMSG will induce a pMSC. Furthermore, from Def-
inition 4.2.3 we can obtain the probability of any path a pMSG can produce.
Using the Definitions 4.2.6 and 4.2.3 we can now determine the probability
of a poset (E, <), € II(M(7)) of a pMSC M (m) produced by a path 7 in a
pMSG G.

Definition 4.2.7. (Probability of a poset in a pMSC path)
Let m be a path in pMSG G and M(m) the corresponding pMSC of the
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path 7. The probability of a poset (F, <), € II(M(x)) is defined in the
following way:

Prob((E, <)) =pr((E,<):) x Prob(m).
|

The probability of the poset, pr((E,<),), is computed as in the previous
chapter (Definition 3.4.2). The probability of the pMSC M (), from the path
7, in G is equal to the probability of the path 7 in G, i.e., Prob(M(rw)) =
Pr(II(M(m))) x Prob(m) = Prob(m). Notice that Prob(M(m)) denotes the
probability of M(7) in G and Pr(II(M(n))) denoted the probability of all
the posets in M ().

To define the language of a pMSG we adapt a similar method used for prob-
abilistic automata with infinite words [5].

Definition 4.2.8. (The language of a pMSG)

Let p € [0, 1] be a threshold. The Language L,(G) of pMSG G is the set of
pMSCs which are produced from all accepting paths m and 7 has a probability
of at least p.

L,(G) = {M(n)|r is an accepting path in G and Prob(m) > p}.

4.3 Markov Chain

To reason about the characteristics of a pMSG, in the matter of its proba-
bilistic behavior, we would like to introduce in this section a well known prob-
abilistic system that is used to model probabilistic choices, namely Markov
Chains. The Markov Chain we would like to define is also known as a discrete-
time Markov Chain, which is a time-abstract model where decisions between
possible outcomes are solely probabilistic in nature. Formally a Markov
Chain consists of a nonempty countable set of states in which a transition
from one state to another is simply probabilistic. There is a transition proba-
bility function that determines the probability of transitions between states.
A Markov Chain behaves like a transition system except that the successor
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states are chosen probabilistically instead of nondeterministically.

The intention in this section is at first to define the probabilistic system
Markov Chain. This will be followed by presenting the properties of a Markov
Chain and also how to associate a probability space to a Markov Chain for
reasoning about quantitative and qualitative properties. Accordingly we will
describe the transformation from a pMSG to a Markov Chain which is carried
out by associating a scheduler (also referred to as an adversary) to the pMSG.

A Markov Chain is a probabilistic system in the sense that transitions be-
tween states are based on a transition probability function. Imagine a state s
with two possible successor states s; and s;. This means that being in state s
the choice of moving to state s; or ss is determined by a probability function
which assigns to each transition a probability value. Moreover, the proba-
bility to move from one state to another depends only on the current state
of the the system. Thus, the predecessor states do not have any effect on
the transition probability of the current state. The complete independence
of the transition probability function to the predecessor states is known as
the memoryless property.

Definition 4.3.1. (Markov Chain)

A Markov chain is a system MC = (S, P, i;ni, AP, L) such that:
e S is a nonempty countable set of states,

e P:S xS —[0,1] is a transition probability function that assigns to
each transition a probability value such that for all s:

ZS’ES P(S, S/) = 1,

® iinit : S — [0,1] is an initial distribution that assigns to the states a
probability for being the initial state of the system such that:

ZSES Zznzt(s) - 1a

e AP is a set of atomic propositions,
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o L:S — 247 is a labeling function that assigns a set of atomic propo-
sitions to each state.

A Markov Chain consists of a set of states S, where each state s € S has
a certain probability of being an initial state. The probability of being an
initial state will be determined by the initial distribution function 4;,; such
that all states s € S with i;,;(s) > 0 are possible initial states. A transition
in a Markov Chain is solely probabilistic. The probability of a transition
will be determined by the transition probability function P. The probability
that the system will move from s to an arbitrary state s" is P(s, s’) where all
states s € S with P(s,s’) > 0 are possible successors for the state s. Further,
each state in a Markov Chain is labeled with a set of atomic propositions.
This is mainly helpful to interpret logical formulas over Markov Chains. A
Markov Chain is depicted by its corresponding digraph where the vertices in
the digraph represents the states of the Markov Chain and furthermore there
is an edge from the vertex s to s iff P(s,s") > 0.

Example 4.3.1. Consider a simple weather model in which there are only
two possible states of weather which are sunny or rainy. Each state of weather
is assigned with an initial distribution of 0.5. The weather outcome for the
next day depends only on the current state of weather. If the current state
of weather is sunny, then there is a 70% possibility that the next day will
also be sunny. When the current state of weather is rainy, then the following
day would also be rainy with the possibility of 45%. The Markov Chain for
the mentioned weather model can be depicted in Figure 4.3

0.55
0.5 0.5
9 -
0.3
0.7 0.45

Figure 4.3: A Markov Chain for a simple weather model.
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A path 7 in a Markov Chain is an infinite sequence of states sys;ss... € S¥
such that P(s;, s;11) > 0 for i > 0. Every prefix of an infinite path 7 is a
finite path if it ends in a state. For a Markov Chain MC the set of all infinite
paths is denoted by Path(MC) and the set of all finite paths is denoted by
Pathfm (MC)

The reason that we use a Markov Chain is the simplicity to reason about
qualitative and quantitative properties through incorporating a o-algebra
and a probability measure to the set of paths. Hence, we can associate prob-
abilities to these sets of paths. For example we would like to question if a
Markov Chain runs through a certain path (which can be a bad behavior
or a good behavior) with a certain desired probability. Or we would like to
know the probability of all good (or bad) paths of a Markov Chain.

The probability space of a Markov Chain MC is defined as follows:
e Q) = Path(MC),

o F = Cyl(Pathy,(MC)) is the smallest o-algebra containing all the
cylinder sets over all finite paths of MP. Where

Cyl(m) = {m € Path(MC)|7 is a prefix of 7}

for a finite path @ € Pathy;,(MC),

e The probability measure on F (in this case the cylinder set spanned by
the finite paths) is defined as follows:

Pr(Cyl(7)) = iimit(so) - P(7)
where T = $05152...5, € Pathy;,(MC) is a finite path in MC,0 <1i <n

and P(m) = g_l P(si,8:41) (P is the transition probability function
of MC).

4.4 From pMSG to Markov Chain

In the previous section we have defined a Markov Chain which will be used as
our probabilistic model. The benefit of using a Markov Chain is the straight-
forwardness in associating a probability space to reason about qualitative and
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quantitative properties of the system. Further, using a Markov Chain we can
imitate the probability behavior of a pMSG as long as we can resolve the
nondeterminism. This section will be concentrated in transforming a pMSG
to an equivalent Markov Chain. This means that we would like to generate
a Markov Chain from a pMSG without losing the characteristic of the pMSG.

Since a transition in a pMSG is also nondeterministic beside being prob-
abilistic, we have to find a way to resolve this nondeterminism before asso-
ciating it to a Markov Chain. The nature of pMSGs being probabilistic and
also nondeterministic shows it similarity to a Markov Decision Process. In
a Markov Decision Process there is a common procedure used to resolve the
nondeterminism by using a scheduler. A scheduler decides in every nondeter-
ministic branch which action to take. This motivated us to apply schedulers
to resolve nondeterminism in a pMSG. A scheduler in a pMSG is a function
that assigns an action to each vertex in a way that the pMSG will never have
to choose between actions when being situated so.

Definition 4.4.1. (Scheduler for a pMSG)

Let G = (V, Act, P, Vinit, v5, A) be a pMSG . A scheduler 2 for G is a function
2 :V — Act such that A(v) € Enabled(v) for all v € V.

Associating a scheduler to a pMSG will transform the pMSG in a probabilis-
tic system where all nondeterministic choices will be resolved with respect
to the chosen scheduler. This allows us to assign a Markov Chain to every
pMSG governed by a scheduler. Since each vertex in a pMSG may have sev-
eral actions to chose nondeterministically, it implies that there are different
schedulers that can be associated to a pMSG. Note that the scheduler defined
here is memoryless. This means that the scheduler chooses the next action
independent from the previous chosen actions.

In the following we will define a transformation of a pMSG governed by
a scheduler to a corresponding Markov Chain. The resulting Markov Chain
will behave exactly like the pMSG under the influence of the scheduler. This
means that there is a one-to-one correspondence between paths in the pMSG
governed by the scheduler and paths in the corresponding Markov Chain.
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Definition 4.4.2. (From pMSG to Markov Chain)

Let G = (V, Act, P, Vinit, vf, A) be a pMSG and A a scheduler for G. The cor-
responding Markov Chain for G with respect to 2, MCeqy = (S, Prmes tinits AP, L),
is defined as follows:

e S =V,

® Pucg, 5 xS —[0,1] such that:

Prcg, (v,0') = Pa(v, A(v),v"),

® iinit(V) = { (1] I & = Vini

otherwise.

The Markov Chain induced from a pMSG governed by a scheduler has the
set of vertices of the pMSG as its set of states. The transition probability
function of the Markov Chain is obtained by applying the scheduler on the
actions in the transition probability function of its pMSG. Furthermore we
set the initial distribution of the Markov Chain to one iff it is applied to
the corresponding state of the initial vertex in the pMSG. The use of a set
of atomic propositions has been omitted here since there is no interest of
interpreting logical formulas over the Markov Chain.

By examining the pMSG G from Figure 4.1f, a nondeterministic choice
takes place only in the vertex v, - the nondeterministic choice between the
actions aq and «s. Thus, there are two possible schedulers for ;. The first
possible scheduler 2, chooses always the action o4 in vertex v; and the second
possible scheduler 2(5 chooses always the action as when in v;. Thus, GGy can
be transformed to a Markov Chain by associating the scheduler 2(; or 2As.

Example 4.4.1. Let MC; be the Markov Chain obtained by associating G
with the scheduler 2; (for i € {1,2}). Then the Markov Chains MC; and
MC, looks as follows:
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Figure 4.4: A Markov Chain MC; from G; with respect to the scheduler ;.

start — ° @:} Qi 1
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Figure 4.5: A Markov Chain MCs from G with respect to the scheduler 2.
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Chapter 5

Associating Logic to pMSCs

5.1 Introduction

This chapter introduces a specification language which will be used to express
the properties of pMSCs (it also can be used for pMSGs). A specification
language for pMSCs should be able to express the properties of an event
and furthermore it should be able to express sequences of events equipped
with a probability value. Using such a specification language, we would be
able to express the execution order of events with probabilities, i.e, we could
express the probability that the events ejeseszeqes are executed in this order
with probability 0.342 and e; is the maximal event.

Since pMSCs are basically extended models of MSCs (that the channels
in pMSCs can lose messages with a predefined probability), we adopted a
language used to specify MSCs and extend it with a probabilistic notion.
There are several studies which have been focused on defining or extending
a specification language for the purpose of MSCs [8]. In this chapter we
present an extended version of PDL, called Probabilistic Propositional Dy-
namic Logic (PPDL). PPDL extends PDL in such a way that path expres-
sions are equipped with a probability operator that defines the probability of
the path. Moreover, in PPDL we omit the use of quantification in global for-
mulas as in PDL. Beside these two differences, both specification languages
have syntactically similar definitions.

The structure of this chapter is the following: first, the syntax and semantics
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of PPDL will be defined. This will be followed by comprehensive examples
to show how to check if a pMSC satisfies a PPDL formula. In the end of this
chapter we will summarize a method for model checking MSCs over PDL, and

the problem that we encounter if we apply this method for model checking
pMSCs over PPDL.

5.2 Probabilistic Propositional Dynamic Logic

PPDL is an extension of PDL where paths are equipped with a probabilistic
operator. This probability operator is applied to the forward and backward-
path formulas. In PDL the formula (M)« is used to express the occurrence
of a forward-path (\), where the last event in the path A has to fulfill the
local formula o (analog for the backward-path formulas (\)~™'a). In our
PPDL language we enrich the path expressions with a probability operator
such that the path is linked to a probability bound, i.e., the formula (\).,«
means that the forward-path (\)., is bound by the probability value p and
the last event has to fulfill the local formula « (analog for the backward-path
formulas (A\)Zla). Thus, the probability of a path in a pMSC (the occurrence
of sequences of events in a pMSC) can be formulated mathematically using
PPDL.

5.2.1 Syntax of PPDL

Let M = (P,%, Act, E,l,m,<,C, piss) be a pMSC and II(M) the set of
posets of M. The two following definitions will be defined over the pMSC
M.

Definition 5.2.1. (Syntax of PPDL)

The syntax of PPDL is defined over three different categories. These cate-
gories are:

1. Path expressions, which are ranged over by A. Let a be a local formula
(defined below), then the syntax of a path expression A is defined as
follows:

Az=proc|msg | {a} | A A+A| N
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2. Local formulas, which are ranged over by a. The syntax of a local
formula « is defined as follows:

a:::true|a|a\/a|—|a|<)\)Npa|()\>:;a

where o € Act, \ is a path expression, ~ € {<, >} and p € [0, 1].
3. Global formulas, ranged over by (. The syntax of a global formula ¢
is defined as follows:
pu=aleVelonyp
where « is a local formula.

Upon closer inspection, Definition 5.2.1 does not differ so much from Def-
inition 2.3.1. Definition 5.2.1 extends PDL in associating the probability
operator ., to paths, where (\)<, means that the path A has a probability
less than or equal to p and (\)>, means that the path A has a probability
greater than or equal to p (analog for the backward-path (\)Z}).

5.2.2 Semantics of PPDL

The semantics of PPDL path expressions are defined exactly as in PDL over
a pair of events. On the other hand, the semantics of PPDL local and global
formulas are not defined over a pMSC M, but over the set of posets I[I(M).

Definition 5.2.2. (Semantics of PPDL)

1. The semantics of PPDL path expressions are defined as in Definition
2.3.2 for PDL path expressions (see Section 2.3).

2. Let ¢ € Act, A\ a PPDL path expression and «, a;, s PPDL local
formulas. The semantics of PPDL local formulas is defined over I1(M)
and an event e € E as follows:

o II[(M),e = true Ve € E\Eq
o [I(M)elro < lle)=0
o [I[(M),eEayVay < II(M),e EayorlI(M),e |E as
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o lI(M),e E-a < II(M),e =«
o [I(M),e = (Mpa < 3Fe' € E.(e,e/) EANII(M),e = aAn
P((A)~pt)
where p((\),a) =
Pr{(E,<) e I(M)le € (E, <) A(E,<),e = (Na}) <p  if ~=<
Pr({(E, <) e I(M)|e € (E, <Y A(E.<) e = (Na}) > p  if ~v=>
o I(M),e = (N o <= 3¢ € E(e) EANII(M), ¢ = a A
p((A)50)
where p((\)Zja) =
{ Pr({(E,<) ell(M)le € (E,<) AN(E,<);e E (N la})<p  if ~=<
Pr{(E,<) e I(M)|e € (E,<) A(E,<),e £ N 1a})>p  if ~=>

3. Let a be a PPDL local formula. The semantics of PPDL global formulas
is defined over II(M) as follows:

e lI(M)Fa < Fe€ Epim NI(M),e =
o I(M) E @1V < (M) = @1 or II(M) |= ¢
o I(M) E @1 Npy = TI(M) = @1 and TI(M) = @2

where E,;, = {e € E|-3e’.¢ < e}.
[ |

PPDL semantics for local formulas are essentially similar to PDL. The se-
mantics of their forward- and backward-path formulas are extended with
a term describing the condition for the probability of paths. Consider the
semantics of the forward-path formula in PPDL:

(M), e = (A)~p
=

Je' € E. (e, = A, (M), e Ean p((N)pa)

J/ 7

~\~ v~
2

1 3

1. The first term (e, €’) |= A defines that the path A should start from the
event e and ends in €.
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2. The second term II(M), ¢’ = « defines that given the poset II(M) and
the last event from the path A (in our case here the event ¢€’) the local
formula o must be satisfied.

3. The third terms determine the probability aspect. We know that
P((A)par) =

{ Pr({(E,<) € I(M)|e € (E,<)' A(E,<)\e|= (Na}) <p  if ~=<
Pr{(E,<) e T(M)|e € (E, <) A(E,<),e = (Na}) >p  if ~=>

The probability boundary for the posets satisfying the formula (\)«

depends on which symbol is associated to ~, greater than or equal,
or less than or equal (~€ {>,<}). Le., if ~=> then the sum of the
probabilities of all posets satisfying the local formula (A\)a must be
greater than or equal to the probability value p.

Example 5.2.1. Imagine a pMSC M with three processes User, Interface
and Resource. The pMSC M starts by the User sending a request message to
the Interface for accessing the Resource. After receiving the request message,
the Interface forwards the request message to the Resource. The Resource
grants the request by sending a granting message to the Interface which will
be forwarded to the User by sending a message denoted by yes. The graph-
ical representation is depicted in Figure 5.1.

Imagine some probabilistic behavior of pMSC M which is expected to hold
or not. Let’s first consider a desired behavior, where the path starting from
the User sends the request message until the Resource grants the request,
by sending the message grant to the Inter face, will be given a probability
of at least 0.5. Given the pMSC M, this behavior can be expressed by the
following PPDL global formula:

1 = (msg; proc; msg; proc; msg)ysosInter face? Resource(grant)
The path expression in ¢; - msg; proc; msg; proc; msg - specifies the path of
events ejegeseqeseg. This path of events is desired to have a probability of at

least 0.5 and the last event in this path - eg - has to satisfy the local formula
Inter face? Resource(grant).

To examine whether pMSC M satisfies the global formula ¢y, first we have
to know the set of all possible posets II(M) for the pMSC M. This set can
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pMSC M
User Inter face  Resource
req
e1 €2
req
e3 €4
grant
(& €5
yes
e er
I NN

Figure 5.1: pMSC M.

be generated by applying the algorithm in Section 3.3.1. By executing the
algorithm we will obtain the following posets:

(E,<)1 : €1 —> €9

€3 —=¢€4

€6 =—F65

€g <=—¢€7
(E,<)2: e —= O (E,<)s: €] —> €2
ez — Oy
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(E,<)4 : €1 —> €9 (E,<)5 : €1 —> €9

€3 —>¢€4 €3 —>¢€4
Og=<=—¢65 €6 <—— 65
Og<=——e€7

II(M) = {(E, <)1, (E, <), (E,<)3, (E,<)4, (E,<)s} is the set of posets for
the pMSC M. The first poset (£, <); is the standard poset in which all the
events in M occur. In the second poset (E, <), the message req which is
sent from the User to the Inter face is lost in the channel. Thus, all suc-
cessor events of es (which are the events es, ey, €5, €6, €7 and eg) will also not
occur in the poset. The third poset (F,<)s describes the poset where the
Inter face has received the message req from the User, but while forward-
ing the message to the Resource it is lost in the channel. This implies that
the receive event e, will not occur, which implies to the nonoccurence of the
events e, e, e7 and eg (which are the successor events of e4). (E, <)y is the
poset where the message granting access to the Resource is not received by
the Inter face, which is represented by the lost event ®g. Accordingly the
successor events ey and eg of the event eg will not occur in the poset. The
last poset (E, <)s describes the loss of the message yes from the Inter face
to the User. This results in the lost event eg. Since the receive event (g
does not have any successors, all events occur in the poset except eg.

To see which posets in II(M) satisfy the global formula ¢;, one needs to
examine in which posets in II(M) the path of events ejeseseseseq do appear.
These are the posets (F, <); and (F, <)s5. Let’s assume that the probability
of losing a message in the channels are the following:

o pioss(User, Inter face) = pyoss(Inter face, User) = 0.121, and
o Doss(Inter face, Resource) = pioss( Resource, Inter face) = 0.074.

By multiplying the probability of the events in the posets (see Definition
3.4.2) we obtain the probability of (E, <); ~ 0.6625 and the probability of
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(E, <)s ~ 0.0912.

Next we will analyze if the II(M) satisfies the global formula ¢;.
II(M) = (msg; proc; msg; proc; msg)>osInter face? Resource(grant)

—

Jde € Epin ANII(M), e = (msg; proc; msg; proc; msg)>o.5 Inter face? Resource(grant)

= A =«

—

de € Enmin A e’ € E.(e,e') E A AI(M), e = anp((N)>o50)

satisfied by e1  satisfied by the path ejeseseseses satisfied by eg ?

What is left to prove is the last inequation p({\)so5a). Based on the set
II(M) only the posets (F,<); and (E, <); satisfy the local formula (\)«a
(note: A = msg; proc; msg; proc; msg and « = Inter face? Resource(grant)).
This implies that:

Pri{(E, <) elI(M)|le e (E,<) NE, <) E (Na}) =
Pr((E, <)1)+ Pr((E,<)s) ~

0.6625 + 0.0912 =

0.7537

Therefore,
II(M) = (msg; proc; msg; proc; msg)>osInter face? Resource(grant).

Example 5.2.2. Let’s consider now an undesired behavior of the pMSC M
such that the message yes from the Inter face never arrives to the User,
even when it has been granted from the Resource. This scenario should
occur with a very low probability - for example a probability of 0.2 at most.
This undesired behavior can occur in two different scenarios:

1. The first scenario is that the Resource has sent the message grant
to the Inter face but the Interface did not receive it. Thus, all the
successor events of eg (Interface receiving the message grant from
Resource) will not occur.
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2. The second possible scenario is that the message grant has been re-
ceived by the Inter face and therefore, the Interface can send the
message yes to the User, but this will not be received by the User.

The two scenario above can be written in a PPDL global formula ¢, as
follows:

(M + A2)<o2false
with
e )\, = ((msg; proc)%; { Resource! Inter face(grant)}; msg) and

e )\y = ((msg; proc)?; { Resource!Inter face(grant)};(msg; proc);
{Inter facelUser(yes)}; msg).

Through closer examination on the set II(M) it turns out that the poset
(E, <)4 reflects the behavior of the first scenario and the poset (E, <)s re-
flects the behavior of the second scenario. Thus, (E, <), and (E, <)s are the
only two posets in II(M) that could satisfy ¢,.

The satisfiability of the global formula s is solved in the following way:
(M) = 2
=
(M) = (A + Aa)<oafalse
=
de € Epin NI(My), e = (A + Aa)<oafalse
=

Jde € Emzn
—_——

satisfied by ey

A

(( Jde' € E.(e,€) = Ay )V ( éle” € E.(e,e") E Ao ))

Vo Vo
satisfied by the path ejesesesesOg satisfied by the path ejesesesesegerOs
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A
(M), e E false

satisfied by ®¢ and Og

A
P((A1 + A2)<o2false)

Further:

Pri{(E,<) elI(M)|e € (E,<) NE,<) E (M + \2) false}) =
Pr((E, <)) + Pr((E,<)s) =

0.0602 + 0.0912 =

0.1514

This implies the validity of p((\1 + A2)<o.2false), and therefore
H(Ml) ): <)\1 + )\2>§o_2fal$6.

5.3 Model Checking

Model checking is a fully automated process which analyzes if a model satis-
fies a certain specification. In cases of models with messages exchanged, the
model is generally represented by an automaton-based model and the speci-
fication is represented by a formal mathematical system. If the automaton-
based model and the formal mathematical system are appointed, then model
checking centers on the question: if the automata-based model satisfies a
specification formula from the formal mathematical system. If A is an
automaton-based model describing a scenario of message exchanges and ¢ is
a specification formula from a formal mathematical system, then the model
checking verifies if L(A) C L(p) (where L(A) and L(p) define the language
of A and ¢ respectively).

5.3.1 Model Checking of PDL over MSCs

This section will discuss an approach from Bollig, Kuske and Meinecke [8] for
model checking MSCs over PDL formulas. The intention here is to show the
idea of their method and to point out the difficulty in adopting this method
to our model.
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The Model and The Specification Language

The model checking approach in [8] uses slightly modified Communication
Finite-State Machines (CFMs) as an automaton-based model for describing
the behavior of a MSC. Furthermore, to represent the specification to be
examined they use PDL. A CFM is a model with a finite set of local au-
tomata communicating over a finite set of channels. Each local automaton
can execute send and receive actions, that specify the sending and receiving
of messages. The behavior of each local automaton is associated to a process,
which means that a local automaton represents a process. The channels are
asynchronous FIFO channels. Based on the characteristics of CFMs, it is
widely used to represent MSCs. The PDL syntax and semantics used in [§]
is comparable to Definition 2.3.1 and Definition 2.3.2.

In general a CFM is of the form A = (((Sp, Ap))per; D, Sinit, F'), which is
defined over a finite set of processes P and a finite set of message contents
Y. For each process p € P there is a local automaton (S,, A,) with S, as the
set of local states and A, the set of local transitions. D is a set of control
messages or synchronization messages. The global initial state is denoted by
Sinit € S, where (Sq = [[,cp Sp) and F' C Sy is a set of global final states.
The set of local transitions in the local automata are defined as follows:

A, C S, x Act x S,

where in our case Act is a set of actions of the form plg(a) or p?q(a) (for all
p,q € P,p#qanda € X). In [8] the local transitions on the local automata
have been modified. They have extended the transitions with a sequence of
bits such that the input of a transition is not solely the set of actions Act, but
also a sequence of bits {0,1}". Thus, they get the following local transition
relation:

A, C 8, x Act x {0,1}" x S,

The Model Checking Method

The approach in [8] is based on an idea of using a specification in the early
stage of developing a system. If we would like to gain a system based on
a predefined specification, it is more reasonable to use the specification di-
rectly to synthesize the desired system. What they did is that they translated
a PDL specification that is to be examined to a corresponding CFM. The
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translation from a PDL specification ¢ (which is a global formula) to a CFM
A, is carried out without imposing some restrictions on both sides. Through
the translation, [8] obtained a CFM whose size is exponential in the size of
the PDL specification and the number of processes.

We will not discuss the translation from a PDL formula ¢ to it correspond-
ing CFM A,, in detail (see [8]). The translation from the formula ¢ to A, is
not straightforward. A PDL formula ¢ is defined over local formulas «; that
are quantified (by using the quantifier 3 and V), which is called basic global
formulas, which further can be combined using two-place positive boolean
operators (such as A and V). Furthermore, a PDL local formula « is com-
posed of the truth value true or an action of the set Act or a path expression
(which can go forward and backwards) followed by a local formula or com-
bination of the previous terms. This all follows that a PDL formula ¢ is
constructed inductively. This also provokes the model checking method in
[8]. The idea is also to build a CFM A, inductively from the parts of the
PDL formula ¢.

A formula ¢ will be broken down into its subformulas. For each subfor-
mula § € sub(yp) a CFM Az will be modeled. The task of these CFMs {.Az}
is to confirm if the subformulas are satisfied by the MSC being examined.
Therefore, [8] have associated to every MSC a function ¢ : E — {0,1}" that
maps a sequence of bits to every event in the MSCs. By doing so, each sub-
formula /5 has a reserved bit cg(e) in the bit sequence of every event e € E.
Hence, the CFM Ag can confirm if the bit associated to the subformula § in
every bit sequence is set to 1 for exactly those events that satisfy the subfor-
mula . By running all the CFMs of the subformulas synchronously we will
obtain the overall CFM for the formula .

The model checking in [8] turns out to be PSPACE-complete for existen-
tially B-bounded MSCs.

Model Checking on pMSCs

We think that the model checking approach in [8] can not be applied directly
to our pMSCs defined in this paper. This is mainly founded based on two
points: first, the PDL global formulas in [8] are defined over MSCs where on
the other hand, our PPDL global formulas are defined over the set of posets;
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second, the forward and backward-path formulas in our PPDL are equipped
with a probability operator. Thereby, the CFM for the PPDL global formula
must also be defined with a probability operator.

We believe that through some modification in the approach in [8] we could
apply the model checking of pMSCs over PPDL formulas. The idea is basi-
cally that the model checking of a pMSC over a PPDL global formula can be
determined through model checking a set of MSCs over a PDL global formula.

The general model checking question is: given a pMSC M and a PPDL
global formula ¢, do the set of posets II(M) of M satisfy the formula ¢
(I(M) E ¢)? The model checking approach idea that will be presented
subsequently considers two cases. The first case considers PPDL global for-
mulas that do not have forward and/or backward-path formulas as subformu-
las. The second case considers PPDL global formulas with forward- and/or
backward-path formulas as subformulas.

Consider the following poset (E’, <’) of a pMSC:

(B, <')

€l —= €

l

Og=—¢3

We can consider the above poset as a MSC M’. The idea to transform a
pMSC poset to a MSC is straightforward. The MSC M’ looks as follows:
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e1 ()
©4 €3
€5 O}

Thus, from a set of posets II(M) of a pMSC M we can obtain a set of MSCs
M with [II(M)| = |M|. For the first case, where the PPDL global formula
does not have any forward- and/or backward path formulas as subformu-
las, we can consider the PPDL global formula as a PDL global formula -
since there is no probability operator associated. In this case, we could just
apply the model checking from [8] to every MSC obtained from the posets
in II(M). For the latter case, where the PPDL global formula has forward
and /or backward-path formulas as subformulas, the model checking is not as
straightforward as in the first case. In the second case, the PPDL global for-
mula is associated with probability operators on the forward and backward-
path subformulas. Each PPDL global formula with probability association
can be transformed into a PDL global formula by ignoring the probability
operators on the forward and backward-path subformulas. Further, we apply
the model checking to all the MSCs obtained from the posets over the PDL
global formula (which is obtained by ignoring the probability operators) as
in [8]. For each MSC that satisfies the PDL global formula we compute the
probability of the corresponding poset. By adding all these probabilities and
comparing them with the probability bounds of the forward and backward-
path subformulas we will obtain the satisfiability of the pMSC over the PPDL
global formula.

Note that the idea described above is an idea of a possible approach for
model checking pMSCs over PPDL formulas using the method in [8]. The
idea still lacks precision in the individual steps. The detailed approach will
not be discussed in this work and will be left as a motivation for further
research.
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Chapter 6

An Automaton Model for
pMSCs

The best way to analyze a model is to transform it into an equivalent math-
ematical system. By doing so, the behavior of the model to be examined
will be reflected in an equivalent mathematical system. Thus, each possi-
ble execution of the examined model can be mimicked by the corresponding
mathematical system. This implies that the language defined by the model
is exactly the same language defined by the mathematical system.

A well known mathematical system used to describe communication pro-
tocols such as MSCs is a Communicating Finite-State Machine (CFM) (see
Section 5.3.1). A CFM consists of several local automata, where each local
automaton describes the behavior of a process, such that there is a one-to-one
correspondence between the behavior of a process in a MSC with its local
automaton. A local automaton communicates with other local automata by
sending and/or receiving messages through a channel. For every pair of local
automata there are two channels for communication, one for each direction.
The channels have an unbounded asynchronous FIFO property and are as-
sumed to be reliable.

In this chapter we would like to extend the basic CFM with probabilistic
and nondeterministic properties in such a way that it can simulate the be-
havior of a pMSC. The structure of this chapter will be the following: first

the syntax and semantics of Lossy Communication Finite-State Machines
(LCFM) will be defined. A LCFM is basically a CFM with the presump-
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tion that channels can lose messages due to the fact that the channels are
unreliable. This kind of mathematical system has been presented before in
(16, 2, 9] where it is called Lossy Channel Systems. By using a LCFM as the
basic model, we will further expand the syntax and semantics of it to obtain
a model that can imitate the behavior of a pMSC. We will call this model
Probabilistic Lossy Communicating Finite-State Machine (PLCFM).

6.1 Lossy Communication Finite-State Ma-
chines

A CFM is basically a set of finite state automata that are communicating to
one another through channels. The actions that can be taken in the automa-
ton are basically send and receive actions. Each of these actions is associated
with a message. Through executing a send action, the message associated
with the action will be attached to the end of the sequence of messages re-
siding in the channel. On the other hand, the first message in the sequence
will be removed from the channel by executing a receive action - the message
at the beginning of the sequence must be identical to the message associated
to the action and certainly the channel cannot be empty.

CFMs are based on the assumption that the channels used are reliable. This
means that it is assured that no message in the channels will ever get lost.
These kinds of mathematical systems are ideal to model MSCs since MSCs
are also based on reliable channels. For modeling pMSCs, we need a system
similar to CFMs that is based on unreliable channels.

LCFMs are CFMs where messages in the channels may get lost. This is
so because the channels in LCFMs are assumed to be unreliable. This im-
plies that every message has a possibility of getting lost while being in transit
in a channel. The syntax of a LCFM does not differ from the one of a CFM.
The possibility of losing messages is expressed in the semantics of LCFM.

This section starts by defining the syntax of LCFMs followed by how con-
figurations of LCFMs are defined. A configuration in a LCFM defines a
global state - which is a cross product of local states of the local automata
- associated with its channel contents. Next, the transition between LCFM
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configurations will be discussed, which is summarized in the semantics of
LCFM. In the subsequent subsection, LCFMs will be extended to PLCFMs,
where the syntax of PLCFMs is equipped with a probability function which
assigns a probability value to the channels. The semantics of PLCFMs will
be defined as Markov Decision Processes.

6.1.1 Syntax of LCFM

Let P be a finite set of processes (at least two), C C P x P a relation
between a pair of processes, defining their communication channel and *
a finite set of message contents. Further, besides having asynchronous and
FIFO properties, the channels C are also unreliable in the sense that messages
in the channel may get lost.

Definition 6.1.1. (Syntazx of a Lossy Communicating Finite-State Machine)

A Lossy Communicating Finite-State Machine (LCFM) over P and ¥ is
a structure A = (((Sp, Ap))pep; Sinit, F') where:

o ((Sp,A,))pep are local automata,

— 5, is a nonempty set of local states,

— A, C 5, x Act x S, is a set of local transitions, where Act is a set
of actions of the form plg(a) or p?q(a) (p,q € P,p # q and a € ).

® Sinit € Sy is the global initial state (S4 = Hpep Sp),
e ['C S, is a set of global final states.

An example of a LCFM is depicted in Figure 6.1. The LCFM A, consist of
two local automata (S,, A,) and (S,, A,), where the former can be considered
to represent the behavior of a process p and the latter the behavior of a
process ¢. The global initial state of A,q is sinit,, = (p1, 1) and the unique
global final state is F' = {(p2, ¢2)}-
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q?p)(a)

start H

(a) Local automata for a process p (b) Local automata for a process g

Figure 6.1: Example for a LCFM A,,.

There have been several approaches to how a lost message should be defined
[16, 2, 9]. In this paper we will take the approach that was first introduced in
[2] and later also used in [16, 6, 3, 1]. In this approach the loss of a message
will be defined on the semantics of the system, instead of extending the local
transition of the system as in [9]. First, a type of relation between strings
(which later will be applied to the configurations) will be specified. This is
essentially important in defining the meaning of message lost in the seman-
tics of LCFM.

Let z,y € ¥* be strings over . We say that the string x is a substring
of y, denoted by x C y, if by deleting arbitrary numbers (probably zero) of
symbols in y at arbitrary places, we obtain the string z. Further, #(z,y)
denotes the number of possibilities there is to delete symbols in the string y
to obtain the string z.

Example 6.1.1. Consider the two strings x = baa and y = baaba. The
string x is a substring of the string y, since by deleting arbitrary symbols in
y we obtain x. Thus x C y. Further, there are three possibilities to delete
symbols in y to obtain x: baaba, baaba and baaba. Thus #(z,y) = 3.

Definition 6.1.2. (Configuration of a Lossy Communication Finite-State
Machine)

Let A= (((Sp, Ap))pep, Sinit, F') be a LCFM. o = (5,n) is a configuration of
A with:
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e 5 Sy is a global state of A,

e n: (C — X" is a function that maps a channel on its content.
[

Consider the LCFM A, from Figure 6.1. Imagine that the local automata
(Sp, Ap) is in the local state pe and (S,, A,) in the local state go. Further the
content of the channels (p, ¢) and (¢, p) are as in Figure 6.2. This situation can
be captured by the configuration o = (s,n), where § = (p2, ¢2), n((p, q)) = aa

and n((q,p)) = €.

[ [l [ lafafl [TT]I]]

(a) The channel (p,q) (b) The channel (¢, p)

Figure 6.2: Possible channel contents of LCFM A4,,

To specify the meaning of a channel losing messages, it is necessary to define
substring relations on configurations. To be more precise, the substring rela-
tion will be defined based on the content of the channels in a configuration.

Definition 6.1.3. (Substring relation on configurations)

Let A = (((Sp, Ap))pep, Sinit, F) be a LCFM over P and ¥ and 0,0’ con-
figurations of A. We say that o is a substring of ¢’, denoted with o C o', if
the following condition holds (let o = (5,7) and ¢’ = (3',1')):

e 5=25,

e 1n(p,q) En'(p,q) for all (p,q) € C.

6.1.2 Semantics of LCFM

The operational behavior of a LCFM is defined as a transition system. The

states of the corresponding transition system are the set of configurations
of the LCFM. Due to the fact that the channels in a CFM are unbounded,
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the number of configurations of the LCFM is infinite. This implies that the
corresponding transition system also has infinite number of states. There are
two kinds of transitions in the corresponding transition system. The first kind
is referred to as perfect transitions. In a perfect transition no messages will
be lost from the channels. These transitions are governed by the transition
rules of the local automata of the LCFM. A perfect transition between two
configurations is possible if there is a local state in the former configuration
with its possible successor in the latter configuration. Further, all other
local states remain unchanged in the two configurations. The content in the
channels of the two configurations are identical, except the channel associated
to the action in the LCFM which is responsible for the transition (in this
channel either a message will be added to the channel or removed from the
channel). The second kind of transitions is called a lossy transitions. In a
lossy transition the global state of the predecessor and successor remains the
same. The only thing that can change is the content of the channels in the
successor configuration.

Definition 6.1.4. (Semantics of a Lossy Communicating Finite-State Ma-
chine)

For a LCFM A = (((Sp, Ap))pep; Sinit, ) over P and X, the semantics of
LCFM is defined as a transition system 7'S4 = (S, —) with:

e S is the set of configurations of LCFM A,

e —C S x S is a set of transitions. There are two types of transitions:
a perfect transition —pe; fect, Which is determined by (A,),ep and a
lossy transition —4ss, Which is determined by the substring relation
on configurations. The two transitions are defined as follows:

— For 0,0’ € S, there is a transition 0 — ¢, et 0 if one of the
following applies:

* sending a message: there is a transition § € A, with 6 =
(sp, plg(a), s;) such that
- 0 = (8,1n) with 5p] = s,,
- o' = (8, n) with §'[p| = s}, and 7/'(p, ¢) = a - n(p, q),
- §[r] = &r] for all r € P\{p},
- 1(g, ) =n'(g,r) for all (¢,r) € C\{(p,q)}-
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* receiving a message: there is a transition 6 € A, with
d = (sp,p?q(a), s;,) such that
- o = (3,n) with §[p] = s, and n(p,q) = w-a (w € %),
- o' = (8, n) with §'[p| = s}, and 7/'(p, q) - a = n(p, q),
- §[r] = &r] for all r € P\{p},
- n(q,r) =1'(g,r) for all (¢,r) € C\{(p,q)}-

— For 0,0’ € S, there is a transition 0 —,, 0 if there exists a
perfect transition 0 — e, peer 0" and o’ C o”.

Definition 6.1.5. (A run of a Lossy Communication Finite-State Machine)

Let A = (((Sp, Ap))pep, Sinit, F) be a LCFM over P and . Further let
TS, = (S,—>) be its corresponding transition system. A run of LCFM A
in T'S 4 is a sequence of configurations p = gyoy . ..o, such that:

® 00 = (Sinit; M), where 7, is the function which assigns to each channel
the empty string e,

e for every i € {1,...,n} there exists a transition —; in 7'S4 with
t € {per fect,lossy} such that 0,1 —; 0;.

A run p = 0yoy ... 0, is an accepting run of LCFM A if ¢,, € F' x {n.}.

6.2 Probabilistic Lossy Communication Finite-
State Machine

In the previous section we have introduced a mathematical system that can
be used to describe communication between processes that is based on unre-
liable channels. This means that without any notification a message can be
lost from any arbitrary channel in the system. We have called this mathe-
matical system a Lossy Communication Finite-State Machine (LCFM) which
is based on the work in [16, 2, 9].
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Instead of just assuming that a channel can lose messages at any time without
any reason, we would like to assume that these losses are due to a proba-
bilistic behavior. We believe this is a more natural way of specifying why
messages get lost from the channels. Thus, it is reasonable to adopt proba-
bilistic behavior to LCFMs defined in the previous section.

One of the first approaches in adopting probabilistic behavior into a sys-
tem with finite state automaton communicating through unreliable channels
can be traced back to [15]. The probabilistic variant which will be defined
here will be called Probabilistic Lossy Communicating-Finite State Machines
(PLCEFM).

6.2.1 Syntax of PLCFM

A PLCFM is basically a LCFM where the loss of a message is associated
with a predefined probability. The probability of losing a message depends
on where the message is in transit. A PLCFM extends a LCFM by defin-
ing a probability function that determines the probability of the individual
channels losing a message.

Definition 6.2.1. (Syntax of a Probabilistic Lossy Communicating Finite-
State Machine)

A Probabilistic Lossy Communicating Finite-State Machine (PLCFM) over
P and X is a structure A = (((Sp> AP))PEP) Sinits F> ploss) where:

hd (((Spu A;l?))pepaiimta F) is a LCFM,

® Diss - C— [0, 1] is a function which assigns to each channel the prob-
ability of message loss in that channel.

While the work in [16, 15, 3, 1] uses a solely probabilistic system as their
semantic model, in this paper we would like to pursue the approach in [6]
where the semantic model has both probabilistic and also nondeterministic
behavior. As stated in [6], we also think that a system with both proba-
bilistic and nondeterministic behavior is more suitable for our model. If the
semantic model is defined as a Markov Chain, as [16, 15, 3, 1], the nonde-
terministic choices between the possible transitions in the local automaton
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must be regarded as being probabilistic. And this is not the case.

We will use a Markov Decision Process (a MDP) as the semantic model
of a PLCFM. This will ensure that the possible transitions without message
loss (the perfect transitions) in a configuration will be governed nondeter-
ministically and the transitions with loss messages (the loss transitions) will
be determined probabilistically (see Definition 6.2.4)

Definition 6.2.2. (Markov Decision Process)

A Markov Decision Process is a system MP = (S, Act, P, i;,;;) such that:
e S is a finite set of states,
e Act is a finite set of actions,

o P:Sx Act x S — [0,1] is a transition probability that assigns for a
state and an action the probability to reach another state.

Z P(s,a,s') €{0,1}

s'eS

® iinit » S — [0,1] is an initial distribution that assigns to the states a
probability for being the initial state of the system.

Z iz‘m’t(S) =1,

ses

6.2.2 Semantics of PLCFM

Our semantic for PLCFM is based on the local-fault model from [6, 3, 1].
In a local-fault model [3, 1], a perfect transition (where no messages are
lost) is always followed by a lossy transition (where messages can get lost).
Furthermore, the probability of losing a message p;,ss in a channel is applied
to every message in the channel regardless of the number of messages in the
channel. This implies that a message in a channel, i.e. (p,q), is lost with a
probability pjoss(p, ¢) and kept in the channel with a probability 1—p.ss(p, q)-
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Definition 6.2.3. (Semantics of a Probabilistic Lossy Communicating Finite-
State Machine)

For a PLCFM A = (((Sp; Ap))peps Sinits F, Pioss) over P and ¥, the op-
erational semantics of PLCFM is defined as a Markov Decision Process
MP 4 = (Spp, Act pap, Prip s Ginit o) With:

o Sup =S4 x{n} is the set of all configurations of PLCFM A,

o Actpp = Act U {7} is the set of actions in MP 4 (Act is the same set
of actions used in Definition 6.1.1),

o Pyp : Sup X Actpmp X Spyp — [0, 1] is the transition probability
function on the configurations based on an action. For oo € Actprp and
0,0 € Spyp (with o = (5,n), o' = (5',n)), Pup(o,a,0’) is defined as
follows:

—if o € Actpp\{7} and a makes ¢ — ¢ fect 0’ possible, then
Pyp(o,a,0') =1

—ifa=7,5=35 and 0 —pssy 0', then Pyp(o,a,0") = P(n, 1),
with P(n, ') =

[T (pross(p. )PP @O (1= (0, ) DL/ (b, q) . (P, 0)))

(p,9)€C

— otherwise P(o,a,0’) =0

. _J1 if 0 = (Sinit, Ne)
® linitpp (0) = { 0 otherwise

P(n,n) computes the probability that by losing some messages the channel
content 7(C') results in the channel content 7'(C') (n(C') can be seen as a
concatenation of contents of all channels in C'). The probability of one mes-
sage loss is independent of the size of the channel and also independent of
other messages being lost. The first term (pioss(p, ¢)"@D1=" @D in P(n, ')
computes the probability of the lost messages. |n(p,q)| — |7'(p, q)| returns
the number of messages being lost, which is used as the exponent for the
probability that the channel loses messages. This is obvious, since: if the

85



probability of losing a message in a channel is 0.123 then the probability of
losing four messages in the channel is 0.123*. Since the probability of message
loss is accounted by the first term, the second term (1 — pross(p, q))" o))
deals with messages that are kept in the channel. The probability that a mes-
sage is kept in a channel (p, q) is 1 — pioss(p, ¢) and |1’ (p, ¢)| is the number of
messages left in the channel. Then it is straightforward that the probability
of |'(p, q)| messages kept in the channel is (1 — pjoss(p, @)/ P9l The last
term denotes the number of possibilities in deleting symbols, to obtain the
channel content in which messages have been lost.

Example 6.2.1. Consider two channel contents (p, ¢) = baaba and 1/ (p, q) =
baa with 0.123 as the probability of losing a message in the channel. Then
we have:

P(10,17) = Pross(p, q) PO @D (1 gy (p, )T PO (0 (p, q), n(p, q))
=0.1232-0.877%-3 = 0.0306147176

The property of the local-fault model, where a perfect transition is always
followed by a lossy transition, is defined in the runs of a PLCFM. Notice that
a lossy transition does not necessarily means that messages certainly will get
lost from the channels. A lossy transition also allows that no message is lost.

Definition 6.2.4. (A run of a Probabilistic Lossy Communication Finite-
State Machine)

Let A = (((Sp, Ap))pep, Sinit; ) be a PLCFM over P and X. Further let
MPy = (Smp, Actmps Prap, tinit ) be its corresponding MDP. A run of
PLCFM A in MP 4 is a sequence of transitions p = oy N T -
such that:

e 00 = (Sinit, M), where 7, is the function which assigns to each channel
the empty string e,

o (1,149 € Act\{7} and ay; = 7 (for 7 € N).

a2

Arun p =09 25 o0 & ... 2% 0, is an accepting run of PLCFM A if
on € F x {n}.
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6.3 An Approach in Realizing pMSCs

In the previous sections we have defined how a system should look (syntac-
tically and semantically) such that they can describe pMSCs. This system,
PLCFM, is an extension of CFMs with probability associated to the chan-
nels, while the transitions are probabilistic as also nondeterministic. The
matter which is discussed here is how to synthesize a PLCFM from a set
of pMSCs. We give an approach to this problem and leave the details for
further works. The problem of synthesizing a PLCFM Appcpy from a set
of pMSCs M,rs¢ is simplified into synthesizing a CFM Acpps from a set of
MSCs Mg since that syntactically Myrsc = Msse. Notice that a pMSC
is syntactically speaking a MSC. The differences between MSCs and their
probabilistic versions is described in their behaviors. We think that if there
is a method which can synthesize a CFM from a set of MSCs, where the syn-
thesized CFM describes exactly those behaviors possessed by the MSCs (not
more and not less), than this method can be used to implement a PLCFM
from a set of pMSCs.

The idea is first to consider the pMSCs M,y sc as MSCs Mjssc and use
the method to synthesize a CFM A¢py, which precisely describes the be-
haviors of the MSCs in M;s5c. Next, to maintain the PCLFM Appcpas for
M,rsc we consider the Acpayr as a LCEM Apcpy (see Section 6.1). By
associating the probabilities of the channels from M, y;s¢ to the channels in
ALCFM we will get the PLCFM APLCFM-

There have been several methods presented for the synthesis of message-
passing systems from a set of MSCs [7]. Since the method in [7] synthesizes
a CFM that precisely exhibits the behaviors of the MSCs, we think that this
method can also be used to gain a PLCFM from a set of pMSCs using the
idea explained above. [7] uses a learning algorithm, which is an extension
of Angluin’s learning algorithm [4]. The algorithm consists of a Learner,
which has initially no knowledge about the machine to be taught, and by
asking questions to a Teacher/Oracle, the Learner successively learns about
the machine.
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Chapter 7

Conclusion

7.1 Summary

In this Thesis we have extended MSCs into pMSCs in a way that the channels
are associated with probabilities that define the probability of losing a mes-
sage. The semantics of a pMSC is defined by its set of posets. Each poset in
a pMSC describes one possible execution of the pMSC. The different posets
are an implication of different message losses in the channels. To generate all
possible posets of a pMSC we have presented an algorithm whose complexity
is O(2/21) and where the the number of posets generated is 20(min(E:[P])
in the worst case. Probability measurements can be applied to pMSCs in a
simple manner, where the probability of a send event in a poset is always
equal to 1 and the probability of receive events and loss events depend on
the probability of the channel associated to them. The product of the prob-
abilities of the events in a poset defines the probability of the poset itself.

Through extending MSGs to pMSGs, where each vertex is represented as
a pMSC, we are able to describe the composition of pMSCs. Transitions in
a pMSG exhibit the notion of probabilistic and nondeterministic behavior.
Every vertex chooses nondeterministically an action from all the possible ac-
tions and performs a probabilistic transition to a successor state with respect
to the previous chosen action. A transition from a vertex v to a vertex v’ is
always associated to the concatenation of the pMSC associated to the vertex
v with the pMSC associated to the vertex v’. Concatenation in pMSCs is
handled in a similar manner as with MSCs. For reasoning about qualitative
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and quantitative properties of pMSGs we have used Markov Chains based
on its simplicity. A transformation from a pMSG to a Markov Chain can
be realized through associating a scheduler to the pMSG which resolves the
nondeterminism.

To express the properties of pMSCs we have defined an extension of PDL
specification language which we called PPDL. Using PPDL we are now able
to expresses the properties of events in pMSCs with probabilities and fur-
thermore also the probability of a sequence of events occurring in a pMSC.
The syntax of PPDL is basically similar to the syntax of PDL with the ad-
dition that the forward- and backward-path expressions are equipped with
a probability operator. We defined the semantics of PPDL local and global
formulas over the set of posets, where on the other hand PDL local and global
formulas are defined over the MSC itself. The model checking problem for
PPDL over pMSCs has to be examined in a slightly different way than the
case with PDL and MSCc. But we still conclude that model checking of
PPDL over pMSCs can be reduced to model checking of PDL over MSCs.

Furthermore we have presented PLCFM which is a CFM where the chan-
nels are unreliable, such that messages can be lost without any notification.
Moreover, the losses are due to probabilistic behavior. To realize such math-
ematical system we use the Markov Decision Process as its semantical model.
Thus, transitions with no message loss are expressed through nondeterminis-
tic transitions and transitions with message loss are expressed through prob-
abilistic transitions. The semantic we defined for PCLFM is based on the
local-fault model from [6, 3, 1]. In addition, we present an idea for the re-
alization of a PCLFM from a set of pMSCs. The idea is that to realize a
PLCFM from a set of pMSCs we could revert to methods for realizing CFM
from a set of MSCs. We think that this is possible only if the resulted CFM
describes precisely those behaviors featured by the MSCs.

7.2 Future Work

In this Thesis, we believe there are two topics which are subject to further
research. The first one is model checking of PPDL over pMSCs. Most of the
works found are subject to model checking of PDL over MSCs [8]. We have
presented a possible approach in the probabilistic case. It would be interest-
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ing to analyze if this approach is correct and implementable. Further, this
approach falls back on model checking of PDL over MSCs. It would also be
interesting to work on an approach which does not rely on model checking
of PDL over MSCs.

The second topic is the feasibility of PLCFMs. Also in this case we have
found difficulties in presenting a method based on a direct translation of
pMSCs to a PLCFM. As in the model checking case, the idea of our ap-
proach is also based upon using the methods used in realizing CFM from

MSCs.
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